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GENERALIZED EXPLICIT INVERSIVE GENERATORS OF
SMALL p -WEIGHT DEGREE

SARA D. CARDELL, DOMINGO GOMEZ, AND JAIME GUTIERREZ

ABSTRACT. Using rational functions to generate pseudorandom number se-
quences is a popular research topic. In this paper, we study bounds on additive
character sums of a new explicit generator based on rational functions with
small p—weight degree. This extends the class of functions where a nontrivial
character sum bound is known.

1. INTRODUCTION

Let p be a prime, n an integer with n > 2, ¢ = p" and denote by F, the finite
field of ¢ = p™ elements. Let {v1,...,7,} be an ordered basis of F, over F,. For
any 0 <14 < ¢ — 1 we define the sequence (;) by

(1) SG=um+-+inmm
where
i=i1+igp+-+ind" Y, d1,...,in € {0, ...,p— 1}
This sequence is extended using the relation & = &; moa ¢ for any integer ¢, and it

is called the additive order. For any function A(X) from F, to F,, we define the p
-ary sequence (s;) by

(2) si = Trp, /v, (A(&)), i=0,1,2...

where Trr,_/r, (A(&;)) is the trace of A(§;) € F, over Fy. (s;) is called a sequence
generated by Trg, /¢, (A(X)) via the additive order and the pseudorandom number
generator. (A(&;)).

The additive order is related with the Counter (CTR) mode encryption of block
ciphers, see [8]. The additive order is different from the conventional order in
sequence design, and the randomness properties of the sequences from this order
are hard to determine. On the other hand, not any A(X) generates a sequence (s;)
with good pseudorandom properties, see [5].

For A(X) defined for z € Fy,

Als) = {(ax+ﬁ)-1 if ax + B # 0,

0 otherwise.

(A(&;)) is the digital explicit inversive pseudorandom number generator of period
g for some «, B € F,, and @ # 0. In [11], Niederreiter and Winterhof introduced
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this generator and studied exponential sums
qg—1 s—1

(3) D (DA +E))),
i=0  j=0

where s is a positive integer, (o, ..., pts—1) € Fy —(0,...,0) and ¢ is a non trivial
additive character of Fy. Chen in [1] provided a bound on character sums with two
arbitrary lags 0 < dp < d; < ¢, i. e.
~1

V(10A(Eivdy) + 11 A(Ei4a,)), where pg, py € Fq, and not both zero

Q

I
o

(3
and later this result was generalized in [2] for any number of lags. In the same arti-
cle, the authors proved bounds on linear complexity profile and correlation measure
of order k of binary sequences derived from this generator. For more results about
this class of generators see [12, 13, 14].

In this paper, we obtain a bound on some additive character sums of sequences
generated by a class of functions A(X), which will be introduced in Section 2.

The layout of the paper is the following. The first section is devoted to the pre-
liminaries needed. The main theorem is presented in Section 3 where we prove a
bound for the discrepancy and the last part is left for conclusions.

2. PRELIMINARIES

It is clear that the properties of (s;) are the translation of the properties of
(A(&)). One example is the Erdds-Turan-Koksma inequality, which relates the
discrepancy of a pseudorandom number sequence with character sums defined by
the pseudorandom number generator, see [4].

For a non-negative integer m, we define its p -weight as the sum of the coeflicients
in its p-adic expansion:

op(m) =mi + ...+ my, where m = my +m2p+..._lepl—l7

and 0 <mq,...,m; <p-—1.
Now, given a univariate polynomial f(X) € F,[X], the p -weight degree of the
polynomial f(X), w,(f(X)), is equal to

wp(f(X)) = max{op(e1),...,0p(er)},
where f(X)=0§X 4+ ...+ ,.X° and all the coefficients are non-zero.
Through the rest of the paper, the trace function Trp /p, will be of maximum
importance. The trace is defined by the following polynomial,

Trg, e, (X) = X + XP + ...+ X"
Additive characters of F; are defined through Trp, /r, and the additive characters
of F,, are described in the following way,

wa (CE) _ e27riTrFq/]Fp (oc:r)/p’

for many applications and properties of additive characters and the trace function,
we recommend the reader to consult [7].

For a = 0, this character is called the trivial one and for a = 1 the canonical
character. For simplicity, we will denote this character by ¥ = .
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In [6], the authors studied the nonlinear recursive pseudorandom number gener-
ators and proved a bound on character sums of the following form:

S Ga(f(€), a#0

€€l

where f(X) is a polynomial with low p -weight degree and satisfies
(4) F(X) =X+ [(X), with v # 0, w,(f(X)) < 0p(d).

We start generalizing this result for rational functions, for which a similar condition
as (4) is required for the numerator. We follow the strategy in [3, 6] and define the
traced and the normalized polynomial.

Definition 1. Let f(X) € Fy[X], {71,..-,7} be an ordered basis of F, over I,
and let F(Xy,...,X,,) be the multivariate polynomial

F(Xl,...,Xn) :f(XI'Yl‘F"'Xn'Yn) mod (Xf—Xl,...,XTZZ—Xn).
We define the traced polynomial Fr(Xy,...,X,) as the only polynomial such that:
Fr(X1,...,Xy) = Trg s, (F(X1,..., Xy)) mod (X7 — Xq,..., XP - X,,).

And, we define the normalized polynomial of f(X),
n—1 )
Fn(X1,....X,) = [ (F(X1,.... X)) mod (XP — Xi,...,XE — X,,).
i=0
Notice that the degree on each variable is less than p in both multivariate
polynomials Fr(Xy,...,X,) and Fy(X1,...,X,). Also, it is easy to prove that
Fn(Xy,...,X,) has coefficients over the prime field F,,. The following result shows
that its degree is n times the p -weight degree of f(X) if this number is strictly
less than p.

Lemma 1. Let f(X) € F,[X], then the following holds,

o Fr(Xy,...,Xn) € Fp[Xq,...,X,] and the degree of the transformed poly-
nomial is at most w,(f(X)),

o Fn(Xq,...,X,) € Fp[Xq,..., X,] and if nwy(f(X)) < p then the degree of
is o (F(X)).

Proof. The first bullet of this lemma was proved in [6]. For the second part, we
start noticing that

n—1 . n X
I F,. X0 =] (F(Xy,.... X)) mod (XP — X,..., X8 — X)) =
=0 =1

Fn(X1,...,X,)P mod (XP — X1,..., X2 — X,),

which clearly implies that Fiy(Xq,...,X,) € Fp[Xq,...,X,]. The only thing that
remains is to calculate the degree of Fy(X,...,X,). Clearly, if p > nw,(f(X)),
then the degree of

FOGA - 4 Xoq) = F(X3,.. ., X,)P mod (XP — Xy,..., X — X,,)

is wp(f(X)) and the degree of Fn(X1,...,X,) is nw,(f(X)). O
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The interest of the traced polynomial relies on the fact that, under certain as-
sumptions, the total degree of the traced polynomial of a given one coincides with
the p -weight degree of the original polynomial f(X).

We consider the following property of a positive integer D < ¢:

-1
(5) Forallt|nwitht<n,:>;t_1 1D

This is equivalent to F, = F,(¢P) for some £ € F,.
We have introduced the necessary tools to prove bounds on the following char-

acter sum,
v (g) 0%

¢er,

with some restrictions on f(X), ¢g(X) and for that we cite [6, Lemma 3], which
appeared in [3] and an additive character sum bound from [9].

Lemma 2. Let f(X) € Fy[X] be of the form (4) with D = d < q satisfying (5).
Then, the degree of the transformed polynomial Fr(X,...,X,) is op(d).

Theorem 1. Let ¥, be a nontrivial additive character of Fp, and let f(X)/g(X)
be a rational function over Fy, that is not constant. Let v be the number of distinct
roots of the polynomial g(X) in the algebraic closure of F, then

Z v, (f(f)) < (max(deg(f),deg(g)) + v* — 2) p1/2 LS
)#0

§€EFp, g(& g(f)
where v* =v and § =1 if deg(f) < deg(g), otherwise v* =v+1 and § = 0.

The following lemma is a technical result about the existence of a special trans-
formation.

Lemma 3. Let F(X1,...,X,), G(X1,...,X,) € Fp [X1,...,X,,] with
deg(F(X1,...,Xpn)) = d < p/2 and deg(G(X1,...,X,)) = d' < p/2, there exist
ai,...,an—1 € F, such that

F(X1,Xo+a1X1,..., Xp +an1X1) =EXT+F(Xq, ..., X,),

G(XlaX2 + alxla s 7X7l +an—1X1) = ngld/ + G(X17 R 7X7l)

where £, & # 0 and the degree of F(X1,...,X,) and G(X1,...,X,) in X; are
strictly smaller than d,d’ respectively.

Proof. We introduce the new variables Z7,...,Z,_1 and consider the following
polynomials,

F(X1, 20 X0+ Xoy ooy Zn 1 Xn + Xp), G(X1, 21X+ Xo, oo, 201 X + X)),
Represented as a polynomial in the variable X7,

F(X1, 2 X1+ X, ..., 2y 1 Xa + X)) =
F\(Zy,.... 20 )X+ Fy(Zy, ... 21, X1, ., X))
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where the degree of Fy(Zy,...,Z,—1) is at most d and the degree in the variable
X1 of Fy is strictly less than d. The same applies for
G(X1, Z1 X1 + Xo oo, Zy1 X1 + X,) =
Ci(Z1,. s Zn )XE +Go(Z1y .o Zn1, X1y X)),
Notice that the degree of the product G1(Z1,...,Zn-1)F1(Z1,..., Zp—1) is at most
d+ d', strictly less than p. Therefore, there exists a1, ..., a,—1 € F, such that,
Gl(al, ey a,n_l)Fl(al, .o ,an_l) 75 0.

In other words, F(X1,Xs 4+ a1X4,...,X, + a,—1X1) has degree d in the variable
X1. Notice also that the polynomial has total degree d, it means that

F(X1,Xo+a1X1,..., Xy +an_1X1) =X+ F(X1, ..., Xn),
where the degree on X; of F(X1,..., X)) is strictly less than d. A similar argument
applies to G(X1, X2 + a1X1, ..., X, + an,—1X1) and this finishes the proof. O
We are ready to prove the following result.

Lemma 4. Let 1, be a nontrivial additive character of Fy, and f(X), g(X) € Fy[X]
ged(f(X), 9(X)) = 1 with deg(f(X)), deg(9(X)) < q/2 and satisfying

(6) F(X) = g(X)X?+ f(X), with wy(f(X)) < op(d) + wp(g(X)),
and d = D satisfying (5). Then,

@ max(o. w nw _ n—1/2
D <g(5)) < (max(oy(d), wp(9(X))) +n wp(g(X)) — 1) p +1.

§ely
Proof. Without loss of generality, we can suppose that
(7) max (0, (d), wp(9(X))) +n wy(g(X)) —1 < p'/2.

The strategy to follow is to transform our initial sum in order to apply the result
in Theorem 1.

We start from the definition of our sum and transform it to a sum in several
variables,

Jt(f)) — W (T ( M)) _

ng:q Va <9(§) wl,.;”emp P\ T \ O G o)

Z o (Tr]]I‘q/]FP (aF(x1,...,2,)G(x1,. .., l‘n)p+p2+~~»+P”1)>
p

GN(.’L‘h...,,Tn)

T1,..,Tn €Fp
where VU, is the canonical additive character of IF,.
We transform this sum to the same type as the one that appears in Theorem 1
for variable z1. Now, f(X) = g(X)X%+ f(X), so

TI‘IF‘Z/]FP (aF(X17 e 7Xn)G(X17 . ,Xn)p+172+~--+pﬂ71)
Gn (X1, .., Xn)
L Treyp, (0F(X5, 0 Xa)G(X X, et
Gn (X1, Xn) :

Erp(X1,...,X,)
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where Er(X1,...,X,) is the traced polynomial of «X“. The traced polynomial is
not the zero polynomial, otherwise

Er(X1,..., X2)Gn(X1, ..., Xn) =
— Trp, e, (QF (X1, -, Xn)G(X1, .., X JPFP 4"

By Lemma 2, the degree of Eg(X;,...,X,) is 0,(d) and by Lemma 1 and Equa-
tion (7), nwy(g(X)) + op(d) is is strictly greater than the degree of the traced
polynomial of aF(Xy,...,X,,)G(Xq,..., Xn)p‘”’z"'“""pnfl. Let’s call

Fr(X1,. ., Xp) = Trg, e, (@F (X1, o, Xp)G(X1, .oy X, )PP 20,
Selecting a1, ...,a,—1 as in Lemma 3 and for z,,...,z, € F, we have that

Fr(zi,z2 + a1y ..., 20 + ap_121) =

f”wclr”(d)Jrnw"(g(X)) + Fr(xy, 22 + 0121 ..., &p + Gp_171),

where £ # 0, Fr has degree in variable X strictly less than o,(d) 4+ nw,(g(X))
and

Gn(z1, 22+ a121 ..., Ty + ap_121) =

¢z} wp(9(X)) | Gy (21,22 + 121 ..., Ty + Qp_171),

where ¢” # 0, Gy has degree in variable X strictly less than n w,(g(X)). Now,

Z v <Tr]Fq/Fp (aF(x1,...,2,)G(x1,. .., zn)p+p2+"'+pn_1)>
P

T1yeen €Fp GN(.I],...,xn)

> w(sm)-

T1,..,Tn €Fp

Z N (FR($1,ICQ+G1.’£1...,$H+an_1$1))
p GN<.’171,.%‘2 +a1xy...,0, + an,laﬁl)

T1,...,xn€Fp

Fr(z1,22 +a121...,%n + Gp_121)
> X

Gny(x1, arry...,x Ap1T
waremn €F, |21 EF, Nz, 22+ a1y .. 2y + ap_121)

Applying Theorem 1 for all fixed selections of xs, ..., z,, we have finished. [

3. MAIN RESULT

In this Section, we give a bound on the following additive character sum,

N
3" balA(E)
=0

where A(X) = f(X)/g(X), satisfying the conditions in Equation (6). Before prov-
ing the main result, we recall the following result.
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Lemma 5. Suppose {71,...,Vn} is a fized basis of F, over F, and (&) is the
sequence defined in Equation (1), then

N
> 1D val(-88)

BEF, |i=0

< n’qlogp.

The proof of this Lemma can be found in [1].

Theorem 2. Suppose that A(X) = f(X)/g(X), satisfies the conditions in Equa-
tion (6) with d satisfying (5) and o,(d) > 2. The following bound

N
> va(A
=0

holds for any 1 < N < gq.

)| < (n*log p)(max(o,(d), w,(9(X))) + n wy(g(X)) — 1)p"~1/2,

Proof. We start with the definition of the sum,

A(5i>)| =D talA(z Z > balBlx - &)

€l i=0 B€F,
ZZ% —B&) Y Va(A(x) + pz)
i=0 B€F, €l
1 N
S*Z Zdj ( 551 xmax Zd’a +B"E) .
7 ger, |i=o z€F,

Notice that A(X) 4+ 8X = f(X)'/g(X), where
J(X) = f(X) + BXg(X) = g(X) X7+ [(X) + BXg(X).

still satisfies Equation (6). This is because

max{wp(f(X)),wp(BXg(X))} < max{oy(d) + wp(g(X)), 2 + wp(g(X))}

So, for the right term of the product, we can apply Lemma 4 and for the left term
of the product, we can apply Lemma 5.
Writing everything together, we have

- Z Zwa 3

1 4eF, |i=o

X max Z o (A(z) + Bx)| <
z€lF,
(n?log p) (max(a,(d), wy(9(X))) + n wy(g(X)) — 1)p" /2
This finishes the proof. 0

Now, we estimate the discrepancy of the elements of the sequence
S .
Si:EZ €[0,1), i=0,...,N.

We recall that the discrepancy of the points Sy, ..., Sy denoted by Dy is defined
by
A N
Dy = sup 7([%6)’ ) - B+
[,8)C(0,1) N
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where A([e, 8), N) is the number of points Sy, ..., Sy which are contained in the
interval [a, 8) and the supremum is taken over all such intervals, see [10].

Doing straightforward calculations (see the proof of Theorem 1 of [2]) and using
Theorem?2, it is easy to prove the following theorem.

Theorem 3. Let sq,...,sny the sequence defined by (2). The discrepancy Dy can
is of order
n*(log p)* (max (o, (d), wp(9(X))))p" /2
N

where the implied constant is absolute.

4. CONCLUSIONS

In this paper we have started the study of a new pseudorandom generator via
additive order. We have given a non trivial bound on sequences of the type (2).
Apart from that, Lemma 4 generalizes [6, Lemma 4], when g(X) = 1.

It would be certainly interesting to study the following more general character
sum

N

D YalarAGir) + ..+ ar AGisr),

i=0
where a1, ..., a,; € Fy, not all equal to zero. However, in this case, it is necessary to
show that the transformed polynomial is not constant so one can apply Lemma 4.
Also, the necessity of (5) for polynomials of the form (4) has been shown in [6].
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