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Data spaces have emerged as pivotal elements promoting data-driven
applications and driving the growth of the data economy. Opposite to traditional
data exchange, where trustworthiness relies on a central entity acting as a

data transactions’ moderator, the decentralization introduced by data spaces
overcomes the barriers for a worldwide market of data economy, ensuring the
self-sovereignty for data owners. However, existing solutions for the deployment

of data spaces jeopardize their adoption, isolating the data economy in different
regions. This article delves into cross-data space interworking between
International Data Spaces (IDS) and Connector Architecture for Decentralized
Data Exchange (CADDE) architectures as they are the references, in Europe and
Japan, respectively, for the creation of this kind of data sharing ecosystems. The
article describes a CO, footprint assessment case study—the first of its kind as far
as we know—enabling cross-domain data exchange between different data spaces

and discusses the pilot results.

ata are a key driver for future innovation and
Deconomic growth in nearly all activities. Novel

artificial intelligence (Al) applications are al-
ready improving existing services by increasing their
efficiency in providing added value to customers. Data
ecosystems are playing an essential role in delivering
the vast amount of data required for such purposes. In
fact, this is already an important market, having a real
impact in different countries. Authors in Micheletti
et al.' describe the rapid growth of the European data
economy—from €443 billion (3.6% of GDP) in 2021 to
an estimated €787 billion (5.3% of GDP) by 2030.

In this context, data spaces emerge as an ab-
straction for decentralized data management, estab-
lishing a common set of data governance guidelines.
Stakeholders can adhere to these guidelines in a
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decentralized ecosystem, enabling peer-to-peer data
exchange between parties without intermediaries.
Data spaces focus on data sovereignty, where data
owners keep control of their data throughout the
whole data exchange process.

The irruption of solutions scattered across differ-
ent geographic regions, such as the International Data
Spaces (IDS)? or Gaia-X,® in Europe, and the Connector
Architecture for Decentralized Data Exchange (CAD-
DE)* in Japan, limits the scope of the data economy
and prevents data exchange on a global scale. In fact,
policy-makers have concerns about becoming depen-
dent on foreign technology and losing control over the
data governance policies they want to implement.

Therefore, the coexistence of heterogeneous solu-
tions has to be tackled to open up the world to a global
economy based on data. Data space interworking en-
ables the introduction of novel use cases where data
sources are potentially scattered across the world.
Hence, requiring the interconnection of data spaces
across technological and legislative boundaries.
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The article focuses on cross-data space interwork-
ing between CADDE and IDS. Throughout this article
we present our work on the interworking between
these two different systems, reviewing the current
state of data space standards globally. Moreover, the
article describes a proof-of-concept (PoC) scenario
through which we have demonstrated the feasibility
of the solutions that we have proposed to support the
interworking between two data spaces deployed us-
ing the abovementioned two reference architectures.
Hence, there are two main contributions presented in
this article. First, it outlines the key challenges to be
overcome to address the creation of global data spac-
es (in contrast with current region-wise data spaces)
as well as the solutions proposed to address them.
Second, it validates our approach by implementing
and testing a PoC use case that is employing our pro-
posed solution for data space interworking.

The article is structured as follows. The “Data
Space Ecosystem Overview” section reviews the
current data space ecosystem in Europe and Japan.
The “Data Space Interworking: Proof-of-Concept Ar-
chitecture” section outlines the architecture for an
interworking solution and presents its implementa-
tion in two data spaces from both regions. The “CO,
Footprint Monitor” section sketches a case study that
leverages the cross-data space interworking enabled
by our solution. Finally, the “Discussion and Lessons
Learned” section discusses the takeaways extracted
from our experience, while the “Conclusion” section
concludes the article.

The current technology landscape of data spaces is
evolving at a dazzling pace. The most mature solution
in terms of existing technical developments relates to
the IDS. Second generation of data space technolo-
gies like Gaia-X are further fostering the decentralized
nature of data spaces. Research is ongoing which,
eventually, will lead to further generations. In the fol-
lowing, we summarize the key aspects of the leading
technologies that are related with our work.

IDS

The IDS architecture provides a reference framework
for decentralized data exchange, including common
domain-agnostic data models and protocols.” The
architecture is centered around the notion of a con-
nector, supported by a set of centralized components
provided by a data space facilitator. Connectors are re-
quired to carry out any interaction in a data space, as
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they are responsible for establishing secure and trust-
worthy communication between participants. Before
data exchange takes place, participants’ connectors
agree on a mutually binding contract establishing the
conditions under which data can be accessed and
used. IDS requires any component interacting in a
data space to be certified to guarantee conformance
to the processes defined in the architecture, so that
agreements can be technically enforced.

At present, the development of a new standard,
the Dataspace Protocol,® which establishes the con-
trol mechanisms for the data exchange, but not for the
data transfer itself, focuses the efforts within the IDS
reference architecture.

GAIA-X

Gaia-X specifies a framework for creating a federated
and secure data infrastructure based on a common
trust framework.” In a Gaia-X data space, all data are
kept by the data provider, and it is only exchanged af-
ter negotiating an agreement with the data consumer
that specifies how the data can be used.

Gaia-X defines a set of federation services with a
focus on the compliance services, on which the trust
framework is built. These services include the func-
tionality needed for describing, managing, and discov-
ering data exchange services, as well as negotiating
the exchange of data. However, the actual exchange of
data is out of scope, and different data transfer tech-
nologies can be used.

To establish trust, product offerings, including
data and services, have self-descriptions support-
ed by verifiable credentials, which are issued by
trust anchors endorsed by Gaia-X. For this purpose,
self-sovereign identities (SSI) are the basis to sup-
port digital identities.

CADDE

CADDE is a cross-domain data exchange platform for
discovery and cross-domain data sharing. The core
element is a network of connector modules enabling
data providers and consumers to participate in a CAD-
DE data space. CADDE is planned to be used by the
Japanese nation-wide cross-domain data exchange
platform DATA-EX. With the support of CADDE,
DATA-EX provides the following:

> unique identification of data items

> secure access to the data space only to autho-
rized members

> connectors enabling publishing, discovery, and
using data under access control policies
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> data catalogues managing metadata descrip-
tions and data access details

> history management controlling relationships
between data items, logging all data exchanges.

FIWARE

FIWARE is an open source ecosystem providing com-
ponents for building smart solutions. At the core of
FIWARE are context brokers (CBs) that enable the
exchange of data, connecting various stakeholders.?
CBs implement the Next Generation Service Inter-
face-Linked Data (NGSI-LD) application programming
interface (API), which is standardized by ETSL.® NG-
SI-LD models context (i.e., the world, in general) as
typed entities that have properties and relationships
to other entities, following a semantic approach.

To demonstrate the potential of intercontinental data
space interworking, we propose a PoC architecture to
enable the integration of two data spaces based on
CADDE and IDS.

A first approach would be to simply consider a proxy
(ie., brokering the requests toward data providers),
where a single component, such as a dedicated connec-
tor, conceals the participants from the other data space.
However, apart from potential scalability issues, this

DATA SPACE PEERING INTERWORKING |
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FIGURE 1. Data space peering interworking architecture.
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solution limits a thorough auditability of transactions
between participants, and this dedicated connector
would need to be certified to operate in both data spac-
es, leading to potential conflicts. It also implies that data
space providers would not control their own policies
(built-in regulations and laws), as they would have to rely
on the intermediary (i.e., the dedicated connector).
Considering these restrictions, we are proposing
the data space peering concept (cf. Figure 1) for the in-
terworking architecture, where a data space interwork-
ing unit (DS-IWU) enables data exchange between two
participants from different data spaces. It can be de-
ployed by any participant involved in the data exchange
but is typically done by providers interested in offering
their data. Once the participant obtains the credentials
for both data spaces, the identities associated with the
deployed DS-IWU are seamlessly linked across them,
ensuring correct auditing of transactions and the en-
forcement of access and usage control rules. Moreover,
the DS-IWU provides a method for policy translation and
ensures correct data handling within the transaction.
The DS-IWU comprises an IDS and a CADDE con-
nector, as mandatory elements on both sides, and one
intermediate module to perform the corresponding
conversions, including identity and policy manage-
ment. It also implements a catalog exchange method
to provide data discovery mechanisms for both data
spaces, through the conversion of metadata descrip-
tions in their respective data discovery solutions.

Data Space B
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CONNECTOR
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CONNECTOR
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It is important to highlight that the pilot that has
been developed focuses on IDS-based and CAD-
DE-based data spaces interworking, but for the DS-
IWU to enable interworking with other data spaces,
the corresponding connector should be plugged in
and the exchange adapter configured to adapt to the
required conversions.

Data model heterogeneity was supported leverag-
ing the NGSI-LD standard and smart data models' for
better interoperability. As part of the IDS standard, the
IDS information model® was employed for the meta-
data descriptions, tailored to the NGSI-LD specifica-
tion to enable data access with the highest possible
granularity.

In this regard, it has to be noted that the IDS infor-
mation model hierarchically organizes the metadata
descriptions in IDS-catalogs that comprises IDS-re-
sources with multiple IDS-representations, which
are further composed of IDS-artifacts, typically one
per file or data access endpoint. Our approach con-
siders one single IDS-catalog, where each context
information type from an NGSI-LD CB is mapped into
an IDS-resource, creating multiple IDS-artifacts for
each of the entities of that type and their historical
record. Additionally, an IDS-contract and a set of IDS-
rules apply to each of the IDS-resources. This way, ac-
cess and usage control rules can be mapped to each
NGSI-LD type.

Resource
NGSI-LD Type:
Catalog

FleetVehicle
NETH

Artifact

- :l/;‘ESi;I " Representation
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Figure 2 presents an example of the mapping for
a data provider offering information about a fleet of
vehicles (i.e., employing the NGSI-LD type FleetVehi-
cleStatus). There is one IDS-artifact for accessing the
list of monitored vehicles (light green); multiple IDS-
artifacts, depending on the number of vehicles, for get-
ting the latest context information (light yellow) and
their historical record (i.e., time-series of values) for
each of them (light orange). Furthermore, additional
uniform resource locator query strings are forwarded
to the NGSI-LD CB in the back end, enabling further
functionality (e.g., querying for a specific period when
retrieving historical data).

To validate the proposed architecture, we have car-
ried out a PoC pilot to interconnect data spaces from
Europe and Japan. Due to its relevance to climate
change, we have implemented a CO, footprint moni-
tor. This application consumes different kinds of mo-
bility-related data to estimate vehicles’ CO, emissions
based on the ODALA Mobility Data Toolkit (MDT)," a
tool to track emissions based on vehicle metrics, using
estimations for different transport means provided by
European Environment Agency.

Onthe European side, an IDS-based data space was
established within the framework of SmartSantander'
and populated with heterogeneous open and private

Contract — Rule
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FIGURE 2. Mapping of IDS information model on NGSI-LD for FleetVehicleStatus entity types.
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datasets, including real-world information from a local
bus company about buses’ position, routes and speed,
updated in real-time. The connector selected was the
IDS-certified Data Space Connector (DSC). On the
Japanese side, a CADDE-based data space was used,
hosting information on vehicles’ position, engine type,
and vehicle consumption metrics, framed within the
Strategic Innovation Program (SIP). The whole imple-
mentation architecture is depicted in Figure 3.

The CO, footprint monitor includes the MDT core li-
brary, a Scorpio Broker,® and a dashboard. It is fed with
information retrieved from different data providers at
both CADDE and IDS data spaces, being imported into
the Scorpio Broker in NGSI-LD, following the vehicle and
FleetVehicleStatus smart data models.”” All these mobil-
ity-related data are being processed continuously, es-
timating the CO, emissions per vehicle and passenger,
enriching the information obtained from both data spac-
es. Everything is shown on a dashboard as a multigraph
visualization of vehicles CO, emissions. As a PoC pilot,
the CO, footprint monitor has demonstrated the poten-
tial to serve as a tool for city managers, as well as for
other use cases (e.g., the monitoring of CO, emissions in
manufacturing across a worldwide supply chain) thanks
to its ability for cross-data space interworking.

The pilot has demonstrated the feasibility of an inter-
working solution to connect data spaces supported by
the dominant technologies in different world regions.

CADDE

DATA SPACE
COoRE

DATA SPACE
CoRE

COMPONENTS COMPONENTS

N CONNECTOR

Spanish
SmartSantander
Data Provider

JAPANESE VEHICLE
DATA PROVIDER

FIGURE 3. Holistic view of the CO, footprint monitor.
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However, there are still certain limitations that need to
be addressed to fully realize the potential of decentral-
ized self-sovereign data spaces.

Data space standards require that all participants
are fully compliant with their respective guidelines
(e.g., identity management, information models, data
exchange protocols, and so on). Consequently, using
different technology stacks is technically feasible, but
it creates a disruption in the trust domain established
among providers and consumers, as there is no real
end-to-end communication under the umbrella of a
single data space. Therefore, international cooperation
is essential to enable fully compliant data space inter-
working, agreeing on common guidelines. Data space
initiatives should converge to common identity man-
agement mechanisms and procedures to facilitate it.

While initiatives such as the Data Space Business
Alliance (DSBA) aim to tackle this limitation, they are
still at the proposal stage phase and may not cover all
standards in the future, especially those from different
regions. In this regard, new generations of data spaces
emphasize the use of decentralized SSI, which allows
users to avoid relying on central identity providers gov-
erned by each data space. By relying on common trust
anchors, identity management could be seamlessly
integrated across multiple data spaces, allowing for
greater interoperability and transversal data exchange.
Similarly, extendable common information models for
resource metadata description shall be agreed upon
in the future, beyond the limits of regional data space
frameworks, easing the discovery process.

IDS

CONNECTOR
(CONSUMER)

Ly |

3 CO, FOOTPRINT MONITOR

CONNECTOR
(PROVIDER)
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Furthermore, none of the reviewed data space tech-
nologies impose any restrictions regarding back-end
APIs and information models for the data exchanged.
Nonetheless, the advantages of using a common
model are clear for better interoperability. During the
pilot, it was decided to utilize NGSI-LD and the smart
data models, to ensure interoperability between par-
ticipants. However, current IDS-certified implementa-
tions are constrained by the IDS information model,
as it only allows access to information sources upon
request, as they are geared toward dataset and file ex-
change, excluding asynchronous subscription-based
data access, which is particularly critical for real-time
Internet of Things applications.

Data spaces are attracting a lot of attention as the
reference ecosystems to enable trustworthy decen-
tralized data exchange among stakeholders. However,
developed standards are being established in isolated
regions (e.g., Europe, Japan, United States, and so on),
thus limiting the scope of their data spaces to their re-
gions. We have highlighted the importance of enabling
the interworking across data spaces based on differ-
ent technological stacks to promote a truly global data
economy.

The technical solution presented in this article
facilitates data sharing across data spaces employ-
ing different technological stacks. Moreover, a case
study to monitor CO, emissions in a global scenario
has been developed, employing data that was avail-
able at two intercontinental data spaces, based on
IDS and CADDE. The PoC validation demonstrated the
feasibility of such interworking, but also that there are
still key limitations that have to be tackled. These are
mainly related to the need for cooperation in terms of
building trust between providers and consumers in
different regions.

This work was supported in part by the Cross-
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(SIP) Phase 2/Cyber Space Infrastructure Technology
Utilizing Big Data and Al led by the Council for Sci-
ence, Technology, and Innovation (CSTI) of the Japa-
nese Government. It was also supported in part by the
project SEDIMARK (SEcure Decentralized Intelligent
Data MARKetplace) from the Horizon Europe Program
(Grant 101070074) and by the Spanish State Research
Agency (AEIl) through the project THROTTLE (Trust-
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