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Abstract

As is widely accepted, the data explosion has led to a data revolution, with an
increasing number of data-driven problems and approaches being developed, pro-
viding insights and solutions to existing challenges. In this line, data science arises
as a multidisciplinary field that is fundamentally based on statistics and computa-
tion, and is not only concerned with the analysis of information, but involves the
entire data lifecycle, including: planning, collecting, curating, analyzing, monitor-
ing, publishing, serving and preserving.

Because of this, the study and further development of different privacy tech-
niques in a data science and data analysis contexts is a key area for scientific re-
search. Specifically, throughout this thesis different techniques for the secure pro-
cessing, analysis and management of data, with special focus on data privacy and
privacy preserving machine learning are investigated.

In particular, after introducing the basic concepts related to data science and big
data, ethical, social and legal issues are addressed, including regulations such as the
GDPR and the Al Act, and the importance of open science. All this to motivate and
contextualize the current context and introduce the issues that lead us to say that
we are living a data revolution that requires special attention to the privacy issues
arising from it.

The first block of this thesis focuses on data privacy, addressing the basis of
anonymization and pseudonymization techniques, as well as attacks and metrics
to assess risks and balance with usability. Two tools developed in this work are
presented: pyCANON and anjana, Python libraries for evaluating and applying
anonymization on datasets. In addition, the impact of anonymization on the per-
formance of machine learning models is discussed. Moreover, differential privacy,
both local and global, and its mechanisms are also introduced. Applications for
publishing and analyzing data using deep learning models are explored, consider-
ing approaches such as metric privacy and Rényi differential privacy, and different
frameworks for their implementation.

The second major block of this thesis explores what is known as privacy pre-
serving machine learning. Specifically, we focus on a technique known as federated
learning, which allows machine and deep learning models to be developed with-
out the need for data sharing or data leaving the storage or acquisition site, even
for training purposes. Theoretical issues of this architecture and their implemen-
tation are detailed, as well as advantages, types, aggregation strategies and open



problems. In addition, issues related to drift monitoring and the inclusion of pri-
vacy enhancing technologies such as differential privacy or homomorphic encryp-
tion are discussed. Then, different frameworks for federated learning are presented
and evaluated, concluding with a comparison with other existing distributed learn-
ing architectures. Within this block enters another fundamental part of the thesis,
which is the transition to real world applications of what has been studied. Specif-
ically, three applications of federated learning are presented in different sectors:
medical, water quality monitoring and climate sciences.

Finally, the contributions derived from this thesis as well as the results in terms
of scientific publications, congresses, software, etc., are presented, together with
some potential lines of future work in the field.



Resumen

Como es ampliamente aceptado, la explosion de datos ha dado lugar a una revolu-
cién de datos, con un incremento del nimero de problemas y enfoques basados en
datos que se estdn desarrollando, proporcionando nuevas perspectivas y soluciones
a los retos existentes. En esta linea, la ciencia de datos es un campo multidisci-
plinar que se basa fundamentalmente en la estadistica y la computacién, y que no
solo se refiere al andlisis de la informacién, sino que implica todo el ciclo de vida de
los datos, incluyendo: planificacion, recopilacién, curado, andlisis, monitorizacion,
publicacién, puesta en produccion y preservacion.

Por ello, el estudio y posterior desarrollo de diferentes técnicas de privacidad
en un contexto de ciencia y andlisis de datos es un area clave para la investigacion
cientifica. En concreto, a lo largo de esta tesis se investigan diferentes técnicas
para el procesamiento, andlisis y gestién seguros de datos, con especial atencion
a la privacidad de los datos y a la preservaciéon de privacidad en el contexto de
aprendizaje automatico.

En concreto, tras introducir los conceptos basicos relacionados con la ciencia
de datos y el big data, se abordan cuestiones éticas, sociales y legales, incluyendo
normativas como el RGPD y la Ley de Inteligencia Artificial, y la importancia de la
ciencia abierta. Todo ello para motivar y contextualizar el momento actual e intro-
ducir las cuestiones que nos llevan a afirmar que estamos viviendo una revolucién
de los datos que requiere especial atencion a las cuestiones de privacidad derivadas
de la misma.

El primer bloque de esta tesis se centra en la privacidad de los datos, abor-
dando las bases de las técnicas de anonimizacién y pseudonimizacién, asi como
los ataques y métricas para evaluar los riesgos y el equilibrio con la utilidad. Se
presentan dos herramientas desarrolladas en este trabajo: pyCANON vy anjana, li-
brerias Python para evaluar y aplicar técnicas de anonimizacién sobre conjuntos
de datos. Ademds, se analiza el impacto de la anonimizacién en el rendimiento
de los modelos de aprendizaje automatico. Por otra parte, también se introduce
la privacidad diferencial, tanto local como global, y sus mecanismos. Se exploran
las aplicaciones para publicar y analizar datos utilizando modelos de aprendizaje
profundo, considerando enfoques como la privacidad métrica y la privacidad dife-
rencial Rényi, asi como diferentes librerias para su implementacién.

El segundo gran bloque de esta tesis explora lo que se conoce como aprendizaje
automatico que preserva la privacidad. En concreto, nos centramos en una técnica



conocida como aprendizaje federado, que permite desarrollar modelos de apren-
dizaje automatico y profundo sin necesidad de compartir datos ni que estos salgan
del lugar de almacenamiento o adquisicién, ni siquiera para el entrenamiento. Se
detallan cuestiones tedricas de esta arquitectura y su implementacidn, asi como ven-
tajas, tipos, estrategias de agregacion y problemas abiertos. Ademads, se discuten
cuestiones relacionadas con la monitorizaciéon de la deriva y con la inclusiéon de
tecnologias de mejora de la privacidad, como la privacidad diferencial o el cifrado
homomorfico. A continuacién, se presentan y evaltian diferentes librerias para
aprendizaje federado, concluyendo con una comparativa de otras arquitecturas de
aprendizaje distribuido existentes. Dentro de este bloque entra otra parte funda-
mental de la tesis, que es el paso a aplicaciones en el ambito real de lo estudiado.
En concreto, se presentan tres aplicaciones del aprendizaje federado en diferentes
sectores: médico, monitorizacion de la calidad del agua y ciencias climdticas.

Finalmente, se presentan las aportaciones derivadas de esta tesis asi como los
resultados en términos de publicaciones cientificas, congresos, software, etc., junto
con algunas potenciales lineas de trabajo futuro en el campo.



CONTENTS

List of Tables
List of Figures
List of Acronyms
Thesis Statement

Resumen en Espaiiol

Data Revolution

Introduction and Motivation

1.1 BigDataand Data Science . ... ...........uiuiieee..n
1.1.1 BigData . . ..ottt e e
1.1.2 Data Science and Artificial Intelligence . .............

1.2 Ethical, Social and Legal Considerations . . ................
1.2.1 Gender Perspective: BiasinData . . ... .............
1.2.2 Ethical and Social Issues Related toData . . . ..........
1.2.3 General Data Protection Regulation . ...............
1.2.4 DataGovernance ACt . . ... ... .. .. ...,
1.2.5 DataAct . . ... o e
1.2.6 European Union Artificial Intelligence Act . .. .........

1.3 OpPEN SCIENCE . . . v v v v et e e e e e e e e e e e e
1.3.1 OpenData......... ... . iiininnenn..



Contents II
1.3.2 OpenAcCess. . . . ... i it 27
1.3.3 Open Source and Software . . . . . ................. 28
1.3.4 European Open Science Cloud . .................. 30

1.4 Motivation . . . . . . o it i e e 30
1.4.1 Why Data Revolution? . ....................... 31
1.4.2 Thesis Road-Map: from Data Privacy to Privacy Preserving

Machine Learning . . . ... ... ... ... 32

II Data Privacy 35

2 Anonymization and Pseudonymization 37

2.1 Pseudonymization Techniques . ....................... 45
2.1.1 ClassicMethods ........... ... . ... . ... ... 47

2.1.1.1 Counters and Random Numbers . ........... 47
2.1.1.2 HashFunctions . ...................... 48
2.1.1.3 Hash Function with Authentication Code . . . .. .. 49
2.1.1.4 EnCryption . . . . . ..o v vt i v in e 50

2.2 Anonymization Techniques . ... ...................... 52
2.2.1 k-anonymity . . . . . o v i e e e e e 54
2.2.2 (@,k)-anonymity . . . ... . ...t 56
2.2.3 L-diversity . . . . .. e e 57
2.2.4 Entropy £-diversity . . . . . . . .. .. 59
2.2.5 Recursive (c,)-diversity . .. ... ... ... .. ... 60
2.2.6 t-ClOSENESS . . . o vt 61
2.2.7 Basic f3-likeness and enhanced B-likeness . ........... 62
2.2.8 S-disclosure privacy . . . . . ... i i i 63

2.3 Common Attacks on Anonymized Databases. . . ... .......... 64

2.4 Privacy-Utility Trade-Off Metrics . . . . . .. ... ... ... 68

2.5 Disclosure and Re-Identification Risk Control . . ... .......... 70

2.6 pyCANON: a Python Library to Check the Level of Anonymity of a
Dataset . ... ... e 73
2.6.1 Main Functionalities . . . .. ... ........... .. ..... 73
2.6.2 UsageExamples .................... . o.... 75
2.6.3 Further Functionalities . ....................... 77
2.6.4 SUMMAIY . . . v vttt e et e e e et e e e e e 78

2.7 Impact of Anonymization Techniques in Machine Learning Models
Training . . . . . . o e e e e e 78



111 J. Sdinz-Pardo Diaz

2.7.1 Data Analyzed and Hierarchies . ... ............... 79
2.7.2 Machine Learning Models Under Study . . ............ 80
2.7.3 Resultsand Analysis . . ... ..................... 82
2.7.3.1 Varying the Value of k for k-anonymity . . . . ... .. 82

2.7.3.2 Applying Further Anonymity Techniques . ... ... 84

2.74 SummaryandWrapUp . ............... ... 86

2.8 Anjana: a Python Library for Anonymizing Sensitive data . . ... .. 86
2.8.1 Algorithms to Achieve k-anonymity . . . ... ........... 87
2.8.2 Methodology . . ... ... ... 90
2.8.3 UsageExamples ................... . ........ 91
2.8.4 Further Functionalities . . ...................... 93
285 SUMMAIY . . .. v vt 98

2.9 ConCluSiOnNS. . . . v v v it e 98
3 Differential Privacy 101
3.1 Theoretical Basis . .. ... ..... ... 103
3.1.1 Introducing Differential Privacy . . . . .. ............. 104
3.1.2 Input Privacy and Output Privacy . . . .. ... .......... 106

3.2 Global Differential Privacy. . . . ... ... .. ... ... ....... 108
3.2.1 Laplace Mechanism . ......................... 108
3.2.2 Gaussian Mechanism . ........................ 111
3.2.3 Exponential Mechanism . ...................... 112

3.3 Local Differential Privacy . .................c........ 114
3.3.1 Randomized Response ... ..................... 114
3.3.2 Histogram Representation . ..................... 116

3.4 RényiDifferential Privacy . .. ........ ... . . ... 118
3.5 Metric Differential Privacy . . . . . . . ... ..o v it 120
3.6 Differential Privacy for Data Publishing. . . ... ............. 122
3.7 Differential Privacy for Data Analysis . . . ................. 123
3.7.1 Deep Learning Meets Differential Privacy . . . . ... ...... 123

3.8 Review of Differential Privacy Frameworks . ............... 127
3.9 Summary and Conclusions . .................c........ 130
III Privacy Preserving Machine Learning 133
4 Federated Learning 135
4.1 Machine Learning turns Distributed . . . . ... .............. 137
4.1.1 Computing Resources-Aware Distributed Learning . . ... .. 138



Contents v

4.1.2 Privacy-Aware Distributed Learning . .. ............. 141
4.2 Introduction to Federated Learning . .................... 142
421 Motivation . . . . . . .. e 142
4.2.2 Basis of Federated Learning . . . .................. 145
4.2.3 BasicImplementation . . .............. . . ... ... 148
4.2.4 Types of Federated Learning . . . . ... .............. 151
4.2.4.1 Cross Silo and Cross Device Federated Learning . . . 151
4.2.4.2 Horizontal and Vertical Federated Learning . . . . . . 152
4.2.5 Aggregation Functions . ... ........... ... ..... 153
4.2.5.1 Federated Average (FedAvg) . .............. 154
4.2.5.2 Federated Average with Momemtum (FedAvgM) . . 154
4.2.5.3 TFederated Median (FedMedian) . ............ 154
4.2.54 FedProX. .. ... .ouuu i 154

4.2.5.5 Federated Optimization (FedOpt, FedAdam, FedYogi
and FedAdagrad) . .. ................... 155
4.2.5.6 Scaffold ......... ... .. . ... . 155
4257 DIitto . ... . e 155
4.2.5.8 A Novel Aggregation Strategy: FedAvgOpt. . . . . .. 156
4.3 Open Challenges in Federated Learning . ................. 157
4.4 Federated Learning in Production: Drift Detection . . . . ........ 160
4.5 Differential Privacy in Federated Learning . . . ... ........... 164
4.6 Secure Aggregation via Homomorphic Encryption . . .. ........ 166
4.6.1 Homomorphic Encryption and Federated Learning . . ... .. 167
4.6.1.1 Multi Key Homomorphic Encryption . . ........ 169
4.7 Python Libraries for Federated Learning . . ................ 171
4.8 Other Distributed Learning Architectures . ... ............. 173
4.8.1 All-Reduce Architecture . . . . ... ................. 173
4.8.2 Ring-All-Reduce Architecture . ................... 174
4.8.3 Neighbor Architecture . . . . ... .......... . ... ..., 174
48.4 GossipLlearning . ............. . ... ., 174
4.8.4.1 Consensus Algorithms . . .. ............... 175
4.9 Summary and Conclusions . .. ................. . . ... 178
5 Federated Learning Applications 181
5.1 Medical Imaging: Classification of Chest X-Ray Images . . . . ... .. 185
5.1.1 Data Availability and Preprocessing . . .............. 186
5.1.2 DeepLearningModel . ... ..................... 186

5.1.3 Federated Learning Approach (3 Clients) . . ........... 187



J. Sdinz-Pardo Diaz

5.1.3.1 DataDistribution . . . . .................. 192
5.1.4 Federated Learning Approach (10 Clients) . ........... 193
5.1.5 Comparison: Centralized vs Federated . ............. 196
5.1.6 Federated Learning with Intermittent Clients . ......... 197
5.1.7 Federated Learning Meets Differential Privacy . . . .. ... .. 201
5.1.8 Comparing Different Aggregation Strategies . . ......... 205
5.1.9 Conclusions . . . ... ...t 206
5.2 Water Quality: Data Based Estimation of High Frequency Nutrient

CONCENtIAtIONS « . « ¢ v v v v et e e et e e et e e e e e e e 206
5.2.1 Data Availability and Processing . ................. 208
5.2.2 Deep Learning Model Analyzed . . ... .............. 214
5.2.3 Methodology .. ......... ... ... 215
5.2.4 Resultsand Discussion . . .............. ... 216
525 Conclusions . ... ... ... 228

5.3 Climate Sciences: Vertical Integrated Liquid Nowcasting using Weather
RadarData . ... ... ... 229
5.3.1 Data Availability and Preprocessing . ............... 231
5.3.2 Methodology .. ........ ... . ... 233
5.3.3 Benchmark Model: COTREC. . .. ... .............. 233
5.3.4 Deep Learning and Federated Learning Models . ... ... .. 234
5.3.5 Personalized Federated Learning . ................. 236
5.3.6 Convolutional Neural Architecture . . ............... 239
5.3.7 Resultsand Analysis . . . ... .................... 240
5.3.8 Conclusions . . ... ... ... ... 247
54 Summaryand WrapUp . ... ... ... ... 248
IV Conclusions 251
6 Conclusions and Future Work 253
6.1 Main Contributions . . . .. ... ... ... ... .. . 255
6.2 Publications and Other Achievements. . . . ... ... .......... 257
6.2.1 ScientificJournals . ... ........ . ... ... .. . .. 257
6.2.2 Peer Reviewed Conference Papers . ................ 259
6.2.3 International Stay as Visiting Researcher at INRIA . ... ... 259
6.2.4 InvitedTalks . ... .. ... ... .. ... 260
6.2.5 ScientificPosters . . . ... ... ... . ... e 261
6.2.6 Software . . ... .. ... ... 262



Contents VI
6.3 Future Work and Perspective . . ... ... ................. 262

V Appendix 265
A Basic Algebra for Cryptography 267
A.1 Algebraic Structures . ... ... ... ... .. 267
A.2 Homomorphisms and Isomorphisms . ................... 269
A.3 Introduction to CryptoSyStems . . . . . . . . ..o v v v v v ... 269
A.4 Essential (and Beautiful) Results from Algebra for Cryptography . . . 271
A.5 RingLearning With Errors. . . . ... ... ... .. ... ... .... 272

B FedAvgOpt Implementation 273
C Federated learning in AI4EOSC 277
C.1 AI4EOSCPlatform . .. ... ... ..ttt 277
C.2 Federated Learning in AI4EOSC . . . . . . ... ... ... 278
C.2.1 Deploying and Starting the Federated Learning Server . . . . . 279

C.2.2 Creating and Running the Clients . . . . . ............. 281

C.2.3 Extensions and Modifications to the Flower Library. . . . . . . 281

C.2.3.1 Running the Server Behind a Proxy. ... ....... 282

C.2.3.2 Client Authentication . .................. 282

C.2.3.3 Integrating Metric Privacy . ............... 284

C.2.3.4 Carbon Footprint Monitoring . ............. 286

C.3 Summary and Conclusions . . ..............ouuuuu..... 289

D Computing Facilities 291
Bibliography 319



LIST OF TABLES

Chapter 1: Introduction and Motivation

1.1 Example of gender bias when translating from English to Spanish
using Al-based translators. . . ... ............ ... ... ...

1.2 Open data ideal characteristics. Adapted from [1]. ...........

Chapter 2: Anonymization and Pseudonymization
2.1 Original database (extracted from the first 10 rows of drug classifi-
cation dataset [2], available in Kaggle). . .................
2.2 Database obtained generalizing the QL Age and Nato K. ... ... ..
2.3 Database obtained generalizing the QI Age and Na to K, and sup-
pressing BP and Cholesterol. . . . . . ... ... ...
2.4 Example of database to pseudonymize for the identifier name. . . . .
2.5 Pseudonymized version of Table 2.4 applying MD5 to the field name.
2.6 Mapping of the identifier (name) using five pseudonymization meth-
OdS. .
2.7 Example of a k-anonymous database with k=2. . .. ... .......
2.8 Database given in Table 2.7 with a new sensitive attribute: Hospital-
ZAtion date. . . . . . .. v i i e e
2.9 Simulated database used as example. Five equivalence classes are
separated. Set of QIs: Age, Sex and Native country, and SA: Study
level'and Salary. . . . .. oo
2.10 Anonymization techniques and principal attacks that prevent (among
others). Extracted from [3].. . . . . . . . . ..

45
51
51



List of Tables VIII

2.11 Accuracy and AUC obtained for each machine learning model when
varying the value of k for k-anonymity. . . .. ............... 83

2.12 Accuracy obtained with each machine learning model according to
the anonymization technique applied. . .................. 84

2.13 AUC obtained with each machine learning model according to the
anonymization technique applied. . . . . .. ....... ... ... ... 84

2.14 Example database. Quasi-identifiers: age, ZIP code and sex. Sensitive
attribute: disease. Adapted de-anonymized version of Table 2.7. . .. 88
2.15 Example database anonymized for k-anonymity with k=2. . ... .. 89

Chapter 3: Differential Privacy

3.1 Example: number of data from each class in the train and test datasets.126

3.2 Example: results obtained when performing the binary prediction in
the test set in terms of different metrics with SGD and DP-SGD as
optimizers for the gradient descent process. . . . . ... .........

3.3 Review of differential privacy frameworks (1/2)..............

3.4 Review of differential privacy frameworks (2/2)..............

Chapter 4: Federated Learning
4.1 Summary: decentralized learning architectures explored. Adapted
from [4]. . ..

Chapter 5: Federated Learning Applications
5.1 Distribution of the X-Ray images in train, test and validation sets. .
5.2 Number of train and test data of each client and average training
time per epoch. Case: 3clients. . . .....................
5.3 Centralized approach vs decentralized approach. Case: 3 clients.
5.4 Decentralized approach. Metrics obtained for the test data varying
N, and with N, =1. Case: 3clients.. . . .. ................
5.5 Metrics obtained for the test set of each client varying N, with N, =1
fixed. Case: 3clients.. . . . ....... ... .. .. . .
5.6 Data distribution for the three clients (without distinguishing train
and teSt SELS). . . v v e e e e e e e e e e e e e
5.7 Number of train and test data of each client and average training
time per epoch. Case: 10 clients. . . ... .................

5.8 Centralized approach vs decentralized approach. Case: 10 clients. .

. 186

189

. 190

. 194



J. Sdinz-Pardo Diaz

5.9 Decentralized approach. Metrics obtained for the test data varying

N, with N, =1 fixed. Case: 10clients. . .. ................ 194
5.10 Decentralized approach. Optimal values for each client’s test set.
Case: 10 clients. . . . . ... .. 195

5.11 Comparison of the centralized approach and the two FL cases: 3 and
10 clients. Best performance in terms of loss, accuracy and AUC. The
time reduction column corresponds with the reduction obtained with
the FL architectures regarding the centralized approach. . . . ... .. 196

5.12 Results obtained by eliminating one client and adding a new one

with the two approaches described above. Case: 3 clients. . . . . . . . 199
5.13 Results obtained by eliminating one client and adding a new one

with the two approaches described above. Case: 10 clients. . . . . . . 199
5.14 Results obtained for the test set considering the last repetition of the

FL schema and approaches A and B. Client i is the intermittent client

considered in this example. Case: 3 clients. . . . ............. 201
5.15 Results obtained for the test set considering the last repetition of the

FL schema and approaches A and B. Client i is the intermittent client

considered in this example. Case: 10 clients. . . ............. 202
5.16 Mean AUC and standard deviation for each client test set when vary-

ing the noise multiplier (y). . . . . . . ... .. oo 203
5.17 Mean accuracy and standard deviation for each client test set when

varying the noise multiplier (y). . . ... ... ... . ... ....... 203
5.18 Mean and standard deviation of the accuracy and AUC obtained in

round 10 of federated training with each noise multiplier value an-

5.19 Chest X-Ray use case with 3 clients. Accuracy, loss and AUC in the
test set of each client with each aggregation strategy. . . ... ... .. 205

5.20 Statistics associated to each parameter for the rivers Enborne and

5.21 Summary of results in terms of MRE for train and test with the three
approaches and using three features. . . ... ............... 216
5.22 Summary of results in terms of MRE for train and test with the three
approaches and using six features.. . . . . ... .. ... ... ... ... 220
5.23 Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with the data reduced
to coincident dates in both sites. . . . . ... ... ... . oo oL 224



List of Tables X

5.24 Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with data reduced to
a periodicity of 24 hour for training, and testing every one hour. . . . 225
5.25 Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with data reduced to
a periodicity of one week. Prediction: every one hour. ... ...... 227
5.26 Statistics regarding the mean VIL in each of the images to be pre-
dicted in the test set of each of the four zones under study. In the
case of the minimum and the maximum, the average of the min and

max values for each of the images are shown.. . . ............ 233
5.27 Number of data after processing in each zone for train and test. . .. 237
5.28 MSE (kg/m?) obtained in the test set with the different approaches

ineachzone. . .. ... ... .. ... . .. 241
5.29 MAE (kg/m?) obtained in the test set with the different approaches

ineachzone. . . ... ... ... ... .. 241

5.30 Skill score obtained with each approach in the test set of each zone. . 242

5.31 Comparison of the MSE (kg/m?), MAE (kg/m?) and skill score ob-
tained in the train and test sets of the central zone with the different
approachesanalyzed.. . . .. ........ ... ... .. . . ... 245

5.32 d; ; calculated for each combination of zones. . . . .. .......... 247



LIST OF FIGURES

Chapter 1: Introduction and Motivation

1.1
1.2
1.3
1.4

Knowledge Pyramid, adapted from [1]. ... ............... 6
Diagram of the simplified life cycle of a data science project. . .. .. 10
Summarized Al advances timeline. . ... ................. 12
Summarized Venn diagram: open science, data, access and source. . 25

Chapter 2: Anonymization and Pseudonymization

2.1

2.2

2.3

2.4
2.5

2.6

Guidelines for selecting the anonymization technique to be applied
according to the data privacy objective to be achieved, the attacks to
be prevented and the level of strictness. Extracted from [5].. . . . .. 67
Example: evolution of t and 8 (in logarithmic scale) when varying
k (for t-closeness, basic -likeness and k-anonymity respectively). Ex-

tracted from [3]. ... ... . ... 74
Example: part of the report obtained when executing the code given
inExample Code 2.2. . . . . . . . ... ... 77

Anonymizing Table 2.14 using mondrian for the QIs age and ZIP code. 88
Workflow: anonymizing a tabular dataset for a given value of k for
k-anonymity. . . .. . ... 90
Summary: harmonizing the transformation to be applied to multiple
databases &; Vi€ {l,...,N}. .. ... ... ... L 97

Chapter 3: Differential Privacy

3.1

Schematic idea of the local and global differential privacy approaches.107

XI



List of Figures XII

3.2
3.3

3.4

3.5

3.6
3.7

Probability density function (PDF) of the Laplace distribution. . ... 108
Example: mean BMI of all persons in the database who suffered a
stroke. Results applying DP with the Laplace mechanism for different
values of the privacy budget vs the actual value. . .. .......... 110
Example: mean BMI of all persons in the database who suffered a
stroke. Results applying DP with the Gaussian mechanism for differ-

ent values of the privacy budget vs the actual value. . . . ... ... .. 112
Example: original and DP randomized histograms for the average

glucose level of the Stroke Dataset. . ... ................. 118
Wrap up: global, local, Rényi and metric differential privacy. . .. .. 122
Example: samples extracted from the training dataset. . ... ... .. 126

Chapter 4: Federated Learning

4.1

4.2

4.3
4.4

4.5
4.6

4.7

4.8

Model and data parallelism: intuitive view from the node or worker’s

PEISPECLIVE. . . o o v i i et e it e e e e e e e e e e 139
Data parallelism scheme: distributing the training across multiple

PIOCESSOIS. .« v v v v e v e et e e e e e e e e e e e e e e e e e 140
Classic scheme of centralized machine learning. . ............ 142

Edge computing scheme. (1) The IoT or edge devices capture the
data; (2) data are processed and analyzed including the training of
ML/DL models at the edge of the network if there is sufficient com-
puting and storage capacity, allowing them to provide real-time re-
sponse (3) finally, data can be stored in data lakes, data centers and
cloud servers for further research, analysis and preservation. . . . .. 144
Federated learning scheme. Extracted from [6]. . ............ 145
Schematic idea of the distribution of the data in the different clients
of a VFL architecture. Adapted from [6]. . . .. ... ... ... ..... 153
Schematic idea of the basic integration of HE in an FL architecture
in which all clients use the same public and private key pair. . . ... 168
Visual overview: server independent distributed learning architec-
tures analyzed. . . . . . . .. ... 176

Chapter 5: Federated Learning Application

5.1

5.2
5.3

Example of the two categories of chest X-ray images under study

(pneumonia and normal), obtained from each client train set. . ... 188
ROC curves for each of the cases exposed in Table 5.11. . .. ... .. 197
Outliers detection of the Chl concentrations for the river Enborne. . . 211



XIII J. Sdinz-Pardo Diaz

5.4 Outliers detection of the Chl concentrations for the river the Cut. . . . 211
5.5 Violin plots with the features distribution for the river Enborne and

The Cut in the train and test splits. . . ... ................ 212
5.6 Pearson correlations between the six features (Enborne and The Cut).

Triangle heat-map. . ... ... ... ... ... . ... ... . . ... 213
5.7 Prediction obtained for the test set of each river with the three learn-

ing approaches using the three physico-chemical features. . . . . . .. 217
5.8 Mean of the absolute value of the SHAP values obtained for each

feature with the three different approaches exposed in Table 5.21

for each river (3 features). . . .. . . . o i i i i i i 219
5.9 Mean of the absolute value of the SHAP values obtained for each

feature with the four learning approaches presented in Table 5.22

for both Enborne and The Cut. . . . ... .................. 221
5.10 Prediction obtained for the test set of both rivers with each learning

approach using six features.. . . . . . ... .. ... ... ... ... ... 222
5.11 Prediction obtained for the test set of rivers Enborne and The Cut with

each model analyzed. Data reduction: same dates. . .......... 224
5.12 Prediction obtained for the test set of rivers Enborne and The Cut with

each model analyzed. Data reduction: 24 hours. . . . .. ... ..... 226
5.13 Prediction obtained for the test set of rivers Enborne and The Cut with

each model analyzed. Data reduction: 24 hours. . . . . ... ...... 228
5.14 Radar images examples (regarding VIL). Images obtained after re-

scaling to 100x100 resolution. . . . . .. .. .. .. ... ... ...... 232
5.15 Example of an image where the four quadrants into which it has been

divided to create the four zones are shown inblue. . .......... 235
5.16 Average of all the radar images available in April, May, June and July

2016 by zone once processed. . .. ... ... 236
5.17 Schema of the three learning paradigms implemented: individual,

federated and adaptive federated learning. . ............... 239
5.18 Example of predictions for the zones 1 and 2 with adapFL. . . . . . . . 242
5.19 Example of predictions for the zones 3 and 4 with adapFL. . . . . . . . 243

5.20 Example of images showing the four quadrants into which it the ini-
tial images have been divided to create the four zones (black) and
the central area (marked inred). .. .................... 244
5.21 Example of predictions of the test set of the central zone. Federated
learning approach with N, = 10 and N, = 10 and adapFL method
with the configuration (9,10). . .. ... ... ... ... ... ..... 246






LLIST OF ACRONYMS

A
Al
Artificial Intelligence .... 5, 11-13, 15, 17, 22, 23, 30, 31, 33, 39, 131, 137,
172,173, 178, 207, 208, 255, 256, 263, 264, 277, 278, X1
AI4EOSC
Artificial Intelligence for the European Open Science Cloud . 256, 277-280,
282-284, 287, 289, 291, XXIX
ANN
Artificial Neural Network............cooiiiiiiinn... 13, 123, 214, 234
AUC
Area Under the ROC Curve. 82-86, 187, 190, 191, 194-197, 202-206, VIII,
X
C
CNN
Convolutional Neural Network..............coovvvinnnn... 13, 14, 125, 126
COTREC
Continuity Tracking Radar Echoes by Correlation....... 185, 231, 233-235,

240-245, 247-249



List of Acronyms XVI

CPU

Central Processing Unit ..........o.viiieneienreenennenennnnnnns 279, 291
D
DGA

Data GOVEINANCE ACE ... .v ettt ettt et e et eiee e e eaeeanns 20-22
DL

Deep Learning.... 11-14, 27, 30, 32, 33, 39, 65, 78, 95, 98, 107, 121, 123,
125, 127, 128, 130, 131, 137, 139, 140, 144, 146, 151, 157, 163, 171, 172,
206, 207, 209, 216, 228, 230, 233-236, 238, 240, 241, 243, 244, 247, 249,
255, 256, 277, 278, 286, 287, XII

DML
Distributed Machine Learning . ..........c.coeueieienenenannnnnnen. 138, 142

DP

Differential Privacy .. 44, 104, 106-108, 110-112, 114, 115, 117, 119-131,
137, 158-160, 164-166, 170, 171, 175, 178, 184-186, 201, 202, 204, 206,
248, 256, 259, 263, 284, 285, 288-290, VIII, XII

E
EC

Equivalence class .......c.vviriiiiiiiiiiii i 42,59, 61, 63
EOSC

European Open Science Cloud ..... 30, 256, 277, 290, XXVIII, XXIX, XXXVI
F
FAIR

Findable, Accessible, Interoperable, Reusable................ 24,26, 27, 30
FHE

Fully Homomorphic Encryption ........c.coooeniiiiiiiiiiiinenen... 167



XVII J. Sdinz-Pardo Diaz

FL
Federated Learning. 141, 142, 145-147, 149, 151-154, 157-159, 163-165,
167, 169-173, 175, 177, 178, 184-187, 189, 191, 196, 197, 200-202, 205,
206, 216, 218-223, 225-230, 234, 236-249, 256, 257, 263, 276, 278, 280,
282, 284-290, IX, XXIX
G
GDP
Global Differential Privacy ...............c.cvvvn... 107, 122, 123, 129, 131
GDPR
General Data Protection Regulation .............. 18-21, 23, 24, 41, 46, 47
GL
GOSSIp Learning. ........vueiuin it 175,177,179
GPU
Graphics Processing Unit............ 31, 139, 140, 172, 278, 279, 289, 291
H
HE
Homomorphic Encryption .... 106, 137, 158-160, 166-170, 175, 178, 263,
267, 271
HFL
Horizontal Federated Learning ............oveeerineninrenennnnenennns. 152
I
IoT
Internet of Things............. 5, 10, 22, 31, 138, 143, 144, 263, XII, XXXV
L
LDP

Local Differential Privacy .................... 107, 114, 116, 122, 123, 131



List of Acronyms XVIII

LLM

Large Language Model ........................ 13, 22, 31, 172, 264, XXXVI
LSTM

Long Short-Term MeMOTY . .. ..vuentet et eeeeeeeeanaenennanannns 230
M
MKHE

Multi Key Homomorphic Encryption............... 169, 170, 178, 263, 267
ML

Machine Learning............ 11-14, 27, 30, 32, 33, 39, 44, 65, 78, 81, 82,

85, 95, 98, 99, 107, 123, 127, 128, 130, 137-140, 142, 144, 146, 151, 157,
171, 172, 207, 208, 215, 228, 238, 255, 256, 277, 278, 286, 287, XII

MLOps

Machine Learning Operations. .........c.eueueeienenenenenenenen.n. 11, 278
P
PET

Privacy Enhancing Technology................... 159, 175, 263, 290, XXXV
PFL

Personalized Federated Learning ....... 185, 230, 234, 236, 237, 240, 245,

247-249, 257
PHE

Partial Homomorphic ENCryption.........c.c.coeuviiiiiiniininnenennen.. 167
PPML

Privacy Preserving Machine Learning ...................... ... 32, 33,159
Q
QI

Quasi-Identifier ... 42, 44, 54, 64, 70, 71, 74, 75, 77, 87-89, 91, 93-97, VII



XIX J. Sdinz-Pardo Diaz

R
RDP

Rényi Differential Privacy .........c..cooviiviiiiiinininenn... 118-120, 129
ROC

Receiver Operating Characteristic ............ccovviennnnnn. 196, 197, XII
S
SA

Sensitive Attribute....................... 42,62, 64, 70, 74, 88, 91, 93, VII
SEE

Secure Execution Environment..............ccoiiiiiiiiiiiinn.. 106, 264
SIESTA

Secure Interactive Environments for Sensitive daTa Analytics... 256, XXVIII
SMPC

Secure Multi-Party Computation...................... 106, 160, 263, XXXV
SWHE

Somewhat Homomorphic Encryption.............ooiiiiiiiinnnnen.... 167
T
TEE

Trusted Execution Environment ...........c..cevuiireenennennnnnn.. 106, 264
\'
VFL

Vertical Federated Learning ...........cocuvuininininnnnnnen.. 152, 153, XII
VIL

Vertical Integrated Liquid.................. 230-234, 245, 247, 249, X, XIII






THESIS STATEMENT

Objectives and Description of the Work
This manuscript is structured in four parts as follows:

e Part I: Data Revolution

This first part contains an introduction and motivation for the present doc-
toral thesis, starting by establishing the basics about big data, data science
and artificial intelligence. Next, different ethical, social and legal considera-
tions to be taken into account when working in the field of data science and
artificial intelligence are presented, with special attention to the normative
regulation that applies in the European Union. Subsequently, the principles
for open science are discussed, including open data, access and source, as
well as presenting the European Open Science Cloud. Finally, it motivates
the work presented in this thesis by focusing on why we consider that we are
facing a data revolution and what kind of problems we encounter in the field
of data science in relation to privacy.

e Part II: Data privacy

This second part develops two technical chapters related to privacy tech-
niques that can be applied to data during data processing to preserve data
privacy. First, Chapter 2 shows the basics of anonymization and pseudony-
mization, as well as different methods applied in this field. Two software
implementations for anonymizing sensitive tabular data and for checking the
anonymity level of a dataset are also presented. Additionally, an analysis
of the performance of different machine learning models when applied to
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anonymized data with different levels of privacy depending on the applied
technique is presented, as well as privacy utility trade off and disclosure risk
metrics

In Chapter 3, the theoretical basis of differential privacy are presented along
with different mechanisms that can be applied to ensure such a definition in
the case of local and global differential privacy. Different differential privacy
approaches, such as Rényi or metric privacy, are presented, as well as differ-
ent approaches depending on whether they are intended to be applied for
data publication or for data analysis. In relation to analysis, a review on the
application of differential privacy in deep learning models, especially during
the gradient descent process, is included. Finally, different openly available
differential privacy software products are reviewed.

* Part III: Privacy Preserving Machine Learning

This part contains the core of the work related to privacy preserving machine
and deep learning. Specifically, Chapter 4 presents the idea of distributed
machine learning and introduces the federated learning architecture. This
architecture is the main focus of this entire chapter, including an extensive re-
view of the theoretical basis and the advantages from a privacy point of view,
as well as open problems. Next, a basic implementation example is shown
and different types of federated learning are presented. Then, different ag-
gregation functions are explored and a new strategy that seeks to improve the
convergence of the state-of-the-art functions is introduced. This is followed
by an analysis of different challenges that arise during the implementation of
this architecture, from communication problems to privacy issues and data
heterogeneity, among others. Subsequently, issues related to the implemen-
tation of these systems and the changes in client distributions are explored, as
well as the possibility of integrating differential privacy at different stages of
the federated learning architecture. In addition, aspects related to secure ag-
gregation in federated learning using homomorphic encryption are explored.
Before concluding this chapter, different open software products for the use
of this architecture are presented and, finally, different distributed architec-
tures for training deep and machine learning models without dependence on
a central server are analyzed.

Next, in Chapter 5 different use cases are presented, covering different fields:
medical imaging, water quality and climate science. The first case shows the
implementation of this architecture in a problem of binary classification of
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chest X-ray images by varying the number of clients and analyzing differ-
ent scenarios of intermittent clients. Additionally, the incorporation of dif-
ferential privacy in the training of the models under the federated learning
architecture is studied and finally, different aggregation strategies are com-
pared, including a novel approach presented in the Chapter 4. Regarding the
second use case, federated learning is applied to a regression problem to es-
timate chlorophyll concentration in different rivers. Centralized, individual
and federated approaches are compared and three data reduction scenarios
are analyzed, simulating the case where sampling is less frequent. Finally,
the third case consists of the nowcasting prediction of the vertical integrated
liquid based on radar images. Thus, the aim is to predict this parameter in
the next five minutes based on the previous radar images. In this case, the
application of a personalized federated learning architecture is proposed to
predict as accurately as possible in each area and it is compared with the
classical federated approach as well as with the individual training in each
area and with a classical model used in the field. In addition, an analysis of
the divergence between the different areas studied is carried out. Finally, a
detailed summary of three of the different use cases studied is presented.

Part IV: Conclusions and Future Work

This last part seeks to outline the main contributions made in the present doc-
toral thesis, as well as the articles published in high impact journals and in
high level international conferences. Invited lectures, contributions during
the pre-doctoral stay in an international center, posters and different soft-
ware products implemented are also presented. Finally, the future work that
emerges from this research is presented in relation to the perspective that is
foreseen in the field.






RESUMEN EN ESPANOL

Objetivos y descripcion del trabajo

La presente tesis se estructura en cuatro partes como sigue:
¢ Parte I: Revolucion de los datos

Esta primera parte contiene una introduccién y motivacién para la presente
tesis doctoral, comenzando por sentar las bases sobre el big data, la ciencia
de datos y la inteligencia artificial. A continuacion, se exponen distintas con-
sideraciones éticas, sociales y legales a tener cuenta cuando se trabaja en el
campo de la ciencia de datos y la inteligencia artificial, con especial atencién
a la regulacién normativa que aplica en la Unién Europea. Posteriormente,
se analizan los principios para la ciencia abierta, incluyendo datos, acceso y
cédigo abierto, asi como presentando la Nube Europea de Ciencia Abierta.
Finalmente, se motiva el trabajo presentado en esta tesis recayendo en por
qué consideramos que estamos ante una revolucion de los datos y que tipo
de problemas enfrentamos en el campo de la ciencia de datos en relacién con
la privacidad.

e Parte II: Privacidad de datos

En esta segunda parte se desarrollan dos capitulos técnicos relacionados con
técnicas de privacidad que pueden aplicarse sobre los datos durante su proce-
sado para preservar la privacidad de los mismos. En primer lugar, en el
Capitulo 2 se presentan los fundamentos de las técnicas de anonimizacién
y pseudonimizacién, asi como distintos métodos que aplican en este campo.
Se exponen ademas dos software implementados para anonimizar datos sen-
sibles tabulares y para comprobar el nivel de anonimato de un conjunto de
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datos. Adicionalmente, se presenta un analisis del rendimiento de distintos
modelos de aprendizaje automatico cuando se aplican sobre datos anonimiza-
dos con distintos niveles de privacidad en funcién de la técnica aplicada, asi
como métricas para lograr equilibrio entre la utilidad y la privacidad de los
datos y para medir el riesgo de divulgacion de informacion.

En el Capitulo 3 se presentan las bases teéricas de la privacidad diferencial
junto con distintos mecanismo que puedan aplicarse para garantizar dicha
definicion en el caso de privacidad diferencial local o global. Se presentan
distintos enfoques de privacidad diferencial, como Rényi o métrica, asi como
distintas variantes dependiendo de si se desea aplicar para la publicacién de
los datos o para su andlisis. En relacion con el andlisis, se incluye una revisiéon
sobre la aplicacién de privacidad diferencial en modelos de aprendizaje pro-
fundo, especialmente durante el proceso de descenso de gradiente. Final-
mente, se revisan distintos productos de software de privacidad diferencial
disponibles en abierto.

* Parte III: Preservacion de la privacidad en aprendizaje automatico

Esta parte contiene el grueso del trabajo en relacién con preservacién de la
privacidad en aprendizaje automatico y profundo. En concreto, en el Capi-
tulo 4 se presenta la idea de aprendizaje automatico distribuido y se introduce
la arquitectura de aprendizaje federado. En dicha arquitectura se centra el
desarrollo de todo este capitulo, incluyendo una amplia revisién de las bases
tedricas y las ventajas desde el punto de vista de la privacidad, asi como pro-
blemas abiertos. A continuacién, se muestra un ejemplo de implementacién
bésica y se presentan distintos tipos de aprendizaje federado. A continuaciéon
se exploran distintas funciones de agregacién y se introduce una nueva es-
trategia que busca mejorar la convergencia de las funciones del estado del
arte. Seguidamente se analizan distintos retos que surgen durante la imple-
mentacion de esta arquitectura, desde los problemas de comunicacidn hasta
cuestiones de privacidad y heterogeneidad de los datos entre otros. Poste-
riormente se presentan exploran las cuestiones relacionadas con la puesta
en produccion de estos sistemas y los cambios en las distribuciones de los
clientes, asi como la posibilidad de integrar privacidad diferencial en distintas
etapas de la arquitecture de aprendizaje federado. Ademas, se exploran as-
pectos relacionados con la agregacion segura en aprendizaje federado usando
cifrado homomorfico. Antes de concluir esta capitulo se presentan distintos
productos de software abiertos para el uso de esta arquitectura y, finalmente,
se analizan distintas arquitecturas distribuidas para el entrenamiento de mo-
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delos de aprendizaje automatico y profundo sin dependencia en un servidor
central.

A continuacién en el Capitulo 5 se presentan distintos casos de uso de apli-
cacién de aprendizaje federado, cubriendo distintos campos: imagen médica,
calidad de aguas y ciencias climaticas. En el primer caso se muestra la im-
plementacion de esta arquitectura en un problema de clasificacién binaria
de imagenes de radiografias de térax variando el nimero de clientes y con
el objetivo de analizar distintos escenarios de clientes intermitentes. Adi-
cionalmente se estudia la incorporacion de privacidad diferencial en el en-
trenamiento del modelos bajo la arquitectura de aprendizaje federado y por
dltimo se comparan distintas estrategias de agregacion, incluida un enfoque
novedoso presentado en el Capitulo 4. Respecto al segundo caso de uso,
se aplica aprendizaje federado a un problema de regresion para estimar la
concentracion de clorofila en distintos rios. Se comparan los enfoques cen-
tralizado, individual y federado y se analizan tres escenarios de reduccion de
datos, simulando el casos en que el muestro es menos frecuente. Por tltimo,
el tercer caso consiste en la prediccién a corto plazo del flujo vertical inte-
grado a partir de imagenes de radar. Asi, se busca predecir dicha variable
en los préximos cinco minutos basandose en las imagenes de radar previas.
En este caso se propone la aplicacién de una arquitectura de aprendizaje fe-
derado personalizado para predecir de la forma mas precisa posible en cada
zona y se compara con el enfoque federado clasico asi como con el entre-
namiento individual en cada area y con el modelo clasico empleado en el
drea. Ademds en este caso se realiza un andlisis de la divergencia entre las
distintas zonas estudiadas. Finalmente, se expone un resumen detallado de
tres los distintos casos de uso estudiados.

Parte IV: Conclusiones y trabajo futuro

Esta dltima parte busca exponer las principales contribuciones realizadas en
la presente tesis doctoral, asi como los articulos publicados en revistas de alto
impacto y en conferencias internacionales de alto nivel. Se presentan también
las charlas invitadas, las contribuciones durante la estancia pre-doctoral en
un centro internacional, los pdsteres realizados y los distintos productos de
software implementados. Finalmente, se presenta el trabajo futuro que se
abre tras esta investigacién en relacion con la perspectiva que se prevee en el

campo.
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Principales resultados y conclusiones

A continuacién se detallan las aportaciones realizadas en esta tesis doctoral divi-
didas en dos partes: las relativas a los aspectos de privacidad relacionados con
el procesamiento y la curacién de datos, y las relacionadas con el la preservaciéon
de la privacidad en el contexto de aprendizaje automatico y profundo, utilizando
adicionalmente tecnologias de mejora de la privacidad

En este sentido, en este documento se detallan distintas lineas de accién depen-
diendo de si el foco se pone en el procesado de los datos en si mismo o en el los
modelos y algoritmos desarrollados y aplicados. El objetivo es cubrir el ciclo de vida
de los datos completo con especial atencion a los aspectos de privacidad y seguridad
que surgen desde el procesado hasta el analisis y desarrollo y despliegue de mode-
los (incluidos explorando las ventajas que algunas arquitecturas de preservacion
de la privacidad pueden aportar en términos de eficiencia de los modelos). Asi,
las conclusiones derivadas de esta tesis en forma de las contribuciones realizadas,
distinguidas por drea, se resumen de los siguientes puntos:

* Con relaciéon a aspectos de privacidad en contextos de procesamiento de
datos:

— He desarrollado e implementado una libreria de software abierto escrita
en Python para comprobar el nivel de anonimato de un conjunto de
datos: pyCANON.

— He desarrollado e implementado una libreria de software abierto escrita
en Python para anonimizar datos sensibles tabulares: anjana.

- He estudiado y revisado distintas técnicas de pseudonimizacién asi como
mejores prdacticas para su aplicacion en entornos donde se manejan datos
sensibles, especialmente en el contexto del proyecto EOSC SIESTA.

- He analizado el estado del arte relativo a la privacidad diferencial, in-
cluyendo las versiones local, global, Rényi y métrica. He introducido
su uso y despliegue en el desarrollado de modelos de aprendizaje au-
tomatico y profundo diferencialmente privado asi como para la publi-
cacién y andlisis de datos bajo privacidad diferencial.

Parte del trabajo expuesto anteriormente se enmarca en el contexto del pro-
yecto del programa Horizonte Europa EOSC SIESTA, que busca proveer a los
usuarios con una plataforma en la nube compuesta por un conjunto de he-
rramientas, servicios y metodologias para el intercambio seguro y efectivo
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de datos sensibles en el contexto del EOSC. Asi, un prototipo de integracién
de estas herramientas (anonimizacién, pseudonimizacion y privacidad dife-
rencial) se esta desarrollando actualmente en el contexto de dicho proyecto

junto con su aplicacién a distintos casos de uso.

* Con relacién a aspectos de privacidad en el desarrollo de modelos de apren-

dizaje automatico y profundo basados en datos:

— He implementado una arquitectura de aprendizaje federado (FL) com-

pleta, siguiendo los conceptos introducidos en el Capitulo 4, como parte
del proyecto Europeo AI4EOSC, ofreciendo esta funcionalidad dentro de
la plataforma en la nube asociada al mismo. Adicionalmente, se ha inte-
grado un sistema de gestion de secretos que permite la participacion de
solo los clientes que se autentiquen con un cierto token. En este sentido,
se ha publicado un articulo de conferencia que detalla este trabajo. En

el Anexo C se dan mads detalles sobre esta integracién.

He integrado distintas funcionalidad para el entrenamiento de modelos
de aprendizaje federado en AI4EOSC, incluyendo soporte para privaci-
dad diferencial métrica y para la monitorizacién de la huella de car-
bono. Respecto a la primera, se ha propuesto integrar privacidad dife-
rencial métrica en arquitecturas de aprendizaje federado con el objetivo
adicional de prevenir ataques de inferencia de clientes (ademas de las
preservacion de privacidad derivada de la inclusién de privacidad dife-
rencial clasica). Para mads detalles sobre esto ver el Anexo C

He llevado a cabo un analisis detallado de la aplicacién de aprendizaje
federado a distintos casos de uso: imagen médica, calidad de aguas y
prediccion meteorolégica a corto plazo. En concreto se han llevado a
cabo tres publicaciones en relacion cada uno de estas aplicaciones en
revistas de alto impacto.

He estudiado el impacto de incluir privacidad diferencial en esquemas
de aprendizaje federado aplicado a casos de uso de imagen médica.

He disefiado un nuevo método de agregacién en aprendizaje federado
(FedAvgOpt) que mejora la convergencia de las estrategias de agregacion
clasicas en los casos de uso estudiados.En esta linea, he comparado la
eficiencia en términos de precision de distintas estrategias de agregacion
en dos casos de uso de imagen médica.

— He evaluado el impacto de la aplicacion de una arquitectura de apren-

dizaje federado en lugar de entrenamiento individual en un caso de
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uso de calidad de monitorizacion de calidad de aguas en el caso de dos
clientes heterogéneos. He analizado el impacto en la precisiéon del mo-
delo en distintos escenarios de reduccién de datos y la importancia de

cada variable predictiva segun la arquitectura aplicada.

— He propuesto una nueva arquitectura de aprendizaje federado perso-
nalizado (adapFL) basada en la idea de transferencia del aprendizaje,
aplicado a la prediccién climatica a corto plazo basada en imagenes de
radar. La idea aqui era analizar como la arquitectura propuesta con-
sigue mejorar las prediccién en distintos dreas del radar con respecto al
enfoque de aprendizaje centralizado.

Publicaciones y contribuciones

En este apartado se destacan los diferentes resultados obtenidos en el transcurso

de la tesis doctoral relacionados con publicaciones en revistas cientificas de alto

impacto, congresos internacionales, conferencias y charlas invitadas.

Publicaciones en revistas cientificas

Los siguientes son articulos que he publicado como autora principal en revistas de

alto impacto en el curso de la presente tesis doctoral:

2025

2024

2024

Nguyen, G.*, Sainz-Pardo Diaz, J.*, Calatrava, A., Berberi, L., Lytvyn, O.,
Kozlov, V,, Tran, V., Moltd, G., & Lépez Garcia, A. (2025). Landscape of ma-
chine learning evolution: privacy-preserving federated learning frameworks
and tools. Artificial Intelligence Review, 58 (2), 51.
https://doi.org/10.1007/s10462-024-11036-2.

*Ambas autoras han contribuido a partes iguales a este trabajo.

Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2024). An Open Source Python
Library for Anonymizing Sensitive Data. Scientific Data, 1289.
https://doi.org/10.1038/s41597-024-04019-z.

Sainz-Pardo Diaz, J., Castrillo, M., Bartok, J., Heredia Cachad, 1., Malkin
Ondik, I., Martynovskyi, I., Alibabaei, K., Berberi, L., Kozlov, V. & Lépez Gar-
cfa, A. (2024). Personalized Federated Learning for improving radar based
precipitation nowcasting on heterogeneous areas. Earth Science Informatics,
17, 5561-5584.

https://doi.org/10.1007/s12145-024-01438-9.
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https://doi.org/10.1007/s12145-024-01438-9

XXXI J. Sdinz-Pardo Diaz

2023 Sainz-Pardo Diaz, J., Castrillo, M., & Lopez Garcia, A. (2023). Deep learn-
ing based soft-sensor for continuous chlorophyll estimation on decentralized
data. Water Research, 120726.
https://doi.org/10.1016/j.watres.2023.120726.

2023 Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2023). Study of the performance
and scalability of federated learning for medical imaging with intermittent
clients. Neurocomputing, 518, 142-154.
https://doi.org/10.1016/j.neucom.2022.11.011.

2022 Siinz-Pardo Diaz, J. & Lépez Garcia, A. (2022). A Python library to check
the level of anonymity of a dataset. Scientific Data, 9(1), 785.
https://doi.org/10.1038/s41597-022-01894-2.

Otros articulos publicados en el transcurso de esta tesis a los que he contribuido
de forma significativa y que estan relacionados con aprendizaje automatico (apli-
caciones practicas y monitorizacion de los modelos) y el analisis y procesamiento
de datos, son los siguientes:

2025 Berberi, L., Kozlov, V., Nguyen, G., Sainz-Pardo Diaz, J., Calatrava, A., Molto,
G., Tran, V. & Lépez Garcia, A. (2025). Machine learning operations land-
scape: platforms and tools. Artificial Intelligence Review 58, 167.
https://doi.org/10.1007/s10462-025-11164-3.

2023 Heredia Cacha, 1., Sainz-Pardo Diaz, J., Castrillo, M., & Lépez Garcia, A.
(2023). Forecasting COVID-19 spreading through an ensemble of classical
and machine learning models: Spain’s case study. Scientific Reports 13, 6750.
https://doi.org/10.1038/s41598-023-33795-8.

Articulos que se encuentran actualmente bajo revisién (preprints):

2025 Sainz-Pardo Diaz, J. & Lopez Garcia, A. (2025). Enhancing the Conver-
gence of Federated Learning Aggregation Strategies with Limited Data. arXiv
preprint arXiv:2501.15949.
https://arxiv.org/abs/2502.01352.

Aceptado para su presentacion y publicacion en los actas de la “3rd IEEE In-
ternational Conference on Federated Learning Technologies and Applications
(FLTA25)”.

2025 Sainz-Pardo Diaz, J., Athanasiou, A., Jung, K., Palamidessi, C., & Lopez Gar-
cfa, A. (2025). Metric Privacy in Federated Learning for Medical Imaging: Im-
proving Convergence and Preventing Client Inference Attacks. arXiv preprint
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https://arxiv.org/abs/2502.01352
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arXiv:2502.01352.
https://arxiv.org/abs/2501.15949.

Articulos publicados en actas de conferencias

En cuanto a la presentacion y publicacién de trabajos en congresos internacionales
revisados por pares destacan los siguientes:

2024 Sainz-Pardo Diaz, J., Heredia Canales, A. Heredia Cacha, 1., Tran, V., Nguyen,
G., Alibabaei, K., Obregén Ruiz, M., Rebolledo Ruiz, S., Lépez Garcia, A.
(2024). Making Federated Learning Accessible to Scientists: The AI4EOSC
Approach. In Proceedings of the 2024 ACM Workshop on Information Hiding
and Multimedia Security (IH&MMSec '24). Association for Computing Ma-
chinery, New York, NY, USA, 253-264.
https://doi.org/10.1145/3658664.3659642.

2023 Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2023). Comparison of machine
learning models applied on anonymized data with different techniques. IEEE
International Conference on Cyber Security and Resilience (CSR), Venice, Italy,
2023, pp. 618-623.
https://doi.org/10.1109/CSR57506.2023.10224917.

Asistencia a congresos, conferencias y charlas invitadas

A continuacioén se detallan los principales congresos, conferencias, seminarios o
reuniones nacionales e internacionales a los que he asistido y contribuido:

2025 Sainz-Pardo Diaz, J. (2025). Evento: NeuroAl, desde las neuronas y conec-
tomas a los engramas. Curso de verano de la Universidad Internacional
Menéndez Pelayo (UIMP). Charla: Aprendizaje federado. Santander, Espafia.
25-29 de Agosto de 2025.

2025 Sainz-Pardo Diaz, J. (2025). Evento: Accelerating Research with AI4EOSC:
Real Use Cases Exploiting the Platform. Charla: Introducing the AI4EOSC
platform. Online, 9 de Mayo de 2025.

Agenda del evento: https://indico.ifca.es/event/3441/.
2025 Sainz-Pardo Diaz, J. (2025). Evento: Exploring AI4EOSC: Al and LLMs from

Theory to Practice. Charla: Why AI4EOSC? Take advantage of the platform.
Online, 7 de Marzo de 2025.

Agenda del evento: https://indico.ifca.es/event/3390/.
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2025

2025

2024

2024

2024

2024

Sainz-Pardo Diaz, J. (2025). Evento: EOSC SIESTA All Hands Meeting.
Charla: Data privacy tools in EOSC SIESTA, anjana, pyCANON and differen-
tial privacy. Instituto de Fisica de Cantabria (IFCA), Santander, Espaiia, 4-5
de Febrero de 2025.

Agenda del evento: https://indico.ifca.es/event/3384/.

Sainz-Pardo Diaz, J., Aguilar Gémez , E & Lloret Iglesias, L. (2025). Evento:
Artificial Intelligence and Software Engineering Winter School. Workshop:
the eyes of Al Topic: Federated learning applications. University of Doha for
Science and Technology (UDST), Doha, Qatar, 19-22 de Enero de 2025.

P4gina web del evento: https://www.udst.edu.qa/AiSeschool.

Sainz-Pardo Diaz, J. (2024). Evento: Workshop conjunto de la PTI Ciencia
Digital y la PTI Horizonte verde. Charla: AI and development of Al-based
solutions. Online, 17 de Septiembre de 2024.

Pigina web del evento: https://pti-cienciadigital.csic.es/evento/ jornada-pti-
horizonteverde-cienciadigital/.

Sainz-Pardo Diaz, J. (2024). Evento: Los datos en investigacién: retos y
oportunidades. Curso de verano de la Universidad Internacional Menéndez
Pelayo (UIMP). Charla: Aprendizaje distribuido: ventajas y riesgos. Sesion
practica: Demostracion sobre aprendizaje federado. Santander, Espafia. 26-28
de Agosto de 2024.

Programa del evento: https://wapps001.uimp.es/uxxiconsultas/ficheros/
5/6842965SL.pdf.

Asistencia a la conferencia: 12th ACM Workshop on Information Hiding and
Multimedia Security. Presentacion del articulo: “Making Federated Learning
Accessible to Scientists: The AI4EOSC Approach”. 24-26 de Junio de 2024.
Baiona, Espafia.

DOI del articulo: https://doi.org/10.1145/3658664.3659642.

Sainz-Pardo Diaz, J. & Heredia Cach4, I. (2024). Evento: Zero-code tools &
BMZ Community partners workshop. Charla: Advanced Al for scientists: the
AI4EOSC platform approach. Madrid, Espafia. 10-11 de Junio de 2024.

Pigina web del evento: https://ai4life.eurobioimaging.eu/event/workshop-
hackathon-uploathon-madrid/.
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2024

2024

2024

2023

2023

2023

2023

Sainz-Pardo Diaz, J. (2024). Evento: AI4EOSC webinars (3): Introduction
to Federated Learning. Charla: Demo: Federated Learning in AI4EOSC. On-
line, 22 de Abril de 2024.

Agenda del evento: https://indico.ifca.es/event/3134/

Sainz-Pardo Diaz, J. (2024). Evento: Flower Al Summit 2024. Talk: Feder-
ating Al in the European Open Science Cloud. Londres, Reino Unido. 14-15 de
Marzo de 2024.

Pigina web del evento: https://flower.ai/conf/flower-ai-summit-2024/

Lépez Garcia, A. & Sainz-Pardo Diaz, J. (2024). Evento: Flower monthly
(January 2024). Charla: Federated Learning in the European Open Science
Cloud. Online, 3 de Enero de 2024.

Video de la charla: https://www.youtube.com/watch?v=40C2y0kCvPY.

Sainz-Pardo Diaz, J. (2023). Evento: AI4EOSC user’s workshop. Charla:
Federated Learning with Flower. Institute of Informatics of the Slovak Academy
of Sciences (IISAS), Bratislava, Eslovaquia. 15-16 de Noviembre de 2023.

Agenda del evento: https://indico.scc.kit.edu/event/3845.

Asistencia a la conferencia: IEEE International Conference on Cyber Secu-
rity and Resilience 2023. Presentacion del articulo: “Comparison of machine
learning models applied on anonymized data with different techniques”. Vene-
cia, Italia. 31 de Julio - 2 de Agosto de 2023.

DOI del articulo: https://doi.org/10.1109/CSR57506.2023.10224917.

Asistencia a la escuela de verano: AIHUB CSIC Summer School 2023. Pre-
sentacién del péster: “Application of federated learning to medical imaging sce-
narios” [ 7]. Barcelona, Espafia. 4-8 de Julio de 2023.

Asistencia a las X Jornadas Doctorales y V Jornadas de Divulgacién del Grupo
de Universidades del G9, Universidad de Oviedo. Presentacién del pdster:
“Privacy preserving techniques for data science” [8]. Oviedo, Espafia. 31 de
Mayo - 2 de Junio de 2023.

Trabajo futuro

El campo de la ciencia de datos, especialmente potenciado por el desarrollo de solu-

ciones basadas en modelos de inteligencia artificial, es un area en constante creci-

miento con aplicaciones en multiples sectores. Esto, acompaifiado por la creciente
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generaciéon de datos e informacién, a menudo de cardcter sensible por estar aso-
ciados a personas identificadas o identificables, o por contener datos confidenciales
de entidades o instituciones, pone de manifiesto la importancia de preservar la pri-
vacidad en estos entornos. Garantizar la proteccién de la informacién a lo largo
de todo el ciclo de vida de los datos, desde su adquisicidn hasta la implantacidn,
despliegue y puesta en producciéon de modelos, resulta cada vez mas esencial. El
futuro de la inteligencia artificial y la ciencia de datos también estd estrechamente
ligado a la adecuacién al marco normativo. Asi, es esencial que el progreso tec-
nolégico y el desarrollo de soluciones avanzadas vayan de la mano de la evolucién
de la legislacion y de las cuestiones éticas.

Ademas, la disponibilidad de procesadores cada vez mas potentes y asequibles
fomenta el procesamiento en el propio dispositivo, lo que impulsa el desarrollo de
modelos de inteligencia artificial de forma distribuida. La aplicacién de arquitec-
turas de aprendizaje federado y otros métodos descentralizados sin dependencia
de un servidor central se vuelve clave, ampliando el alcance de las posibles aplica-
ciones relativas a IoT y dispositivos en el borde. Asimismo, deben explorarse me-
didas de privacidad complementarias como la privacidad diferencial, la privacidad
diferencial métrica, el cifrado homomoérfico y su variante multiclave, cuya aplicabili-
dad dependera de condiciones computacionales adecuadas. Desde una perspectiva
mas general, la privacidad en escenarios de procesado y analisis de datos en di-
chos dispositivos es cada vez mas relevante, garantizando la seguridad en sistemas
distribuidos que procesan datos localmente en lugar de en servidores centralizados.

Respecto al procesado y analisis de datos, el trabajo futuro pasa por continuar
con el desarrollo y la actualizacién de las dos librerias presentadas y desarrolla-
das en el marco de esta tesis, pyCANON y anjana, afiadiendo funcionalidades adi-
cionales para analizar la utilidad de los datos asi como la resistencia a distintos
ataques. También es importante continuar explorando la escalabilidad y el impacto
de integrar privacidad diferencial en distintos escenarios, en concreto en lo que res-
pecta a aprendizaje federado y su uso combinado con otras técnicas de mejora de la
privacidad (PETs), como el cifrado homomorfico. Ademas, en lo que respecta a pri-
vacidad en el intercambio de datos entre organizaciones, se requiere la integracion
de tecnologias de preservacion de la privacidad que permitan el intercambio de
dicha informacidn sin comprometer la confidencialidad, incluyendo técnicas avan-

zadas basadas en computacién segura de multiples partes (SMPC).

En cuanto a la adquisiciéon de los datos, la generacion de datos sintéticos se
posiciona como una solucién clave para el entrenamiento de modelos sin los riesgos

asociados a la normativa de proteccion de datos, garantizando al mismo tiempo
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una adecuada representatividad estadistica. Ademas, es clave seguir investigando
diferentes tipos de ataques a la privacidad, como ataques de inferencia, pertenencia,
inferencia e inversion de modelos, y desarrollar estrategias de mitigacién dentro de
arquitecturas distribuidas, especialmente en lo que respecta al aprendizaje federado
asi como otras soluciones descentralizadas.

En la misma linea, el trabajo futuro (ya en curso) sobre aprendizaje federado
es extenso. Ademads de los tecnologias de mejora de la privacidad y la prevencién
de ataques, la investigacion futura se centra en el desarrollo de funciones de agre-
gacion para tratar con datos heterogéneos, el disefio de medidas para la deteccidn,
monitorizacioén y prevencion de deriva en los datos y/o clientes, y la optimizacién
de herramientas criptograficas como el cifrado homomérfico para reducir los costes
computacionales manteniendo la integridad. Todo este desarrollo también es rele-
vante para las arquitecturas descentralizadas sin dependencia de un servidor cen-
tral, donde otras cuestiones de implementacion practica surgen de forma evidente
al eliminar dicha dependencia.

La privacidad en entornos de inteligencia artificial generativa y modelos de
lenguaje a gran escala (LLMs) es otro reto emergente. El entrenamiento de es-
tos modelos requiere enormes recursos computacionales, y el aprendizaje federado
surge como una alternativa adecuada para optimizar su eficiencia. En concreto,
aunque esto se plantea como trabajo futuro, ya se ha avanzado en la aplicacién de
aprendizaje federado y LLMs especializados, especialmente en el ambito médico
y la investigacion en el contexto del EOSC. El desarrollo de este tipo de modelos
es un drea clave de la investigacién cientifica en cuanto a inteligencia artificial y
potenciar su desarrollo con recursos distribuidos (y teniendo en cuenta aspectos de
privacidad asociados) sera clave para ahorrar recursos computacionales y permi-
tir su aprovechamiento para mejorar el acceso a resultados de investigacién, por
ejemplo mediante el entrenamiento e integracion de agentes especializados.

Otro aspecto clave es el desarrollo de algoritmos eficientes para el intercambio
seguro de datos, asi como la investigacion en relacién con entornos de ejecuciéon
seguros. En la misma linea, desarrollar métodos criptograficos resistentes a los retos
derivados de de la computacién cudntica es un reto actual que no puede perderse de
vista al trabajar en entornos de ciencia de datos en que se manejan datos sensibles.

Las herramientas y metodologias presentadas a lo largo de esta tesis deben estar
disponibles (y de hecho lo estdn) tanto para el ptblico en general como, en parti-
cular, para la comunidad investigadora, ya que cada dia los investigadores trabajan
con volimenes de datos cada vez mayores. El método cientifico abarca desde la ob-
servacion sistematica y la recogida de datos hasta la experimentacidn, el analisis, la
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formulacién de hipétesis y su posterior revision o modificaciéon. Dado que los datos
son un componente esencial del proceso cientifico, es esencial tener en cuenta los
retos que surgen al tratar con informacidn sensible, ya sea por su naturaleza o por
estar protegida en el contexto de la investigaciéon. En estos casos, las cuestiones
de privacidad adquieren un papel central, y las soluciones propuestas en esta tesis
y en relacién con el trabajo futuro son de especial relevancia. Esto adquiere auin
mas importancia cuando se pretende explotar el potencial de los datos mediante
su analisis, asi como en el desarrollo y despliegue de modelos de inteligencia arti-
ficial. Por ello es crucial que todas las herramientas presentadas en esta tesis sean
accesibles a la comunidad investigadora, para que puedan aprovechar su potencial
y llevar a cabo sus investigaciones con especial atencion a la privacidad y seguridad
de la informacién manejada.
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Abstract

This first chapter presents the basic background that lays the founda-
tion for this work. Specifically, the concerns related to data privacy in
the era of big data and data science are discussed, exposing the basis
of these two concepts. Ethical and social issues, different precedents
and applicable standards on legal aspects related to data protection are
also presented, with a particular focus on the EU regulation. Further-
more, the ideas of open science, open data, open source and software
are stated, together with a brief introduction to the European Open Sci-
ence Cloud. Finally, the motivation for this research work is presented,
explaining why we can talk about a data revolution and some privacy
concerns in data science processes.

t may be redundant to highlight the benefits of artificial intelligence (Al), big

data and data science techniques in today’s society, but it is necessary to lay

the groundwork that motivates this work. In order to do so, let us expose the
fundamentals of big data and data science, both concerning ethical and legal aspects
related, in addition to the foundations of open science and open data.

Huge amounts of data! are created, stored and collected on a daily basis. We can
think of the large amount of data that are generated due to the use of smart devices
such as smartphones, smartwatches or voice assistants, but also due to the Internet
searches and the use of Internet of Things (IoT) devices. And not only this, but
data are collected in every sector, from the medical field to finance, education, etc.
However, in addition to these, there is other information about us, the users, that
accompany us almost from the very beginning of our lives: our name, identification
number or date of birth are just simple examples, in addition, of course, to our
biometric data: fingerprint, voice and facial patterns.

In Figure 1.1 the knowledge pyramid is presented [1]. This scheme establishes
that without data there is no information, without information there is no knowledge
and without knowledge there is no wisdom. Then, it can be seen that data constitute
the base of the pyramid, hence its great importance (and because of its value, it is
essential to pay attention to its privacy). Moreover, it can be observed that the path
is composed of different steps, the first one being to process and organize the data.

IThe term data derives from Latin as the plural form of the word datum. Although in common usage
in modern English the term data is often used as a singular mass noun (e.g. the data is), in academic and
scientific contexts it is generally treated in the plural form (e.g. the data are). Throughout this thesis
we will try to maintain linguistic coherence by using the plural form and concordance of this term.
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The initial data can be of several types: images, sounds, tables, etc. In particular,
we can distinguish four essential types of data according to how they are stored:

WISDOM
KNOWLEDGE
INFORMATION
DATA

Figure 1.1: Knowledge Pyramid, adapted from [1].

* Non-structured: These are data that do not follow a predefined structure,
schema or model. They are not (or even cannot be) displayed in tables formed
by rows and columns. The most intuitive examples are photos, videos, text
messages, posts on social networks or PDFs, and therefore form the vast ma-
jority of online data. In general, they are more difficult to store and manage
than other types of data such as those discussed below.

* Quasi-structured: In this case, these data consist of textual content but
stored in imprecise and irregular formats. An example could be the regis-
tration data to a site or the search history of a user.

¢ Semi-structured: This kind of data have a certain level of structure, hier-
archy and organization, i.e. they have organizational properties that make
their analysis easier than that of unstructured or quasi-structured data. They
contain metadata with information on how they are stored and organized.
An example is data in XML format or other markup languages.

* Structured: They are those data that can be stored in tables consisting of
rows and columns, i.e. they can be stored in relational databases (e.g. SQL)
and follow predefined standards. They require less storage capacity than
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unstructured data, and are easier to manage and protect. Examples include
databases such as excel tables or CSV files.

Moreover, as far as data storage solutions are concerned, we can mainly distin-
guish between data lakes and data warehouses.

On the one hand, data lakes are particularly used in the case of non-structured
quasi-structured or semi-structured data (images, videos, logs). On the other hand,
data warehouses are particularly suited to store structured data, requiring a pre-
defined schema before storage (while data lakes do not require the definition of
such a structure, but follow the schema on-reading). The latter have an optimized
search process which makes them a good fit for fast queries and searches, while data
lakes are especially useful when large volumes of data are available from different
sources.

Once the data have been processed and organized, we can consider that they
have been transformed into valuable information from which knowledge can be
extracted. In fact, this knowledge is reached through analysis, conceptualization,
synthesis or visualization among other steps. Finally, applying knowledge, we ar-
rive to wisdom. It is important to highlight that seemingly insignificant pieces of
information, combined together, can lead to knowledge which reveal important in-
formation (in some cases related to individuals). Here again, privacy protection
comes into play, not only in the first phase of work on the data, but also during
analysis and knowledge extraction. We will further elaborate on this in the course
of this thesis.

1.1 Big Data and Data Science

As it is widely accepted, the data deluge has led to a data revolution, with an in-
creasing number of data-driven problems and approaches being developed, provid-
ing insights and solutions to existing challenges, outperforming more traditional
methods in some cases. The disruptive potential (in a positive sense) of these tech-
niques is high.

In April 2025, a web search for the term “big data” produced 6.720.000.000
results, and for the term “data science”, 3.600.000.000 results were found on the
Internet. Both concepts are widely cited in the media and in different spheres:
social, economic, research and education among others. Therefore, in this section
we will focus on briefly outlining some characteristics of both big data and data
science, as well as the relations and differences between these two terms.
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1.1.1 Big Data

The concept of big data was first spread and put into concept in the mid-1990s
by John Mashey, in order to talk about the need of handling and analysis massive
datasets [1].

The term big data is usually presented through a series of characteristics, among
which the 5V’s are particularly relevant: volume, variety, velocity, value and vari-
ability. In short, these characteristics can be defined as follows (see [1] and [9]):

* Volume: extremely high amount of data, even petabytes, that need to be
stored, processed and analyzed in order to extract information and knowl-
edge. This is the most associated (and most significant) characteristic of big
data, as can be directly deduced from the term itself.

* Variety: refers to the great diversity of data according to their type. For ex-
ample, data can be structured, semi-structured or unstructured, as well as it
can came from different areas: business, health, banking, climate data, so-
cial data, etc. Fortunately, this is not a particular problem due to advances
in, among others, distributed computing, databases, and techniques for in-

formation processing and analysis in general.

* Velocity: refers to the rate at which data are generated, processed, analyzed
and visualized. It is important to note that in many cases data are taken on
the fly, for example from observations made continuously, as may be the case
with weather stations, sensors, and other types of monitored devices.

* Value: In terms of value, here again it is important to emphasize the power
of transforming data into information and information into knowledge. In
particular, this knowledge can be used for decision making or for future pre-
dictions, especially when there is a large volume of data, as is the case with
big data.

* Variability: refers to the changes that can constantly occur in the data. It is
to consider that data can change, for example when dealing with real-time
sensor data. It can also be seen as the dispersion that may be present in the
data. In addition, in the context of big data, variability also refers to the
number of inconsistencies in data.

In addition to these five, we can consider other features in order to define the
concept of big data, such as:
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* Exhaustibility: It should be noted that in most disciplines the total number of
data is limited, both for analysis and storage reasons. However, big data has
the characteristic of being exhaustive precisely because it concerns to huge
amounts of data. This may be the case of data from high-energy physics or
climate data. For example, in the latter case, exhaustibility is achieved by
having a large volume of data captured in different ways and with a large
historical record.

* Scalability: refers to possible changes in the data in terms of data volume, ei-
ther by considering new users, by increasing the number of sensors collecting
data, or simply by adding new sources.

Although there is not a standard definition for the term of big data, there are
many popular definitions, given by different authors. The most relevant and ac-
cepted ones are collected in Table 1 of [9] and also in Table 1 of [10]. In order to
conclude this brief introduction to the concept of big data, our own formal definition
of the term is given:

Definition 1.1.1. Big data. It refers to extremely high-volume data sets that re-
quire complex computational techniques to extract information, trends and patterns
from them.

1.1.2 Data Science and Artificial Intelligence

Interestingly, in many areas the terms big data and data science are used inter-
changeably, but in reality they are different concepts. In fact, the concept of data
science appeared around the 1970s (see, for instance, the book “Exploratory data
analysis” by J. W. Tukey from 1977 [11]), to refer to the methods and techniques
used for data processing and analysis, but it was not until well into the 21st cen-
tury (specifically, in 2001), when it was separated from the concept of big data as a
stand-alone discipline. In addition, while when referring to big data, as discussed
above, it covers those highly voluminous sets of data which are difficult to process
and store using traditional techniques and databases, data science is in charge of
collecting, curating, analyzing these data sets, extracting information and driving
decision making. A formal definition of data science in given in the following:

Definition 1.1.2. Data science. It is an interdisciplinary field which combines
statistics, data analysis, scientific computing, mathematical methods, algorithms,
and data engineering tools in order to extract insights and knowledge from struc-
tured and unstructured data.
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Because data are ubiquitous, data science is broadly applicable to a large variety
of fields. A wide range of applications may pose technical, ethical, legal or privacy
issues (e.g. medical, financial, telecommunications, IoT, etc), and currently there
are more and more concerns in the way data are being handled according to these
aspects.

In general, the life cycle process of a data science project including the develop-
ment of data based models, can be summarized as given in the simplified schema
of Figure 1.2 and explained below.

Data processing:
——» cleaning, curation and

Data augmentation if needed
: l - Is'therea
Traln/test/vglldatlon TR No Create the ML/DL
split > N > model
available?
Yes

! A

Train and validate the

—————» model: hyperparameter <€«———
tuning

!

Evaluate the model

l

l Store the model Is thie model
__________ accurate

(if possible) enough

Model Use an existing
repository

— — > Reference >
model

model

| Yes
Yes

Monitor the model
performance

No ! !
\— 15 ERy il Deploy in production

detected?

Figure 1.2: Diagram of the simplified life cycle of a data science project.

«—— Serve the model

* The first steps concerns the data: obtaining, collecting or extracting.

* Once the data are available, perform data processing including data clean-
ing, curation, and data augmentation if need (in case of small data settings).
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Other processing methods can be applied such as data scaling, de-noising,
normalization, etc.

» Split into train, validation and test for applying the predictive data-based
models.

* Check if there is any model available to be used (e.g. in a model repository).

 If a model is available, take it as a reference for use. Otherwise the ML/DL
model is created from scratch.

* Train the model using the train set, check the performance in the validation
set and optimize the hyperparameters.

* Evaluate the model using the test set and different metrics. Graphical visual-
ization and analysis of the results can be performed in this step.

* If the model is not sufficiently accurate, it shall be retrained and a fine tuning
of the hyperparameters of the model should be performed. Otherwise it can
be served and deployed in production.

* When serving the model, it has to be monitored using MLOps techniques (see
[12]) and analyze concept and data drift. If drift is detected, again the model
shall be re-trained and fine-tuned. Otherwise, the model can be stored in a
model repository (if possible).

In view of the above, it should be noted that although in some cases the most
appealing part of a data science project can be identified with the application of
algorithms for data analysis, all the steps mentioned above are equally important.
Without data collection, we have no asset to analyze and draw conclusions from.
Moreover, without its curation and cleaning, such analysis would be meaningless,
or much more complex. Visualization is key to understanding the results obtained
and facilitating decision making. Finally, monitoring the model to analyze its adapt-
ability to new data, as well as the process of serving and publishing the model and
performing inference, are essential steps.

In terms of analysis, statistical techniques can be used, such as hypothesis test-
ing, Bayesian inference and others. However, in this thesis we are going to focus
on two branches or subgroups framed in the concept of artificial intelligence (AD),
namely machine learning (ML) and deep learning (DL) models.

Multiple definitions have been given for the concept of artificial intelligence
(AD). Specifically, as collected by S. Russell and P Norvig in their book “Artificial
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Intelligence: a Modern Approach” [13], there are different definitions for this con-
cept that can be classified into four main categories: (1) systems that think like
humans, (2) systems that think rationally, (3) systems that act like humans and (4)
systems that act rationally. Regarding the first one, we can highlight the Turing test,
proposed by Alan Turing in 1950 with the idea of designing a system to obtain an
operational definition of intelligence. In relation to systems that think like humans
and in order to pass the Turing test, it will be necessary for the system to have
the capacity for natural language processing, knowledge representation, automatic
reasoning, machine learning to adapt to new circumstances and to detect and ex-
trapolate patterns, as well as computer vision and robotics to be able to manipulate
and interact with objects and the environment.

In relation to the other three approaches, with respect to thinking rationally, the
development of logic stands out with the idea of being able to solve any problem in
logical notation and thus be able to build intelligent systems. Regarding thinking
like humans, cognitive sciences aim to combine computational models and experi-
mental techniques of psychology to build theories that allow us to understand how
the human mind works and to replicate it through computational models. Finally,
regarding acting rationally, we can highlight the use of computational agents, as
well as rational agents being those that act to achieve the best possible outcome
in a given situation, interacting with their environment provided with sensors and

actuators.

1950 1957 1980 1996 2006 2012 2016 2022 2024

Turing  Perceptron Neocognitron Deep Blue CNN deployed AlexNet AlphaGO ChatGPT 2 Al-related
test  (F.Rosenblatt) (CNN fundaments) (I8M chess program)  in a GPU DL model (Al Goprogram)  (Chatbot) - Nobel Prizes

J0, K NN NN S 2N B 20
S S S S S S !

1956 1966 1984 2004 201 2014 2017 2023 2025
Dartmouth ELIZA Al winter Neural networks Siri Alexa Transformers LLMsera  Agentic
conference  (first chatbot) (late 1970s to in GPUs Apple virtual Amazon architecture GPT-4 models

(Al term used early 1990s) assistant  virtual assistant LLama
for the st time)

Figure 1.3: Summarized Al advances timeline.

We can state that the term artificial intelligence was originally introduced by J.
McCarthy in 1956 during the Dartmouth conference. Al became established as a
science in 1987, following a period known as the “AI winter”) that covered the late
1970s and early 1990s. Since then, Al has continued to advance, with a particular
focus on machine learning and deep learning (ML/DL), as will be discussed in the
following. This progress has been driven by the availability of hardware suitable for
successful application, as well as recent advances in convolutional neural networks
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(CNNs), transformers and Large Language Models (LLMs), among others.

On the one hand, with regard to ML, it is a branch of Al that seeks to provide
machines or computers with learning capabilities. On the other hand, DL similarly
seeks to provide learning capacity by replicating human thinking. For this pur-
pose, artificial neural networks (ANNs) and convolutional neural networks (CNNs),
among other architectures, are widely used. Applications range from image classi-
fication to voice recognition or making predictions.

Two types of problems can be classically addressed when referring to ML algo-
rithms: classification and regression. Classification is probably the most common
use of ML, and can be used to solve a wide variety of problems, such as document or
image classification, spam filtering, etc. On the other hand, while in classification
the response variable is discrete, in regression it is continuous. Some common prob-
lems where regression is applied are, for example, temperature prediction, trend
analysis or time series forecasting. In addition, ML algorithms can be essentially
divided into supervised and unsupervised learning [14]:

* Supervised learning: an algorithm must generalize knowledge from the
available data with their respective labels, so that it can be used to make
predictions when new unlabeled data are available. Some models that stand
out are, among others: k-Nearest Neighbors (kNN), Support Vector Machines
(SVM), Kernel Ridge Regression (KRR), Decision Trees, Random Forest, Gra-
dient Boosting, etc.

* Unsupervised learning: attempts to group data into clusters using auto-
mated methods or algorithms on data that have not been categorized. In this
case, some methods which can be highlighted are: k-means, Gaussian Mix-
ture Models (GMM), Singular Value Decomposition (SVD), or Autoencoders
(which are a kind or ANN).

Concerning DL, this concept encompasses algorithms involving the use of multi-
layer (deep) artificial neural networks (ANN). Specifically, in relation to ANN, the
goal of the perceptron or artificial neuron is to mathematically simulate the be-
havior of a biological neuron. This means that it follows an analogous scheme: a
stimulus/input is received, which is processed (an activation function is used for
this purpose), and it produces a response/output. In neural networks, the output
of some neurons will be the input of others (e.g. dense layers). In other words,
ANN are composed of multiple hidden layers. Depending on the number of hidden
layers, it will be a simple or a deep neural network.
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The main difference between a dense network and a convolutional neural net-
work (CNN) is that while dense networks learn global patterns (e.g. in the case of
images, they use all the pixels of the image), CNNs learn local patterns (in the case
of images, small windows or filters are used). Therefore, CNNs are well suited for
image processing, among other tasks.

As have been already exposed, while big data deals with extracting useful infor-
mation found in huge data sources, data science uses intelligent models that learn
from themselves using the data, such as ML or DL models, together with statistical
methods, in order to train different models based on the data available and thus ex-
tract knowledge, perform inference on new data and even allow to make informed
decisions.

1.2 Ethical, Social and Legal Considerations

Big data and data science techniques are commonly used to predict needs or extract
patterns, among others. It helps us and is present in our daily lives, for example
by improving early disease detection techniques thanks to the analysis of medical
data, or by detecting possible attacks or frauds in our bank accounts. It also allows
us, through personalized recommendations, to discover new books or songs thanks
to the knowledge of our tastes. Nevertheless, the great value of information also
implies the imperative need to guarantee its security and privacy, as well as to
analyze the ethical aspects of its processing. What information can we allow to
be used as a basis for prediction? Can we classify people according to algorithm
predictions based on their personal information: gender, religious beliefs, race, etc?
Would this be perpetuating bias? A simple example can be found in gender bias:
the data with which we are feeding our algorithms may be biased by the past, where
women were underrepresented for example in terms of higher education or high
responsibility jobs. It is therefore important that data, like society, can reflect the
social progress.

Individual personal information is very valuable in the field of data science, as
it allows to extract more precise insights about people’s behavior, preferences and
needs. In this line, as everything we consider valuable, it must be protected ac-
cordingly, paying special attention to the collection, access and treatment of data
before, during and after data analysis and the application of learning models. Both
big data and data science can open a new paradigm concerning research, innova-
tion and decision making in many fields, as well as new opportunities, but it is
important to always take into account the social issues that this may involve. In
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this sense, in this section we will review the perspective of some aspects related to
data bias and its impact from the point of view of the gender perspective. Then, we
will review some ethical aspects derived from the social impact of this technology,
to conclude with an overview of the legal aspects by reviewing the legislative reg-
ulations in terms of data protection and data management as well as in relation to
the development of Al methods, tools and solutions in the context of the European
Union.

1.2.1 Gender Perspective: Bias in Data

As exposed when presenting the characteristics of big data, large volumes of data
are generated every minute, many of them in real time, and can cover a wide va-
riety of fields. Also, data can be collected or generated in different ways, either
by new technologies such as smartphones, or from data generated by the citizens
themselves (texts, social networks, news in the media, etc). Therefore, it is im-
portant to keep in mind that the data used for the different analyses may contain
gender or racial biases, and to try to eliminate (or at least reduce) these biases so
as not to perpetuate them in future analyses or applications of such data.

In the following, to reflect this problem, we present the results of the analysis
conducted in [ 15] on gender bias in big data. In that work, a corpus extracted from
the 2006 Spanish Wikipedia, courtesy of the Polytechnic University of Catalonia was
taken, and a neural network that generated a collection of embeddings representing
each of the vocabulary words in the corpus, was used. This neural network ordered
the words in such a way that the distances between them indicate the proximity of
their use in the language with which the network was trained. The results would be
something similar to “one is to two as three is to...”. Listed below are three examples
of sentences obtained:

“Man is to faithfulness as woman is to obedience.”
“Man is to work as woman is to mother.”

“Man is to intelligence as woman is to show off.”

This type of phrase reveals a clear bias in the corpus used, re-validating that
these biases that are often present in common language can be reflected in the data
used for several analyses, in the most unsuspected way. Specifically, as the authors
of the study themselves state, in the corpus used “there is a great omission and
familiarization of women in the published articles”, while “men usually appear as
substantive entities in their individuality” (see [15]).
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This is a bias due to the language, which shows us that it is necessary to be
critical of the data used, review it, process it and work with it to prevent this type
of problem from occurring. That is because data depends on the ideas of the peo-
ple who generated it, and also on the social-historical context. However, this is a
continuous work as a society, and shows once more the need to adapt our language
and our actions to the social reality.

Another example of gender bias in data could be found in the online translators.
In Spanish, when we refer to professions, in most cases these are associated with
their gender, e.g. scientist —in Spanish, el cientifico (M), la cientifica (F))— doc-
tor —in Spanish, el doctor (M), la doctora (F)—, teacher —in Spanish, el profesor
(M), la profesora (F)—, etc. We would expect that if we translate these professions
from English to Spanish, we would get them always in masculine or always in fem-
inine gender, but however, we can see that this varies according to the adjective
accompanying the noun. Some examples are shown in Table 1.1.

Phrase introduced in English Literal translation obtained in Spanish

The scientist is pretty La cientifica es guapa
The scientist is clever  El cientifico es listo

The doctor is pretty La doctora es guapa
The doctor is clever  El doctor es listo

The teacher is pretty La profesora es guapa
The teacher is clever  El profesor es listo

Table 1.1: Example of gender bias when translating from English to Spanish using
Al-based translators.

We can observe how in the three cases analyzed in Table 1.1, despite the fact that
the six sentences were introduced in a row, whenever the profession was followed
by the adjective pretty, it was assigned with a woman, while if the adjective was
clever, it was assigned with a man. This reflects a clear gender bias by assigning
certain attributes to women or men according to their social implications. The same
was true if we translated these sentences from English to French (except for doctor,
which was always translated in the masculine gender). Again this is also a collective
task for society, and in particular it is an extremely important issue: remember that
data are the stepping stone to knowledge and wisdom.
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1.2.2 Ethical and Social Issues Related to Data

We have previously seen clearly reflected the social aspect of gender bias related to
the data. Now let us discuss other ethical aspects that arise from data processing
and analysis.

When we talk about ethics, we are talking about a philosophical discipline, dis-
cussed since ancient Greece. Specifically, ethics comes from the Greek word ethos:
custom. Both as a society as a whole and as individuals, we continuously address
questions concerning what is right and what is wrong, questions about justice, fair-
ness, honesty, rights, etc. Specifically, ethics deals with the foundation of the moral
standards that govern our actions.

It is therefore extremely important to be aware of the potential risks of big
data and data science methods when used without ethical considerations, from the
implicit bias discussed above, to the social impact of automation and the protection
of sensitive data. All of this is driven by the increasing digitization of human activity
in almost every conceivable field, as well as a growing dependence on technology,
which blurs the ability to discern the traditional concepts of privacy, fairness and
trust.

The interaction of individuals in social communities makes it possible to reeval-
uate attitudes, ideologies or very specific thoughts, being a highly powerful weapon
for those who possess such information. In fact, it is important to be aware of the
dangers that arise, for example, from the application of data science algorithms to
create personalized targeted advertising, such as those made by the algorithms of
social media. This ability to personalize the stimuli that an individual perceives
online is a powerful tool in our current society, specifically in the social sphere. In
fact, feeding users according to what they usually watch or read isolates them in a
bubble, always putting them information they agree with, something like “telling
them what they want to hear”, so that they keep consuming these media. This will
result in a lack of critical thinking on the part of individuals, as they will be in their
own bubble (which they may have not decided to enter), in which all the infor-
mation will be biased beforehand by previous ideas, with hardly any possibility of
including new ways of thinking. A clear example can be seen in political ideologies:
someone who always reads positive news in relation to a certain ideology or polit-
ical group, or negative news in relation to another, will always receive this type of
news due to the personalization of the information (based, among others, on the
use of data science and Al and data based methods), making it almost impossible to
receive news that follows a contrary viewpoint. This can isolate users in a pervasive
blind box that prevents them from seeing beyond and broadening their horizons of
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thought. This trend is increasingly enhanced by the use of data-driven models that
allows to predict what the users will want to see or read. In these contexts, it is
worth asking whether the privacy of users is respected.

One can even state that technology is not neutral, because as we have already
mentioned, its ethics begins with the ethics of those who program an algorithm
and of those who create, collect and include the data with which the algorithm will
learn. Indeed, decision making by these algorithms, which has a great responsibil-
ity, can be biased beforehand.

Finally, to conclude this section, we will briefly comment on some legal aspects
related to data protection, which are essential to define a clear legal framework in
an increasingly digitized and data-empowered world.

1.2.3 General Data Protection Regulation

Let us briefly focus on the legal issues related to and/or arising from the use of
big data and data science. First, it is important to note that since the Universal
Declaration of Human Rights (1948) [16], the right to privacy is included (article
12):

No one shall be subjected to arbitrary interference with his privacy, family,
home or correspondence, nor to attacks upon his honor or reputation. Ev-
eryone has the right to the protection of the law against such interference
or attacks.

The protection of natural persons in relation to the processing of personal data
is a fundamental right. Article 8(1) of the Charter of Fundamental Rights of the
European Union [17] and Article 16(1) of the Treaty on the Functioning of the
European Union (TFEU) [ 18] provide that everyone has the right to the protection
of personal data concerning him or her.

Before briefly exposing the basis of the GDPR, we are going to comment its
predecessor: Directive 95/46/EC. This European Union directive, adopted in 1995,
was responsible for regulating the protection of natural persons with regard to the
processing of personal data and the free movement of such data. However, this
directive does not fully take into account how to protect the information in the era
of big data and cloud applications.

The General Data Protection Regulation is not a directive, but a law of the Eu-
ropean Union. It was approved in April 2016, but it came into force on May 25th,
2018 and obliges organizations to safeguard personal data and uphold the privacy
rights of any individual on EU territory. The aim is to harmonize data protection
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issues for all EU states, in addition to strengthening the rights of data subjects. Al-
though it applies to all member states, they may introduce national provisions or
clarify specific rules. In addition, all international companies providing services
in the EU must comply with its rules. With the introduction of the GDPR, fines for
data protection violations amount to up to 20 million euros, or 4% of the company’s
annual worldwide revenue, whichever is higher [19].

Finally, let us summarize the seven principles about personal data privacy ex-
posed in the Article 5 of the GDPR (see [20, 21]):

* Lawfulness, fairness and transparency: The processing of personal data
must be lawful and fair. This means that one shall not process the data in
a way that is inappropriately, detrimental, unexpected or misleading to the
individuals concerned. In addition, fairness implies that personal data should
only be processed in ways that individuals would reasonably expect and not
be used in ways that have unreasonable adverse effects on them. Further-
more, the way in which data are collected, used and processed must be trans-
parent to the data subject. Transparent treatment is about being open, honest
and clear with individuals from how and why their personal data are used.

* Purpose limitation: Data must be collected for specified, explicit and legit-
imate purposes and not further processed in a way incompatible with those
stated purposes. It should be made clear at the beginning why personal data
are collected and what it intends to do with it; comply with documentation
obligations to specify its purposes; comply with transparency obligations to
inform individuals about its purposes; and ensure that, if it intends to use or
disclose personal data for any further or different purpose from the originally
specified one, the new use is fair, lawful and transparent.

* Data minimization: Personal data must be adequate, relevant and limited
to what is necessary in relation to the purposes for which they are processed.
In short, you should identify the minimal amount of personal data needed to
fulfill the purpose for which it was collected. No more than that amount of
information should be retained.

* Accuracy: Personal data must be accurate and must be kept up to date on a
regular basis as necessary. In addition, all reasonable steps should be taken
to ensure that personal data that is inaccurate should be deleted or rectified
as soon as possible. The source and status of personal data must be clear.
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* Storage limitation: it is necessary to ensure that personal data are deleted
once they are no longer required to be stored, as this will reduce the risk of
it becoming useless, inaccurate, excessive, irrelevant or obsolete. Therefore,
even personal data are collected and used fairly and lawfully, it should not be
stored longer than strictly necessary.

* Integrity and confidentiality: Appropriate security measures must be taken
to protect the security of sensitive data. Data must be processed in a secure
way including adequate protection against unauthorized or unlawful treat-
ment and against unintentional loss, damage or corruption, using technical
and/or suitable organizational measures.

* Accountability: Article 5 of the GDPR states that the data controller shall be
responsible for, and shall be able to demonstrate compliance with the above
exposed aspects.

Specifically, the general data protection regulation tells us that the principles of
data protection must apply to all information relating to an identified or identifiable
individual. In this sense, pseudonymized data should be considered as sensitive in-
formation about an identifiable natural person. In determining whether a natural
person is identifiable, all the means that the controller or any other person can
reasonably use to directly or indirectly identify that person should be taken into
account. Similarly, in determining whether there is a reasonable likelihood that
identification methods can be used to identify a natural person, all objective re-
sources must be taken into account, both in terms of cost and time required for
identification. In addition, both current technology and future technological de-
velopments must be taken into consideration. Consequently, if the information has
been anonymized, data protection principles should not apply, as the information
does not relate to an identified or identifiable person. Therefore, it is very impor-
tant to note that the Regulation does not affect the processing of such anonymized
information.

1.2.4 Data Governance Act

The Data Governance Act (DGA) [22] is an European Union regulation effective
from June 23rd, 2022 and applicable from September 2023. The aim of the DGA
is to enhance the protection derived from the GDPR in the field of data protection
regarding data sharing (the GDPR providing the necessary safeguards in the context
of personal data) with a focus on creating a framework to increase trust in the
voluntary exchange of data for the benefit of businesses and citizens.
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As stated in its Article 1, this regulation lays down:

(a) conditions for the re-use, within the Union, of certain categories of
data held by public sector bodies;

(b) a notification and supervisory framework for the provision of data

intermediation services;

(c) a framework for voluntary registration of entities which collect and
process data made available for altruistic purposes; and

(d) a framework for the establishment of a European Data Innovation
Board.

This regulation, which focuses on data sharing with the aim of contributing to
building trust in international data flows, also states that a re-user in a third country
must ensure the same level of protection with respect to the data in question as the
level of protection guaranteed by the EU law, as well as the acceptance of the EU
jurisdiction.

Furthermore, in its Article 2, paragraph (10), the DGA defines data sharing as
“the provision of data by a data subject or a data holder to a data user for the
purpose of the joint or individual use of such data, based on voluntary agreements
or Union or national law, directly or through an intermediary, for example under
open or commercial licenses subject to a fee or free of charge”.

Moreover, Article 5 states the following on the re-use of data: “conditions for re-
use shall be non-discriminatory, transparent, proportionate and objectively justified
with regard to the categories of data and the purposes of re-use and the nature of
the data for which re-use is allowed”.

In summary, the DGA aims to regulate the re-use of public or protected data,
both with regard to personal and non-personal data, with special safeguards to
increase trust in the sharing and re-use of data in addition to the guarantees of the
GDPR.

1.2.5 Data Act

The Data Act [23] is an European Union regulation which entered into force on
January 11th, 2024 and that will be applicable from September 2025. The objective
of this regulation is to complement the DGA by clarifying who can create value from
data and under what conditions.

This regulation seeks to achieve an equitable distribution of the value of data by
establishing clear and fair rules for the access and use of data within the European
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data economy, which is of vital importance in a context of increased presence of IoT
systems. Thus, connected products should be designed and manufactured in such
a way that users can securely access, use and share the data generated.

As more concrete measures, this regulation seeks to increase legal certainty,
mitigate the abuse of contractual imbalances and establish rules that allow public
sector agencies to access and use data held by the private sector for specific purposes
in the public interest, among others.

Specifically, article 3 of this regulation deals with the “obligation to make prod-
uct data and related service data accessible to the user”, and article 4 establishes
“the rights and obligations of users and data holders with regard to access, use and
making available product data and related service data”. Specifically, with respect
to the latter, the first point of article 4 establishes the following in relation to access
to data:

Where data cannot be directly accessed by the user from the connected
product or related service, data holders shall make readily available data,
as well as the relevant metadata necessary to interpret and use those data,
accessible to the user without undue delay, of the same quality as is avail-
able to the data holder, easily, securely, free of charge, in a comprehensive,
structured, commonly used and machine-readable format and, where rel-
evant and technically feasible, continuously and in real-time. This shall
be done on the basis of a simple request through electronic means where
technically feasible.

In addition, Article 5 presents “the right of the user to share data with third
parties”, and Article 6 “the obligations of third parties receiving data at the request
of the user”.

Following the Data Governance Act (DGA), the Data Act is the second main
legislative initiative resulting from the European strategy for data (from February
2020).

1.2.6 European Union Artificial Intelligence Act

The first regulation on the use of artificial intelligence, the EU Al Act [24], brought a
breakthrough in the field, which was living the accelerated advances of Al with the
rise of generative Al-based chatbots such as ChatGPT, and the increasing appearance
of such technologies based on Large Language Models (LLMs).

As early as April 25th, 2018 the European Commission established a strategy on
Al However, the EU Al Act was a proposal of the Commission from April 2021, and
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it was on December 9th, 2023 that the Parliament reached a provisional agreement
with the Council. Its main objective is to provide developers, providers and Al-users
with clear guidelines on the requirements and obligations in relation to specific uses
of AL Thus, it follows a risk-based scheme so that requirements are set for providers
based on the estimated level of risk. Some examples of each type of risk are given
below:

* Unacceptable risk: biometric categorization systems that infer sensitive at-
tributes (e.g. race), systems that evaluate or classify individuals or groups
based on social behaviors or personal features, systems that evaluate the risk
of an individual committing a criminal or penal action based solely on per-
sonality profiles, etc. Al systems with this level of risk are prohibited by this
regulation (with certain exceptions).

* High risk: biometrics, education evaluation performance, safety components
in critical infrastructure, credit scoring, risk assessing, migration and border
control management, etc.

* Limited or transparency risk: this category involves risks related to lack of
transparency in the use of Al systems.

* Minimal risk: Al systems which doesn’t belong to the previous categories.
The AI EU Act does not establish any obligation or requirement on these. The
vast majority of Al systems currently used in the EU fall into this category.

It is important to note that the EU Al Act is a complementary legislation to the
GDPR, so it seeks to reinforce it by adding the conditions and requirements for the
development and implementation of Al systems. This is the first law in the world
on artificial intelligence, which opens a broad paradigm in relation to regulation
in this field, and aims to mitigate the risks it poses to European security, and the
fundamental rights of citizens of the Union.

Finally, regarding the impact of this regulation on research, Article 2 of the
EU AI Act establishes the sectors to which it applies, and point 6 specifies that
“this Regulation does not apply to Al systems or Al models, including their output,
specifically developed and put into service for the sole purpose of scientific research
and development”.
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1.3 Open Science

The open science paradigm has emerged strongly recently, driven by the needs of
scientists themselves, but also by the agencies responsible for funding and manag-
ing public research all around the world. It goes hand in hand with the goal of
complying with the growing demands for greater transparency and accountability
of public governance systems and with the blossoming of a knowledge and data-
intensive economy.

Open science extends the idea of openness to all aspects and processes of the
research cycle. It ranges from open and online laboratory notebooks to the open
evaluation, citation or metrics of research results and Research Open Data, as well as
the availability of documents and publications describing scientific findings without
legal, economical or technological barriers (Open Access).

However, science cannot be made completely open in all cases. Specifically,
there are three specific types of limits, restrictions or constraints in open science.
This means that the main general regulatory principle established by the Horizon
2020 Program Guidelines on FAIR Data is “as open as possible, as closed as necessary”.

* Security: the protection of information integrity is a condition that may re-
strict the accessibility or openness of research data and contents.

* Privacy: special attention in the case of handling personal and sensitive data
rights, as stated in the European Union General Data Protection Regulation
(GDPR).

* Ownership: the generated information and knowledge may be subject of
intellectual and industrial property, where the owners have the right to limit
accessibility or exploitation.

In terms of regulation, in Spain the Spanish Strategy for Science, Technology
and Innovation 2021-2027 [25] —in Spanish Estrategia Espafiola de Ciencia, Tec-
nologia e Innovacién (EECTI)— makes a commitment to open science in its objec-
tive 4 “Generation of knowledge and scientific leadership” and in line of action 14
“Science and innovation in society”. In addition, on May 3, 2023 was approved
the first National Strategy for Open Science 2023-2027 [26] —in Spanish Estrate-
gia Nacional de Ciencia Abierta (ENCA)— which aims to promote open access to
research results, and consists of four main dimensions: digital infrastructures for
open science; management of research data according to FAIR Principles?; open

2The FAIR principles are a set of guidelines aimed at making data Findable, Accessible, Interoperable
and Reusable. More details on this will be given in Section 1.3.1.
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access to scientific publications; incentives, recognition and training. In the same
line, in France two national plans for open science stand out for implementing a
comprehensive regulatory framework to promote open science. Specifically, the
Second French Plan for Open Science 2021-2024 [27] —in French Deuxiéme Plan
national pour la science ouverte— has as main objective the generalization of open
science practices in France. This plan includes the continue development of the
HAL national open archive for promoting open access. A second path includes the
structuring, sharing and opening up research data.

In the following, three key aspects of open science are presented: open data,
open access and open source.

Open data Open access

Open
science

Open source

Figure 1.4: Summarized Venn diagram: open science, data, access and source.

1.3.1 Open Data

In 2007 the Organization for Economic Co-operation and Development (OECD)
began to promote Research Open Data, but it was from 2017 when the European
Union’s Horizon 2020 Programme [28] began to require that all research projects
met a series of requirements in this area, which are maintained in the current Hori-
zon Europe Programme. Research data, according to the Higher Education Funding
Council for England® [29] (HEFCE 2008) are the basis of the evidence on which
academic researchers build their work.

The open data philosophy consists of making different types of data accessi-
ble to society as a whole, to be used and exploited for different purposes. To this

3Currently replaced by the UK Research and Innovation national funding agency and the Office for
Students.
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end, this type of data are licensed under open licenses, such as Creative Commons,
among others. Open data must be easily accessible, reliable, structured, properly
documented, and free of charge for access and use. The most significant character-
istics related with the definition of open data can be summarized (view from the
ideal approach) as in Table 1.2.

Principle | Description

Access | Data are available in its entirety, in a convenient
and modifiable form, and the cost of reproduction
is reasonable.

Redistribution | The license does not prevent its free sale or
distribution. Moreover, no royalty or fee will be
required for it.

Reuse | The license must allow derivative works under the
same terms as the original data.

No technological | There are no technological obstacles to
restriction | distribution.

Attribution | The license may require attribution to creators
and contributors for distribution.

Integrity | The license may require the modifications to have
a different name from the original.

Distribution | The rights of the work must also apply to its
redistribution and to those who perform it.

No discrimination | The license cannot restrict who may make
use of the data or the work.

Table 1.2: Open data ideal characteristics. Adapted from [1].

In 2016, M. D. Wilkinson et al. presented the FAIR Guiding Data Principles for
scientific data management in [30]. In addition, the European Union and its Hori-
zon programs in particular, have popularized the use of the so-called FAIR principles
of open access to research data, which are summarized in the following four key

terms:

* Findable: data are uniquely and persistently identifiable. They must have
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basic machine-readable descriptive metadata.

* Accessible: data are accessible to humans and machines using standard for-
mats and protocols.

* Interoperable: data are machine-readable and annotated with resolvable
vocabularies and ontologies*.

* Reusable: data are sufficiently well described to allow (semi-)automated in-
tegration with other compatible data sources.

FAIR data are of paramount importance for scientific communities as they help
to improve reproducibility, transparency and even collaboration. However, it is
important to note that FAIR data does not imply open data. Table 1.2 summarizes
the key characteristics of open data.

In addition, since January 2017, Horizon 2020 funded projects include research
data in open access and it is mandatory to store them in a data repository and to
provide a Data Management Plan (DMP)° during the first six months of the project.

As we have already pointed out, data are a key element in the construction of
knowledge, which has led to the huge potential of open data. However, as discussed
above, there are cases in which the analysis of certain data may breach privacy
barriers and violate users’ rights, so it is key to evaluate the ethical and social aspects
related to the publication of open data. For this reason, it is important to pay
attention to both the data anonymization process and the application of additional
layers of privacy protection to prevent possible attacks during secure protocols for
information transmission and during data publishing. In addition, as will be further
explored in this thesis, privacy preserving techniques should be considered during
data analysis, especially when applying ML/DL models.

1.3.2 Open Access

As it is widely known, in the academic field the form of disseminating research
results is essentially reflected in journal articles or presentations at conferences. In
the first case, a few years ago, access to these articles was limited to the academic
community, generally on a subscription basis. However, the beginning of the 21st

“Ontology: denomination and formal definition of the types, properties and interrelationships of the
entities that actually exist in a given domain.

5According to the Horizon 2020 online manual, a Data Management Plan (DMP) describes the data
management lifecycle for the data that will be collected, processed and/or generated by an Horizon
2020 project [31].
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century brought with it a new movement that sought to make these results, and
therefore scientific research, accessible to the general public: open access. This
aligns with the concept of open science, whose main objective pursued is to make
scientific knowledge accessible and made by and for the whole of society.

The open access revolution was initially driven by the known as 3 B’s: Bu-
dapest Open Access Initiative (2002), Bethesda Statement on Open Access Publish-
ing (2003) and Berlin Declaration on Open Access to Knowledge in the Sciences
and Humanities (2003). The first was an adoption arising from a convention orga-
nized in December 2001 by the Open Society Institute, and which was made public
in 2002. The content developed in that statement constituted the first and most
widely used definition of open access, given as follows:

By “open access” to this literature, we mean its free availability on the
public internet, permitting any users to read, download, copy, distribute,
print, search, or link to the full texts of these articles, crawl them for
indexing, pass them as data to software, or use them for any other lawful
purpose, without financial, legal, or technical barriers other than those
inseparable from gaining access to the internet itself. The only constraint
on reproduction and distribution, and the only role for copyright in this
domain, should be to give authors control over the integrity of their work
and the right to be properly acknowledged and cited.

Open access allows unrestricted access without authentication. The main forms
are self-publication in open repositories, or publication in open access journals.
Regarding the former, researchers can archive their work, research results, data
or even software products in thematic or institutional repositories, where they are
deposited for free consultation. Regarding the second, certain types of journals
or publishers provide the possibility to publish in open access, following business
models such as public subsidies, payment by the author’s institutions (for which
article processing charges apply), financial contributions by university libraries or
academic institutions, etc. In both cases, publications have a DOI associated with
them for identification purposes, which is a persistent identifier that allows the
content to be uniquely and unequivocally identified in a stable manner [32].

1.3.3 Open Source and Software

The source code is the basis for any software, so to execute it, it can either be com-
piled or interpreted. As far as compiling is concerned, it is a matter of converting
the code to a functionally equivalent object code that can be executed. Interpreting
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tries to translate it on the fly with a dedicated interpreter (e.g. a Python interpreter)
[33].

Software products can evolve rapidly through changes made by the original
authors or by external contributions, which makes it essential to label the versions
and their corresponding modifications.

From a legal point of view, software is considered an intellectual creation that
is therefore protected by copyright. These rights range from the economic point of
view, related to the exploitation of the software, and moral rights, which go hand in
hand with the protection of authorship. That is to say, the authorship must always
remain with the natural persons who wrote the source code.

When distributing software or code, a license must be associated with it in order
to make clear the rights and duties of those who use it, so that everything that is not
explicitly authorized in the license will be prohibited. Thus, software is protected
by copyright and licenses, which are a legal agreement on those copying rights. In
any case, ownership is retained by whoever publishes the software [33]. In relation
to software licenses, we can distinguish three types:

* Proprietary: The developer or distributor reserves all rights and freedoms,
as is the case with most commercial software.

* Free and open source (FOSS): Gives the user considerable rights and free-
doms, such as the right to redistribute, study and modify free software thanks
to royalty-free access to the code.

* Hybrids: Are more flexible as they are a combination of FOSS with a propri-
etary license.

On the other hand, with regard to Open Source Software (OSS) licenses, we
can essentially distinguish between permissive and copyleft licenses:

* Permissive: Basic license that guarantees the freedom of use, modification
and redistribution of the software, including attribution to the original au-
thor. This type of license does not require redistribution of the original source
code or its modifications and are easier to use in a commercial environment.
Examples: MIT, Apache 2.0, BSD.

* Copyleft: In this type of license, both the binaries and the source code must
be made available to users. They include further conditions for redistribution
and modifications are also covered by the copyleft license. Examples: GNU
General Public License (GPL), GNU Affero General Public License (AGPL).
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Open source dissemination increases the visibility of the work among the sci-
entific community, fostering collaboration and the development of new ideas and
solutions, which make it fundamental to properly archive, reference and describe
the software developed.

1.3.4 European Open Science Cloud

The European Open Science Cloud (EOSC) [34] is a process of transformation of
research conducted in the European Union. This initiative is dedicated to furthering
open science practices among researchers by delivering a comprehensive computing
environment for the storage, processing, and analysis of research data. Specifically,
the EOSC is an European Commission initiative that aims to promote the creation
of a “Web of FAIR Data and Services” for Science in Europe, in order to accelerate
scientific advances and innovation, bringing out the full potential of research activ-
ities. EOSC aims to foster innovation by making it easier for researchers to share,
collaborate and build on each other’s work.

In the same line, another key objective is to improve scientific research, which
can be achieved again by facilitating access to a large amount of data and research
results from diverse fields and institutions. With the focus on improving trans-
parency and reproducibility, EOSC seeks to make data and methods more open and
accessible to the scientific community and the general society, which can also help
to reduce data silos by promoting data sharing and reuse. This initiative encom-
passes pan-European research infrastructures and services supported by the various
EU stakeholders (including research communities) to support scientific efforts.

In the same line, aligned with the EOSC, the EOSC Federation [35] has as main
objective to strengthen open science as a collaborative, transparent and accessible
research model that seeks to enhance access to scientific resources. It aims to be a
“system of systems” of research data and services, providing users with the capability
of storing, processing, analyzing and reusing research outputs from a wide range
of disciplines.

1.4 Motivation

This section presents the motivation for the current research, exposing the concerns
and problems encountered in relation to open data and the privacy issues arising
from the massive use of data in data science ecosystems. This also applies to the use
of Al techniques such as ML or DL. This motivation is driven by keeping the focus



31 J. Sdinz-Pardo Diaz

on the raw material we work with in data science: data, and the revolution entailed
by its availability, access and use in numerous Al applications across different fields.

1.4.1 Why Data Revolution?

As we showed and discussed in view of the pyramid in Figure 1.1, data represent
a major opportunity for the development of an increasing number of applications.
In this sense, it is an extremely valuable raw resource. Of particular interest is the
intrinsic relationship between today’s hyper-connected society and data generation.

In particular, it is of paramount importance to highlight the rise of artificial in-
telligence, especially boosted by the development of specialized hardware, such
as graphics processing units (GPUs), which can accelerate general-purpose com-
putation. In addition, in recent years the rise of LLMs, such as GPT-3 (2020) or
GPT-4 (2023), has brought data-driven applications closer to society, making peo-
ple aware of the importance of the privacy related to the data used to train these
models, including ethical aspects derived from their use. However, these models
are not bias-free and have put the focus on security and privacy derived from the
use of large volumes of data to power these types of models.

However, not only LLMs are revolutionizing the scene, but numerous Al and
data-driven applications are currently on the rise. From IoT systems, smart assis-
tants or smart healthcare devices, all of these technologies collect data, often sen-
sitive and associated with individuals, and it is necessary to be aware of the risks
and potential issues that this may entail.

Data-based Al applications in sectors as important as the medical one are also
of great interest. In this case, this technology plays a relevant role in bringing
society closer to the 4P’s medicine: predictive, personalized, preventive and partic-
ipative. This has the potential to improve diagnoses, personalize them according
to the specific case study, and facilitate the task of healthcare professionals, even
accelerating certain processes. For this task, large volumes of data are a fundamen-
tal requirement, but several privacy restrictions apply. In particular, in this sector
the sensitivity of the data is clear, and numerous data protection measures must be
taken into account from its acquisition and processing to its use as a basis for Al
models and during their development and deployment.

The scientific method begins with observation, to then allow us to pose the
problem, propose a hypothesis, conduct the experiments, analyze the data obtained
during them and draw conclusions. In every scientific research we develop, data
are a fundamental part, and with the large volumes of data that are collected daily,
and the powerful data processing centers that provide us with not only processing
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capacity, but also storage capacity, we are facing a real revolution. However, this
revolution also entails its own problems, and in this thesis we will focus on those
arising from privacy issues both in relation to the raw data and during its processing,
analysis and use as a basis for ML/DL models.

Data are the essential foundation on which machine and deep learning mod-
els widely used under the umbrella of the artificial intelligence context are built.
Without data, we cannot train models that allow us to predict tomorrow’s weather,
the likelihood of an individual suffering from a certain disease based on his history
or medical test results, or estimate how long an airplane might be delayed, among
many other applications. However, there are also numerous privacy restrictions
that apply to such data for processing and analysis and use in the training of such
models.

1.4.2 Thesis Road-Map: from Data Privacy to Privacy Preserving
Machine Learning

In this thesis, we will start by exploring data privacy methods (Part II) and con-
tinue with the study concerning Privacy-Preserving Machine Learning (PPML) tech-
niques, dedicated to privacy-preserving models and analytics without sharing data
among different collaborating entities (Part III).

Regarding the first, if we think about data privacy, it is important to classify
data according to their level of sensitivity. From the first level, which corresponds
to open data, which do not require the use of a Trusted Research Environment
(TRE), to data with low risk (e.g. pseudonymized with low risk of re-association or
low sensitivity of the information), low (pseudonymized with some indirect identi-
fiers), medium (pseudonymized containing confidential information), high (sensi-
tive personal or commercial data without de-identification), very high (special cat-
egory data, personal, very sensitive or confidential information of organizations,
institutions and/or governments).

In this regard, Chapter 2 outlines a battery of anonymization and pseudonymi-
zation techniques, common attacks on anonymized databases, metrics for evaluat-
ing privacy-utility trade-offs, two software products implemented for data anonymiza-
tion and checking, and the impact of anonymization on ML/DL model development.
This is followed in Chapter 3 by an explanation of the theory and associated mech-
anisms concerning differential privacy. Variations such as local differential privacy
and metric and Rényi differential privacy are addressed. Direct application of these
kind of mechanisms on the data before use and/or publication are addressed. How-
ever, data privacy issues are not limited to the processing and acquisition of the data
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itself. The problem extends if we think about machine learning models, since, even
if the data are not exposed, the results that the models return in predictions, as
well as the parameters that define them, can give us additional information about
the data with which they were trained. In this sense, we explore to impact of in-
corporating differential privacy mechanisms during the training phase in order to
mitigate the loss of information derived from the trained model and its predictions.

The rise of data-driven technologies, together with the great value of infor-
mation, implies the imperative need to guarantee its security and privacy, which
motivates the development of privacy-preserving techniques within machine learn-
ing systems (what we know as PPML). In many cases, the problem arises when we
want to train models with large volumes of data that cannot be centralized. To
obtain robust models of ML/DL, it is essential that they have been trained with a
significant amount of data. However, in many cases, data cannot be centralized
on a single central server to train these models due to privacy, legal and ownership
issues. In this sense, the application of techniques that allow us to perform the train-
ing in a decentralized way, as is the case of federated learning, becomes increas-
ingly valuable. This kind of distributed architectures, theoretical basis, advantages,
and implementations details among other insights will be discussed, together with
different practical use cases, in Chapters 4 and 5 respectively. Regarding the use
cases, and with the aim of highlighting the multidisciplinary nature of this training
methodology for learning models with privacy-preserving measures, three particu-
larly diverse applications will be discussed in detail: medical imaging, water quality
monitoring and climate sciences.

Having large volumes of open data available to scientists and society in general,
from different fields and institutions, is key to empower scientific development and
innovation. However, it is critical to focus on the privacy issues that arise from the
acquisition of the data, its processing, its analysis and its use as a basis of Al models,
aspects that will be carefully analyzed within this thesis.
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Abstract

This second chapter introduces the topics of anonymization and pseudo-
nymization, as well as different insights regarding of both techniques,
with a special focus on tabular data and their fundamental concepts. A
battery of methods to anonymize tabular data are analyzed, from the
most classical ones such as k-anonymity and {-diversity, to other less
complex ones, such as entropy {-diversity, f-likeness and &-privacy dis-
closure among others. Then, common attacks on anonymized databases,
a set of privacy utility trade-off metrics and some methods for prevent-
ing disclosure and re-identification attacks are analyzed. Subsequently,
the implementation of a Python library to check the anonymity level of
a given dataset is presented. Next, a comparative study of the perfor-
mance of a battery of machine learning models after applying different
anonymization techniques on a given dataset, and with different lev-
els, is conducted. Finally, the implementation of a Python library to
anonymize tabular data with the techniques explored in this chapter is
presented.

dvances in the field of data science, artificial intelligence (AI), machine and

deep learning (ML/DL), especially with applications in data analysis and

processing, and their use for decision making, put the focus on the privacy
of the data that is being exploited. In particular, the regulatory requirements, on
the one hand, to publish data in open access, and on the other hand to promote
collaboration between different entities, make it necessary to study and develop
technologies and methods focused on guaranteeing the privacy of the data before
they are published or shared. There are certain types of data that are extremely
important to protect before they are shared or published (as in the case of medical
records) since it is critical to prevent the extraction of sensitive patient information.
The same can be extrapolated to records related to the economic or banking field,
among many others. However, as will be explained below, data that are a priori less
compromising can also allow an attacker to extract sensitive information about an
individual.

The motivation for introducing the concepts of anonymization and pseudony-
mization is clear: to protect the information of individuals, and that they cannot
be identified from it. But first of all, let us start by further introducing the prob-
lem. There are numerous examples that show the need to continue studying and
working on techniques that allow us to achieve a good balance between privacy and
utility for data analysis. For example, suppose that we want to analyze the census
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of Spain, in order to extract knowledge about the population. We know that it is not
enough to remove the name and ID of individuals, because with data such as date of
birth, zip code, gender and marital status, we can obtain a lot of information about
an individual. In fact, a study conducted in 2000 using the 1990 United States of
America census revealed that in 87% of the time, three pieces of information (zip
code, gender and date of birth) are enough to identify someone in a database [36].
Therefore, hiding the most sensitive information, such as name, phone number or
ID number, may not be enough if the rest of the attributes that seem harmless (date
of birth, gender, city, etc.) remain intact, because when combined with other pub-
licly available data (linkage attacks), there can lead to revealing the identity of the
individuals represented in the data or sensitive information about them.

An example that is classically presented when studying anonymization tech-
niques is that of the known as the Netflix Prize. The goal of this contest was for
participants to create an algorithm to recommend to users the movies that best
fit their preferences. To do this, they had “anonymized” user data provided by
Netflix, replacing the user’s name with a numeric ID, as well as the movie name,
but showing the rate and the grade rate. Researchers from from the University of
Texas at Austin [37] demonstrated that they could identify users by their movie
ratings by combining this information with the public IMDb database. Although
apparently this information may not seem to be of great importance, the same re-
searchers revealed that an individual’s political orientation and religious opinion
can be revealed by his or her opinions on different movies [38]. As discussed in the
introduction, being able to extract this type of data on a specific individual due to
lack of anonymity is a very serious violation of privacy, due to social risks that an
individual may suffer when this private information is exposed.

Examples as simple as the above show the need to properly apply different
anonymization techniques when dealing with personal data. However, problems
are encountered when trying to maintain this balance between privacy and pre-
serving as much information as possible, so that data remains usable. If in the case
of the Netflix Prize the information on the ratings given by users had been hidden,
the objective would simply not have made sense, but as we will see below, tech-
niques could have been applied to make re-identification more complex.

Another example can be seen in the case of the Taxis of New York City. In
2014, the New York City Taxi and Limousine Commission (TLC) made public data
recorded by cab GPS systems, comprised of more than 173 million individual taxi
trips taken in New York City during 2013. The fact of publishing this data openly
was considered useful for urban transportation research and planning, however,
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the controversy arises from the privacy risks derived from this publication. But, is
it really important to anonymize cab trip data? Well, actually, knowing where a cer-
tain person takes a taxi, how much he/she pays for it, the tip left to the taxi driver,
or where is going, can reveal private information. The information published in
this dataset: exact location, time, tip given, price, etc combined with a dataset with
images of celebrities getting into cabs, allowed to reveal much of the sensitive in-
formation mentioned for certain celebrities. In addition, the data on the medallion
and driver license IDs had been pseudonymized in the original dataset using the
cryptographic algorithm known as MD5, so it could be de-anonymized quite easily
[39], for example via a brute force attack, generating all the possible combinations
of the licenses and applying such algorithm.

For now, we have used the terms of anonymization and pseudonymization.
What are the differences between these two terms? When do we use one or the
other technique? To address these questions, let us take a look to the following
definitions:

Definition 2.0.1. Pseudonymization. The General Data Protection Regulation
(GDPR) defines the concept of pseudonymization as “the processing of personal
data in such a manner that the personal data can no longer be attributed to a spe-
cific data subject without the use of additional information, provided that such
additional information is kept separately and is subject to technical and organiza-
tional measures to ensure that the personal data are not attributed to an identified
or identifiable natural person” [40].

Definition 2.0.2. Anonymization. The GDPR defines the concept of anonymous
data as “information which does not relate to an identified or identifiable natural
person or to personal data rendered anonymous in such a manner that the data
subject is not or no longer identifiable” [40].

According to definitions 2.0.1 and 2.0.2, it is clear that the concepts of pseudo-
nymization and anonymization are not interchangeable, in fact, anonymous data
cannot be associated to specific individuals, unlike pseudonymized data. For ex-
ample, note that encrypting data is not an anonymization technique, but a pseudo-
anonymization technique. In fact, according to the GDPR, pseudonymized data are
personal data, but not anonymized ones. When to use one technique or another
depends on the type of records available and the purpose of the database, as well
as on the columns of the dataset in the case of tabular data: for example, if one
of them is the ID number, we will probably be interested in either suppressing that
information, or applying a pseudo-anonymization technique such as encrypting it

or even transforming it using, for example, an approach based on random numbers.
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In this chapter we focus in particular on the anonymization of tabular data
and/or metadata or information that can be converted to this format for the pri-
vatization process. Therefore, in the following chart we introduce some important
concepts related to the characteristics of a tabular database.

BASIC CONCEPTS - TABULAR DATABASE

* Identifiers: are those variables in a database that make it possible to
unequivocally identify an individual. The most common examples are
the name and surname, identification number, email, phone number, etc.

* Quasi-identifiers (QI): these are the variables in a database that when
combined can allow to identify an individual or a group, and which are
accessible to an attacker. Although individually they may seem to be
irrelevant information, as we have already mentioned combined with
other information, they can reveal the identity of the individual. Some
classic examples include age, date of birth, city of residence, gender, etc.

* Sensitive Attributes (SA): are database properties that should not be
associated with individuals because they are considered sensitive infor-
mation. For example, in the case of medical databases, the sensitive
attribute can be the illness of the patient or the duration and reason for
an hospital admission.

* Insensitive attributes: are the properties or information of an individ-
ual, which are present in the database, but do not involve any risk. Ex-
amples of such attributes depend on the database in question and the
information available. For example, a person’s preferences, such as fa-
vorite series or movies, religion or political views in some cases may be
QIs when combined with other information, in others they may be in-
sensitive and in other cases it may be the sensitive attribute to protect.

* Equivalence Class (EC): is a partition of the dataset in which all quasi-
identifiers have the same value within the equivalence class. That is,
users that are in the same equivalence class are indistinguishable with
respect to QIs. Note that the values of the sensitive attributes do not

have to be the same for all equivalence class entries.

In this sense, identifiers should be removed from the database. A priori, if no
transformation is applied to a tabular data base, it is very likely that each row or
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record in the data base will form an equivalence class. Then, in order to obtain
different equivalence classes, the quasi-identifiers can be processed using the tech-
nique known as generalization based in hierarchies which can be defined as follows
(see, among others, [41]):

Definition 2.0.3. Database generalization (without records suppression). Be £
a database and QI the set of quasi-identifiers of the database. £’ is a generalization
(without records suppression) of & iff |§| = |&’| and &’ can be ordered verifying
that & {J € Y(&; ;) (where y(x) is a generalization function which returns the set
of generalizations of the value x) for every row i and Vj € cols(QI), where cols(QI)
are the columns of the database which correspond with the quasi-identifiers. If
known values are generalized into unknown values, setting it, for example, to x,
this is called cell suppression.

Note that in some cases we can allow record suppression in the generalized
database for a achieving certain privacy constraint. In that case, in the previous
Definition 2.0.3 we have that |&| > |&’|.

Now, let us introduce the concept of hierarchy:

Definition 2.0.4. Hierarchy. Let QI be the set of quasi-identifiers of a database
&, we define a hierarchy h; over a certain quasi-identifier ¢; (i € {1,...|Q|}) as a
mapping from &£(q;) to £(q§1)), hy : &(q;)) — £(q§1)), with &(g;) the initial set of
values of ¢; in &, and & (qgl)) being the new set of new values of q; once generalized
(first transformation).

Thus, let {xq,...,x,,} € £(q;) be the set of unique values taken by the attribute
q; in &, the function h; assigns h;(x;) = y; Vi € {1,...,m}. Note that different
values of x; can take the same value y; j € {1,...,p}, p < m. Also, note that h; is
supposed to operate upon all the values of £(q;).

Thus, we can define n mapping h; Vi € {1,...,n} to generalize the attribute g;
as much as necessary by applying a new hierarchy over each state of the database:
hy : €(g) — E(gi), by E@) — E@@), - hy 2 E(g ) — E(g™). Then,
for the quasi-identifier q; we define a set of hierarchies Hy = {hy,...,h,}, with n
the number of possible transformations for g;.

Example 2.0.1. Let us consider the database given in Table 2.1 in which certain
characteristics of some patients are shown, such as the age, sex and some medical
conditions. Then, be the quasi-identifiers age, sex, blood Pressure levels (BP), choles-
terol and Na to potassium ration (Na to K), and drug the sensitive attribute (the drug
that should be administered according to each patient condition). This example is
composed of the first 10 rows of the drug classification dataset (available in Kaggle
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[2]) and its main purpose is to apply ML/DP techniques to predict the appropriate

drug for each patient based on his/her age, sex and medical conditions.

Age Sex BP Cholesterol NatoK Drug
23 F HIGH HIGH 25.355 DrugY
47 M LOW HIGH 13.093  DrugC
47 M LOW HIGH 10.114 DrugC
28 F  NORMAL HIGH 7.798  DrugX
61 F LOW HIGH 18.043  DrugY
22 F  NORMAL HIGH 8.607  DrugX
49 F  NORMAL HIGH 16.275 DrugyY
41 M LOW HIGH 11.037 DrugC
60 M  NORMAL HIGH 15.171  DrugY
43 M LOW NORMAL 19.368 DrugY

Table 2.1: Original database (extracted from the first 10 rows of drug classification

dataset [2], available in Kaggle).

It can be observed that no row is equal to another with respect to the QIs. There-

fore, in Table 2.2, a generalization of this dataset with respect to the numerical QIs

Age and Na to K is shown using interval based hierarchies.

Age Sex BP Cholesterol NatoK Drug
[20,25) F HIGH HIGH [25,30) DrugY
[45,50) M LOW HIGH [10,15) DrugC
[45,50) M LOW HIGH [10,15) DrugC
[25,30) F  NORMAL HIGH [5,10) DrugX
[60,65) F LOW HIGH [15,20) DrugY
[20,25) F NORMAL HIGH [5,10) DrugX
[45,50) F NORMAL HIGH [15,20) DrugY
[40,45) M LOW HIGH [10,15) DrugC
[60,65) M NORMAL HIGH [15,20) DrugY
[40,45) M LOW NORMAL  [15,20) DrugY

Table 2.2: Database obtained generalizing the QI Age and Na to K.

In the previous table it can be seen that with such a generalization, there is only
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one equivalence class that has more than one row, the one formed by rows 2 and 3
(highlighted in yellow). With an even greater generalization on the attributes Age
and Na to K, and applying suppression on the quasi-identifiers BP and Cholesterol,
as done in Table 2.3, a new equivalence class formed by two rows, 4 and 6, is
obtained, and the one formed by rows 2 and 3, now also contains row 8.

Age Sex BP Cholesterol NatoK Drug

[20,30) F [15,30) DrugY
[40,50) M * * [0,15) DrugC
[40,50) M ¥ * [0,15) DrugC
[20,30) F & & [0,15) DrugX
[60,70) F  * * [15,30) Drugy
[20,30) F & [0,15) DrugX
[40,50) F * * [15,30) DrugyY
[40,50) M ¥ * [0,15) DrugC
[60,70) M  * * [15,30) DrugY
[40,50) M [15,30) DrugY

Table 2.3: Database obtained generalizing the QI Age and Na to K, and suppressing
BP and Cholesterol.

Despite the deletion of information from two quasi-identifiers, there are five
equivalence classes that consist of a single row (note that there are only ten rows),
which again indicates the need to develop techniques that allow us to achieve the
desired balance between privacy and data utility (since there will be information
that we do not want to delete or overgeneralize).

It is important to note that the initial information can be very sensitive because
it contains information about individuals, but also very significant due to the value
it can provide to different pharmaceutical companies in their production strategies
and marketing campaigns for the design and sale of drugs.

2.1 Pseudonymization Techniques

The information exchange and communication of sensitive data is essential in many
sectors, such as banking, economics, education, medicine and research. It is there-
fore critical to implement preventive measures to protect the privacy of such data,
which raises numerous challenges as discussed throughout this thesis. In section
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we will present a technique that opens up a different paradigm beyong anonymiza-
tion by facilitating the processing of personal data while providing solid guarantees
of their security: pseudonymization.

Essentially and concisely, pseudonymization is the masking of individual identi-
fiers in a database by pseudonyms. This technique is explicitly mentioned in Article
25 of the GDPR, hence its special interest and attention. Pseudonymization is a de-
identification technique, which aims to remove the potential association between
the identifiers in a database and the individual. To do this, we must establish a link
between the original data and the pseudonyms applied to them, called an associ-
ation table. This correspondence or association table can only be accessed by the
entity that carried out the pseudonymization process, which we call the pseudony-
mization entity.

In the recital number 28 of the GDPR (April 27th 2016), is stated the following
assumption concerning why and when apply pseudonymization techniques to data:

The application of pseudonymisation to personal data can reduce the risks
to the data subjects concerned and help controllers and processors to meet
their data-protection obligations.

In addition, the Article 32(1) of GDPR states the following concerning security
of processing:

Taking into account the state of the art, the costs of implementation and
the nature, scope, context and purposes of processing as well as the risk of
varying likelihood and severity for the rights and freedoms of natural per-
sons, the controller and the processor shall implement appropriate techni-
cal and organisational measures to ensure a level of security appropriate

to the risk, including inter alia as appropriate:

(a) the pseudonymisation and encryption of personal data;

(b) the ability to ensure the ongoing confidentiality, integrity, availabil-
ity and resilience of processing systems and services;

(c) the ability to restore the availability and access to personal data in
a timely manner in the event of a physical or technical incident;

(d) a process for regularly testing, assessing and evaluating the effec-
tiveness of technical and organisational measures for ensuring the
security of the processing.
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This means that in view of the GDPR, pseudonymization can be an suitable
technical and organizational measure in order to provide an appropriate level of
security.

2.1.1 Classic Methods

We can essentially distinguish three types of methods depending on how pseudo-
nymization techniques are applied:

* Deterministic: the same pseudonym will always be used for the same data.
For example, if the pseudonym “abcd” is always used for the name ‘Juan” in
database A, the same pseudonym will be used in database B.

¢ Document randomization: within the same document or database, the same
pseudonyms will always be used for the same data, but only at the local appli-
cation level (that is, within the same document). In this case, if in database
A the pseudonym “abcd” is used for the name ‘Juan”, in database B another
pseudonym may be used (e.g. “efgh”), but always the same one within the
database.

* Random: for the same data, a different pseudonym is always used. In this
case, given a database, the pseudonym used for the name ‘Juan” may change
in different records, e.g. it may be in one case “abcd”, in another “efgh”, in
another “jkl”, etc.

Some of the most classic techniques used to pseudonimize data are presented
in the following, according with the best practices stated by the European Union
Agency for Cybersecurity (ENISA) in the report “Pseudonymisation techniques and
best practices” [42].

2.1.1.1 Counters and Random Numbers

The first idea that usually arises for obfuscating an identifier is to replace it with a
numerical value. The intuitive idea of using a counter is a first approximation, so
that each identifier is substituted in an orderly manner by an integer. That is, the
identifiers are substituted by a number chosen by a monotonic counter. However,
the sequential character of the counter can still provide information on the order
of the data within a dataset.

A more viable option that also arises intuitively is to perform this value-number
assignment randomly, without using a counter. Thus, each value of the identifier
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will be associated with a random number. If this is done deterministically within
the dataset itself, for the same identifier value the same random number will always
be applied, whereas this will not be the case if the association is done randomly in
the dataset. It is important to note that in the second case a collision may occur in
the case of two identifiers being associated to the same pseudonym. In this line, an
random number generator (RNG) can be used for this purpose. More precisely, as
a general rule, a pseudorandom number generator (PRNG) will be used, since the
sequence will be generated from an initial value (seed).

In both cases, once a pseudonym is associated to each value of the identifier to
be pseudonymized, the relationship between the two (real value and pseudonym)
must be stored in a mapping table.

Using random numbers as pseudonyms gives a better guarantee of security than
simply using a counter because if the mapping table is not compromised, an attacker
will find it difficult to extract information, since the pseudonyms were generated
randomly.

2.1.1.2 Hash Functions

We now turn to cryptographic systems, which are based on three fundamental types
of algorithms: symmetric key, asymmetric key and hash functions. If we think of
pseudonymization as an approach in which personal data is protected by replacing
direct identifiers with pseudonyms in a reversible way, hash functions are of special
relevance. An introduction to cryptographic systems and to the symmetric and
asymmetric key methods is given Section A.3 from Appendix A as a reference for
the reader.

A hash function is cryptographic system based on a computational function that
maps an input of an arbitrary size to values of a fixed size. The formal definition is
given as follows:

Definition 2.1.1. Hash function. A hash function ¢ : D — R verifies:
* Vx € D, #(x) € R always has the same length, regardless of the length of x.

* Given x € D and 5#(x) € R, it must be computationally complex to find
y €D, y # x, such as #(x) = #(y).

* Given r € R it must be computationally complex to find x € D with #(x) € R
such as ##(x)=r.

The digest is the output obtained from a hash function. The main property of
the hash functions is that for two different inputs, the digest generated by the hash
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function must always be different (so that no collision occurs), or at least it must
be computationally complex to find a collision. In this line, we have two kind of
properties concerning resistance to collisions:

* Weak resistance: if it is computationally easy to find a pair x, y € D such as
H(x)=H(y).

* Strong resistance: if it is computationally complex to find a pair x,y € D
such as #(x) = 7#(y).

The list of cryptographic hash function is wide and the most widely known are
the two following families:

* Message digest functions (MD). It combines a compression function f with
an output function g. Some examples are: MD2, MD4, MD5, MD6. The most
widely used is MD5, which generates a 128-bit hash. This hash function
was widely used in software development, but collisions have been found.
Typically, 128-bits (16-bytes) MD5 hashes are represented as a sequence of
32 hexadecimal digits.

* Secure hash algorithms (SHA): It is a family of six algorithms: SHA-i with
i =0,1,224,256,384,512. For i = 0,1 the output block length is 160 bits
(40 digits in hexadecimal format). However, SHA-1 is not collision resistant
so its use is discouraged. For i = 224,256,384,512, the output block length
is i bits. SHA-256 is more secure than MD5 or SHA-1. However it is 20-30%
slower.

2.1.1.3 Hash Function with Authentication Code

Hash-based Message Authentication Code (HMAC) methods aim to use together a
hash function and a secret key. Specifically, the idea is that with HMAC we need
to use a secret shared key for calculating and verifying the message authentication
values [43]. In addition, this protocol uses generic cryptographic hash functions
such as the ones mentioned above. For example, we will denote as HMAC-MD5 the
case in which we use a hash function MD5 with a secret key under the scheme of
the HMAC method. The key used for HMAC can be of any length but if L is the byte-
length of hash outputs, then is recommended to use keys with more that L bytes in
order to increase the security [43]. Some implementation notes on this approach
can be found in [43] and in [44], the last using SHA-256 as hash function.
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2.1.1.4 Encryption

Intuitively, encryption consists of applying a bidirectional (reversible) cryptographic
function that transforms the input identifier data into values that can be trans-
formed back into their original format using a key.

As explained when presenting the hash functions, we can think about symmet-
ric and asymmetric encryption, according to the pair of keys used. For example,
concerning public-key cryptosystem (see , the RSA algorithm (September 1983)
is widely used, which is a deterministic encryption algorithm verifying the multi-
plicative property. The scheme of the RSA protocol is given below (note that some
assumptions for this protocol and theoretical concepts are reviewed in Appendix A):

RSA cryptosystem scheme
1 Select two primes p and q.
2 Computen=p-q.

3 Compute the Euler function ¢(n). As p and q are two prime numbers,

¢p(n)=(p—-1)-(g—1).
4 Select e verifying 1 < e < ¢(n), with gecd(e, p(n)) =1.
5 Calculate d verifying e - d = 1 (mod ¢ (n)).

6 The public key is (e,n) (modulus and encryption exponent), and the
private key is (d,n) (modulus and decryption exponent).

Example 2.1.1. In this example we show how to calculate the public and private
keys for the RSA cryptosystem and how to encrypt and decrypt a plaintext:

Be p =31, g = 37, then n = 31-37 = 1147 and ¢(n) = 1080. We have to
select e verifying 1 < e < ¢(n), with gcd(e, ¢ (n)) = 1, for example, e = 23. Now,
we calculate d verifying e - d = 1 (mod ¢(n)), that is d - 23 = 1 (mod 1080). For
doing this we can use de extended Euclidean algorithm and we get that d = 47 as

follows:
1080 =23-46+22 1=23—-22-1
23=22-1+1 1=23—(1080—23-46)-1
22=1-22+0 1=23-47—-1080

Then, the public key is (e,n) = (23,1147) and the private key is (d,n) =
(47,1147). Now suppose that we want to encrypt ¢ = 5. First, we get that enc(c) =
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c® (mod n) = ¢ (mod 1147) = 242. Then, the decryption of enc(c) = 242 is
¢’ =enc(c)? (mod n) = 2424 (mod 1147) =5.

The above techniques (counters, RNG, hash functions, HMAC and encryption)
can be applied to define pseudonyms for identifiers in a tabular database. Usually,
these pseudonyms are stored in a mapping table, in case it is necessary to reverse
the process. The following is an example of how to apply each of these techniques
to a specific case.

Example 2.1.2. Let us consider the database given in Table 2.4 with the identifier
filed name, age as quasi-identifier and temperament as sensitive attribute.

Name Age Temperament

Bernarda 60  Authoritarian
Angustias 39 Distressed
Magdalena 30 Depressive
Amelia 27 Submissive
Martirio 24 Jealous
Adela 20 Rebel

Table 2.4: Example of database to pseudonymize for the identifier name.

Table 2.5 presents a pseudonymized version applying the hash function MD5 to
the identifier.

Name Age Temperament

0538701bb2679f0e2a927352ae852f30 60  Authoritarian
5d2dab4f125ce4b655fa5bde98523295 39 Distressed
a9a217a75f0848afa3a801eafbf61b8b 30 Depressive
93eab6597c¢3cbd06e93a46b9f5368732d 27 Submissive
21884a11d48d01a58f9976c4d55088b8 24 Jealous
652c32e3acec34c19d209ebca0a0dedl 20 Rebel

Table 2.5: Pseudonymized version of Table 2.4 applying MD5 to the field name.

In addition, Table 2.6 shows the resulting pseudonyms based on the 5 tech-
niques presented above: counter, RNG, hash function, HMAC and encryption. Specif-
ically, for the case of the hash function MD5 has been used, and for HMAC MD5 with
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the key “lcdba” (HMAC-MD5). For encryption, the RSA protocol has been applied
with 28 as the number of bits required to store n.

Identifier Method Pseudonym
Counter 1
RNG 18
Bernarda Hash (MD5) 0538701bb2679f0e2a927352ae852f30
HMAC (MD5) 257¢358d04158a2b3felale9b36ac6f0
Encryption laeaOc8ab176125286aba79615fbcc39ffa7¢3f85887abf37333e7cbede3f043
Counter 2
RNG 73
Angustias Hash (MD5) 5d2dab4f125ce4b655fa5bde98523295
HMAC (MD5) dd82da91eldeddfb197955edee23e8f8
Encryption 7894977b4fd9e85b18b67a339cd30208ce657cecb82d36bfea96950e197a9e3d
Counter 3
RNG 98
Magdalena  Hash (MDS5) a9a217a75f0848afa3a801eafbf61b8b
HMAC (MD5) dd82da91eldeddfb197955edee23e8f8
Encryption 61d94b914922744577dcffb4c26c6c6f4504dbf88c348dalb0c3d124fa966(7f
Counter 4
RNG 9
Amelia Hash (MD5) 93ea6597c¢3cbd06e93a46b9f5368732d
HMAC (MD5) ¢585f3e8057a6f4ac8c177b036b51bd9
Encryption 9a02b98b84c2eble34e5863aefe8dcf04de589d4cdb819¢112f26950dbd58811
Counter 5
RNG 33
Martirio Hash (MD5) 21884a11d48d01a58f9976c¢4d55088b8
HMAC (MD5) 63418906ef1{bf429692047bc2688ae5
Encryption 2a202164e189d796777b6ad22fc050eb9678eb268174b2322121b26b5bcb6d5¢
Counter 6
RNG 16
Adela Hash (MD5) 652c32e3acec34c19d209ebca0a0dedl
HMAC (MD5) 5d87eaae826e1c66ed5b7817b6267c7e
Encryption 9aac19f8a138d5d3e570007f53afe43b59f01474d7ae5¢c74313672a846282a08

Table 2.6: Mapping of the identifier (name) using five pseudonymization methods.

2.2 Anonymization Techniques

In this section, a battery of techniques used in order to achieve data anonymiza-
tion, is presented. In all of them, a parameter is defined according to the level of
anonymization on the basis of the type of attack to be avoided and the desired level

of anonymization.
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First, note that an example of generalization scheme can be given by the follow-
ing diagram, with different levels of hierarchy, where XY Z are all possible values
of a sensitive attribute:

XYZ
‘ \
X / Y z
/ \ / \ \ \
X, X, Y, Y, Z Zy
\ \ \ \ \ \

| X1,15X1,2 | | X2,15X2,2 | | Y1,1,X1,2: 1,3 | |J’2,1,J’2,2 | |Z1,1:21,2 | | %215%22 |

Be & = {xX11,X12,X21,X22, Y11, Y12, Y13, ¥2,1> Y2.2, 21,1, %12, 32,1, %2 2} the set of
possible values for a given sensitive attribute of a database, let us look at some of
the possible different levels of generalization:

a) No generalization: do not change the values for the sensitive attribute.

b) Transform [x; ;,x; 5] into X; and [x;, X, 5] into X,. All other values remain
unchanged.

©) Transform [xy;,x,] into X3, [x51,X35] into Xs, [¥11,¥1,2,¥1,3] into 17,
[¥21,Y22] into Yy, [2; 1,21 5] into Z; and [2,5,2,,] into Z,.

d) Transform [xy 1, Xy 2, X1, X22]INt0 X, [¥11, Y12, ¥1,3]into Yy, [y51, y2 2] into
Y,, [211,%1,] into Z; and [2, 1,2, ,] into Z,.

e) Transform [xy1,X; 5, X1, X25] into X, [¥11,¥1,2,Y1,3: Y21, Y2,2] into ¥ and
[21,1,212,%2,1,%2] into Z.

f) Transform all the values to XY Z.

Before going on to study each of some of the most popular anonymization tech-
niques, it should be pointed out that essentially two approaches can be considered
to anonymize by means of generalization: local recording and global recording [45].

* Local recording: values can be generalized to different domain levels of the
hierarchy. Some examples are b) and d) from the previous list.

* Global recording: all values must be generalized to the same domain level of
the hierarchy. Some examples are c), e¢) and f) from the previous list.
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2.2.1 k-anonymity

The method of k-anonymity is one of the most classic and well-known anonymiza-
tion techniques. As will be exposed bellow, it is a very simple method that allows
us to reduce the risk of re-identification considerably. This technique was first pro-
posed in 2002 by L. Sweeney in [46] as a formal protection to re-identification at-
tacks. It is a mathematical definition acting on the equivalence classes of a database
as follows:

Definition 2.2.1. k-anonymity. Given a database &, it verifies k-anonymity if each
equivalence class of & has at least k rows.

Proposition 2.2.1. Any database verifying k-anonymity for a given value k’ fulfills
that for each row in the database, there are at least k' — 1 records that are indistin-
guishable regarding the set of quasi-identifiers.

Proof. Trivial from definition. O

Proposition 2.2.2. Any database verifies k-anonymity with k = 1.

Proof. Trivial from definition. O

Proposition 2.2.3. Be & a database with |§| = N. If there is a QI that takes N
different values in the database, then k =1 for k-anonymity.

Proof. If dqi in the set of QI of & that takes N different values (|£(qi)| = N), then
there will be N equivalence classes in the database with only one row each of them.
(]

In view of the definition, if we have a database verifying k-anonymity for k > 1,
the risk of re-identification is reduced, since there will be at least two rows of the
database identical with respect to the QI, i.e. two individuals indistinguishable
(with respect to the quasi-identifiers). However, this does not give us any guarantee
on the sensitive attributes. Hence, the need to introduce other techniques such as
those that will be presented in the following sections.

In order to calculate k for k-anonymity we need to know the rows which com-
pose each equivalence classes. To do that, the pseudocode exposed in Algorithm 1
can be followed:
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Algorithm 1 Gets the equivalence classes of a database
INPUT: data, dataset under study
INPUT: Q] list with the quasi-identifiers.
OUTPUT: list of equivalence classes

1: function GETEQUIVCLASSES(data, QI)
2 index « [ ] > empty list
3 forqe QI do
4: D « domain(q[data]) > domain of the quasi-identifier in the data
5 tmp « [ ] > empty list
6 for x € D do
7 tmp « tmp +id(data[qg = x]) > add to tmp the index of the rows
with value x for the quasi-identifier q
8: end for
9: index < index + tmp > add to the list
10: end for
11: Sort index in decreasing order of length
12: while length of index > 1 do
13: index « intersect(index) > intersect is an auxiliary function that
intersects the values in the first and second position of the index list
14: Sort index in decreasing order of length
15: end while
16: ec < index
17: return ec

18: end function

In view of Algorithm 1, we have a list of length the number of equivalence
classes, where at position i we have a list with the rows that compose the equiva-
lence class i. Once we have calculated the equivalence classes, to obtain the value
of k for k-anonymity is immediate, as it is enough to take the minimum length of
all the equivalence classes.

Finally, different methods for achieving k-anonymity constitute the state of the
art, such as mondrian, incognito and datafly. These algorithms will be reviewed
in Section 2.8.1. It is important to note that the main idea behind these methods
can be used as basis for anonymizing a database regarding the other anonymity
techniques that will be explained in the reminder of this chapter. In fact, this will
be detailed in Section 2.8.
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2.2.2 (a,k)-anonymity

While k-anonymity reduces the risk of re-identification, it does not protect sensitive
attributes. In Table 2.7 a simple example of a 2-anonymous database is presented.
In this case, the quasi-identifiers are Age, Sex and City, and Disease (the disease the
individual has), is the sensitive attribute. Although the database is 2-anonymous, it
is simple to note that if we know a woman with 23 year, living in Madrid, and which
is in the database, immediately we will know that the disease she has is pneumonia.
As will be explained in Section 2.3, this is known as an homogeneity attack.

Age Sex City Disease
[20,25) F Madrid Pneumonia
[20,25) F Madrid Pneumonia
[25,30) M  Barcelona Appendicitis
[25,30) M Barcelona Coronary heart disease
[25,30) M Barcelona Pneumonia

Table 2.7: Example of a k-anonymous database with k = 2.

To take into account the risk of sensitive attribute extraction, we introduce a new
condition in addition to k-anonymity: for all equivalence classes, the frequency of
each sensitive attribute value must not be greater than a (see [47]).

Definition 2.2.2. (a,k)-anonymity (only one sensitive attribute). Given a database
& with only one sensitive attribute, it verifies (a,k)-anonymity if it verifies k-
anonymity and the frequency of each value of the sensitive attribute is not greater
than a in each equivalence class.

For Table 2.7, the minimum value we can take for a is 1 (which is also the
maximum). However, if we eliminate the first equivalence class (rows 1 and 2),
and keep only the second equivalence class (rows 3, 4 and 5), the minimum value
of a would now be 1/3.

Proposition 2.2.4. Be & a k-anonymous database, then the value of a for (a, k)-
anonymity must be in the interval [1/k,1].

Proof. Trivial from definition. O
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2.2.3 ({-diversity

The idea behind £-diversity was introduced in 2007 by A. Machanavajjhala et al. in
[48]. It is actually similar to the purpose of the a parameter in (a,k)-anonymity.

Definition 2.2.3. £-diversity (only one sensitive attribute). Given a k-anonymous
database &, if there is only one sensitive attribute, & verifies £-diversity if each
equivalence class has at least ¢ different values for the sensitive attribute.

In this case, instead of using the frequency of each value of the sensitive attribute
as in the case of (a,k)-anonymity, the objective is to have a large number of different
values for the sensitive attribute. In other words, the parameter £ measures the level
of diversity of the sensitive attribute, the higher the value of £, the more different
values, and therefore, more protection from extraction of sensitive attributes.

Proposition 2.2.5. Any database verifies £-diversity for £ = 1.

Proof. Trivial from definition. O

Remark 2.2.1. Note that we have talked about both £-diversity and (a, k)-anonymity
only for the case where the database has a single sensitive attribute. However, this
does not always have to be the case. Then, in case of multiple sensitive attributes,
we can take two options:

1. Calculate the different properties for each of the sensitive attributes individ-
ually, and take the maximum or minimum as appropriate. For example, in
the case of ¢-diversity, the minimum value obtained for £ in each case, but for
(a,k)-anonymity, the maximum value for a should be taken.

2. Calculate the different properties for each of the sensitive attributes individu-
ally but modifying the quasi-identifiers. That is, let Q be original the set of
quasi-identifiers, and S the set of sensitive attributes. If we want to apply or
check these properties (for example, calculate the value of ¢ for {-diversity)
for each sensitive attribute S; € S, the set of quasi-identifiers considered in
each case would change (and with it the different equivalence classes), so
that now it will be QU (S\ S;).

Note that this two approaches will be further explained in Section 2.6. In order
to motivate the introduction of the second approach in Remark 2.2.1, Table 2.8 is
presented.
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Age Sex City Disease Hospitalization date
[20,25) F Madrid Pneumonia April 2022
[20,25) F Madrid Pneumonia March 2022
[25,30) M  Barcelona Appendicitis March 2022
[25,30) M  Barcelona Coronary heart disease February 2022
[25,30) M  Barcelona Pneumonia March 2022

Table 2.8: Database given in Table 2.7 with a new sensitive attribute: Hospitaliza-
tion date.

In the previous table, as in Table 2.7, the quasi-identifiers are Age, Sex and
City, but know, in addition to the sensitive attribute Disease, we introduce another
one sensitive attribute: Hospitalization Date. Then, is attacker know someone who
is in this database, it would be simple (for example if it is a neighbor) to know
his or her sex, age and city. Let us suppose it is the case of a man, 27 years old,
from Barcelona. In view of the three quasi-identifiers, the attacker could know
that the disease for which he was admitted could be appendicitis, pneumonia or a
coronary heart disease. However, if the attacker also knows the date of admission,
for example, if he/she knew that the hospitalization was in February 2022, then
with a 100% certainty he/she would know the cause of hospitalization: coronary
heart disease.

Therefore, it is important to consider approach 2 given in Remark 2.2.1 to avoid
that information can be extracted from some of the sensitive attributes. It is easy to
see that this is a much more restrictive approach, and moreover, much more com-
putationally complex, because the equivalence classes will have to be recalculated
for each sensitive attribute under analysis.

Definition 2.2.4. (-diversity (generalizing to multiple sensitive attributes). Be
& a k-anonymous database and SA the set of sensitive attributes. Then, & verifies
L-diversity (by generalization) if each equivalence class has at least [ different
values for each sensitive attribute S, VS € SA.

Definition 2.2.5. {-diversity (with multiple sensitive attributes). Be £ a database
with the set of quasi-identifiers Q = {Q1,Qs,...,Q,}, and of sensitive attributes
S ={S,41>Sn+2>Sn+m}- Then, & is {-diverse if Vi € {n+1,...,n+m}, & is £-diverse
when §; is treated as the only sensitive attribute and considering the set of quasi-
identifiers: QU (S\ S;).

From now on, as we can take either of the two ways to apply the different
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anonymization techniques when there is more than one sensitive attribute (i.e. gen-
eralizing or updating the set of quasi-identifiers), in the following we will give only
the definition of the different properties for a single sensitive attribute (the defini-
tion for the case of multiple attributes comes trivially from Remark 2.2.1 and the
definition for one attribute in each case).

2.2.4 Entropy (-diversity

The concept of entropy {£-diversity was first introduced by [49] in order to defend
against the problem of homogeneity (Section 2.3).

Definition 2.2.6. Entropy £-diversity (one sensitive attribute). Be £ a database
with only one sensitive attribute S and D the domain of S. Be EC an equivalence
class of &, and p(EC,s) the fraction of records in EC that have as sensitive attribute
S the value s. Then, the entropy of an equivalence class EC with respect the sensitive
attribute S is defined as follows:

Entropy(EC,S) = —Zp(EC,s)log(p(EC,s))

s€D
The database &£ has entropy £-diversity if for every equivalence class EC of &
it is verified:
Entropy(EC,S) > log(?).
Note: D should be taken as the domain of S in each EC in order to be p(EC,s) >0
and log(p(EC,s)) be defined.

The motivation for using this method instead of £-diversity, comes from the fact
that the entropy increases when frequencies become more uniform, allowing to
capture the notion of well represented groups [48].

Proposition 2.2.6. Be & a database verifying entropy £-diversity for { = {,. Then, &
verifies {-diversity for £ > {,.

Proof. For simplicity, we will proof this proposition by assuming that £ has only one
single sensible attribute S (generalization follows naturally).

If £ verifies entropy £-diversity for £ = {,, then for every equivalence class EC of
&, with D the domain of the sensitive attribute S in the equivalence class:

H(EC)=— Y p(EC,s)log(p(EC,s)) > log(L,)
s€ED

Note that as p(EC,s) is the fraction of records in EC that have the value s as
sensitive attribute for S, then p(EC,s) € (0,1], log(p(EC,s)) <0 and H(EC) = 0.
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Let us proof the proposition by distinguishing different cases:

* If H(EC) =0, then £, < 1 and by Proposition 2.2.5, & verifies £-diversity for
¢£>1,s0{>{,. Also, this case can only be obtained if there is an equivalence
class with |D| =1, and then £ = 1 for £-diversity.

» If {, =1, using again Proposition 2.2.5¢>1=/¢,.

» If {, = 2, suppose by reduction to the absurd that { < 2 = ¢, for {-diversity,
so { = 1. But if £ = 1, that implies that 3EC an equivalence class with
|ID|=1= H(EC)=0>log({,) =log(2) L.

» If {, = n, suppose by reduction to the absurd that { < n ={, for {-diversity.
Then JEC an equivalence class with |D| < n— 1. Suppose |D| = n—1, then,
using that H(EC) is monotonically decreasing® in p(EC,s), the maximum
value which can be reached for H(EC) is achieved for the minimum value of
p(EC,s). Then log(n—1) > H(EC) > log({,) =log(n) L.

Note that for |D| < n— 1, the contradiction is reached in the same way.
O

In view of the previous Proposition, we can conclude (as expected) that entropy
{-diversity is more restrictive than £-diversity.

2.2.5 Recursive (c,/)-diversity

An extension of the {-diversity is now presented: recursive (c,{)-diversity. This tech-
nique aims to ensure that the most common value of a sensitive attribute does not
appear excessively frequently, while for the less common values of that sensitive
attribute, it is intended that they do not appear too infrequently.

Definition 2.2.7. Recursive (c,£)-diversity (one sensitive attribute). Be £ a
database with only one sensitive attribute S verifying £-diversity. Be n the number
of values of the sensitive attribute S in an equivalence class, and r; (j € {1,...,n})
the number of times that the j-th most frequent value of S appears in the equiva-
lence class EC. Then, EC has recursive (c,£)-diversity for the sensitive attribute S
ifry <c(ry+rpyq+...+r,) [48].

A database has recursive (c,£)-diversity if every EC has recursive (c,£)-diversity.

Remark 2.2.2. Some points that can be extracted from the definition:

1For a proof of the monotonicity of the entropy, see for instance [50].
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e If{=1,thenc>1.
* If{ =nthenc>r/r,.

* We are interested in the smallest value of ¢ for which the inequality is satisfied
to be large.

* The main strength of this technique is that if a value s’ of the sensitive at-
tribute S is removed from an equivalence class which verifies (c,£)-diversity,
it is preserved (c,£-1)-diversity.

2.2.6 t-closeness

As an alternative to £-diversity, in order to protect the extraction of information on
sensitive attributes, the concept of t-closeness is proposed. In fact, it can be seen as
an improved version of the £-diversity model.

Definition 2.2.8. t-closeness (one sensitive attribute). Given a database & with
one sensitive attribute S, an equivalence class of & has t-closeness if the distribution
of the values s € S are no more than a distance t apart from the distribution of
the sensitive attribute in the original database. Then, £ has t-closeness iff all the
equivalence classes verify t-closeness.

Note that in order to find the distinction between two distributions, many tech-
niques can be applied. However, we propose to use the following two, which are
very common in the literature (see [51]), according to the type of attribute:

¢ Numerical attributes. Calculate the Earth Mover’s distance (EMD) between
the two distributions using the ordered distance. Be n the number of dif-
ferent values for the sensitive attribute S. As we are considering numerical
attributes, be 2 = {d, ..., d,} the domain of S with v; the lower value and v,
the bigger one. Be # = (p,,...,p,) the overall distribution of each value of
the sensitive attribute in the database £ and £ = (g, ..., q,) the distribution
in an equivalence class EC of £. Then, be r; = q; —p; Vi € {1,...,n}. The
distance between £ and & can be defined as:

i

D(2,?)= #Z >l

i=1 |j=1

» Categorical attributes. In this case, as a total order often does not exist, the
Equal Distance can be applied, that is:

1 n
D(2,2)=7 > Il

i=1
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with £, & and r; defined as in the case of numerical attributes.

With this method, we want the distribution of a sensitive attribute over the
entire database to be close to the distribution in any equivalence class. That is, the
distance between these two distributions is required to be less than a threshold t.
This allows to limit the amount of information about a specific individual that an
attacker can infer [51].

The motivation for including this technique instead of using {-diversity (or one
of its two versions) comes from the need to avoid attribute disclosure and to prevent
similarity and skewness attacks (Section 2.3). That is possible because difference
between the distributions of the sensitive attribute values in each equivalence class,
and in the database in general, is controlled with the parameter t. In addition, in
the case of numerical attributes, by using the ordered distance, similarity attacks
can also be controlled. This does not occur when the £-diversity technique is used, as
in that case only the frequency of a SA value in each equivalence class is measured,
without comparing it with the complete table.

2.2.7 Basic f3-likeness and enhanced f-likeness

Now, two similar techniques are proposed (introduced in 2012 by J. Cao and P, Kar-
ras in [52]), both again with the aim of protecting against skewness and similarity
attacks (Section 2.3): basic 3-likeness and its stronger version, enhanced f3-likeness.

Definition 2.2.9. B-likeness (one sensitive attribute). Given a database & with
only one a sensitive attribute S, be 2 = {d;,...,d,} the domain of S, and & =
{p1,...,p,} the distribution of S in the database £. An equivalence class EC with
distribution of S given by £ = {q,,...,q,} satisfies B-likeness iff max{D(p;,q;) :
p; €P Ap; <q;} < B, with B > 0, and being D(p;, g;) the distance between p; and
g;- Then, & satisfies B-likeness if all the equivalence classes of & satisfy it.

Note that, among others, the relative distance function can be considered, that
is: D(p;,q;) = 5.
Remark 2.2.3. Be & a database with n different values for a sensitive value S. Note
that if the previous definition is fulfilled considering the relative distance function,
then q; < (B + 1)p; Vi € {1,...,n}. As, by definition g; < 1, we are only interested
in considering this bound when (8 + 1)p; < 1, that is p; < ﬁ For those cases in
which the previous condition is not verified, is possible to infer information about
the values of S (those which are more frequent).

That is the motivation for introducing the definition of enhanced f-likeness, in
order to provide more robust privacy.
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Definition 2.2.10. Enhanced f-likeness (one sensitive attribute). Given a database
& with only one sensitive attribute S, be 2 = {d;,...,d,} the domain of S, and
P ={py,...,p,} the distribution of S in the database £. An equivalence class EC
with distribution of S given by £ = {qy,...,q,} satisfies enhanced B-likeness iff
D(p;,q;) = L2 < min{B,—1log(p,)}, Vq; € &, with B > 0 [52]. Then, & satisfies

bi
enhanced B-likeness if all the equivalence classes of & satisfy it.

Considering the previous definition, note that if p; < e, q; < p;(1 + B) (we
are paying attention to those values less frequent in the database), and if p; > e,
then we are paying attention to the most frequent values in the database, because
q; < pi(1—log(p;)) < pi(1+ ).

As in the case of t-closeness, this two methods are used to control the distance
between the distribution of a sensitive attribute in an equivalence class and in the
whole database, so can be specially usefully to avoid skewness attacks.

2.2.8 o-disclosure privacy

To conclude this battery of techniques, let us mention 6-disclosure privacy (defined
in 2008 by J. Brickell and V. Shmatikov in [53]), which, as we can guess from its
name, tries to prevent the disclosure of sensitive attributes.

Definition 2.2.11. §-disclosure privacy (one sensitive attribute). Given a database
& with only one sensitive attribute S, an equivalence class EC of £ is said to be 6-
disclosure private if, Vs € S:

log(%)‘ <96,

being p(EC,s) the frequency of s in EC, and p(&,s) the frequency of s in £. The
database & is 6-disclosure private if every equivalence class in & is 6-disclosure
private.

Remark 2.2.4. From definition, it can be noted that the is an upper and a lower
bound for the distribution of each value s of the sensitive attribute S in each equiv-
alence class EC: e %p(&,s) < p(EC,s) < e®p(&,s). This is an improvement over the
characteristics of f3-likeness methods, where only an upper bound was available.

As in the two previous subsections, this techniques allows to control the differ-
ence between the frequency of a values of a sensitive attribute in an equivalence
class and in the whole database, so it is really interesting its use in order to prevent
from skewness or even inference attacks (Section 2.3).
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2.3 Common Attacks on Anonymized Databases

The following are some of the most common attacks on databases that have been

anonymized. As the simplest way to understand these attacks is through examples,

Table 2.9 is presented for reference for the examples presented in this section:

Age Sex Native country Study level Salary (€)
(20,30] F Italy 3 <30k
(20,30] F Italy 6 > 30k
(30,40] M Spain 4 < 30k
(30,40] M Spain 6 < 30k
(30,40] M Spain 6 <30k
(40,50] F Poland 7 > 30k
(40,50] F Poland 6 > 30k
(40,50] F Germany 6 > 30k
(40,50] F Germany 6 > 30k
(50,60] M Slovakia 4 < 30k
(50,60] M Slovakia 6 > 30k

Table 2.9: Simulated database used as example. Five equivalence classes are sepa-

rated. Set of QIs: Age, Sex and Native country, and SA: Study level?and Salary.

* Re-identification attacks: this kind of attack may occur when the anonymiza-

tion process is reversed. This is one of the simplest attacks on anonymized

databases

Example 2.3.1. Let us see a simple example of a re-identification attack. If

an attackers knows a woman in the database (given in Table 2.9) who is 25

years old, it is immediate to infer that she must be the first or second person

in the table (and we will know at least her native country).

* Linkage attacks: it consists of combining at least two databases that have

previously been anonymized in order to reveal the identity of one of the in-

dividuals in the database.

2See the International Standard Classification of Education (ISCED) for details on the meaning of

this attribute.
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Example 2.3.2. The most simple example of a linkage attack is the one pre-
sented in the introduction about the Netflix prize, where the information given
by the Netflix database, was combined with that of the IMDDb to extract infor-
mation about the users represented in each database.

Background Knowledge Attack: in this kind of attack, the adversary has
some pieces of auxiliary information (about the quasi-identifiers and the sen-

sitive attributes), with can be used to discover sensitive information.

Example 2.3.3. Suppose an attacker knows Alice, who is a woman from Italy,
aged 25 years old. Furthermore, let us assume that although the attacker
does not know the exact level of education of Alice, knows that it at least
encompasses post-secondary non-tertiary education (level 4). Then, with this
auxiliary information, looking at Table 2.9 he/she can conclude that Alice’s
education level is 6 and that her salary is above 30000€.

Homogeneity Attack: in this attack, the value of the sensitive attributes can
be known only by using the quasi-identifiers. For example, it occurs when all
the values for a sensitive attribute in an equivalence class are identical.

Example 2.3.4. If an attacker knows Bob, a man from Spain, aged 35, and
who is in the database, he/she can conclude that his salary is under 30000€.
Moreover, if he knows Charlotte, a woman from Germany who is also in the
database, he/she can infer that her educational level is 6 and that her salary
is above 30000€.

Inference attacks: consists of applying data mining techniques to obtain
knowledge about a database.

Example 2.3.5. As an example of inference attack on Table 2.9, statistical
and data mining techniques by means of ML/DL models could be used to
infer information about salaries once the quasi-identifiers are known (and
additionally the level of education) and make assumptions about different
individuals who are not in the database.

Similarity attack: may occur when the values of a sensitive attribute in an
equivalence class are different but semantically similar, then an adversary can
learn important information.

Example 2.3.6. Suppose an attacker knows Mary, a woman aged 42. Then
he/she can infer, that the level of studies of Mary are of Bachelor or Master,
which provides a similar amount of information about her background.
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* Skewness attack: this kind of attack can occur when a sensitive attribute is
not really frequent in the whole database, but it is extremely frequent in a
concrete equivalence class. Also, when a value is frequent in the database
but infrequent in the whole population.

Example 2.3.7. Note that in Table 2.9, the value 6 (Bachelor’s or equivalent
level) for the sensitive attribute Study level has a frequency of 63.64%, and
suppose that the frequency of this attribute for the whole population is only
about 25% 3. This allows us to deduce that it is very common for someone in
this database to have a value of 6 for the sensitive attribute Study level.

Table 2.10 summarizes the anonimziation techniques introduced previously and
the kind of attacks that they can prevent. This illustrates the need to apply different
techniques and not just the most common ones (such as k-anonymity or {-diversity),
as each is suitable for dealing with different types of attacks. Although one tech-
nique can prevent from several attacks, Table 2.10 shows the main ones. In ad-
dition, some techniques can provide stricter measures of the privacy than others
regarding the same kind of attacks, as is the case for entropy {-diversity and recur-
sive (c,£)-diversity with respect to {-diversity.

Principal attack which prevents

Technique Linkage Re-identification Homogeneity Background Skewness Similarity Inference

;

k-anonymity N NG

(a,k)-anonymity NG v NG
{-diversity v Ng
Entropy (-diversity v v

Recursive (c,{)-diversity NS Vv
t-closeness N v
Basic f3-likeness N
Enhanced f3-likeness Ng

&-disclosure privacy N N

Table 2.10: Anonymization techniques and principal attacks that prevent (among
others). Extracted from [3].

Finally, Figure 2.1 shows the workflow to be followed in order to choose the
proper anonymity technique based on the objective to be achieved in relation to
data privacy, the attacks to be prevented and the level of strictness of the privacy
approach. This scheme can be used as reference for selecting the techniques to be
applied taking into account the objective, the desired level of protection and the
potential attacks to be protected against.

3 According to https://data.worldbank.org/indicator/SE.TER.CUAT.BA.ZS, the percentage of people
in Spain verifying this condition, is about 23.58%.
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[Prevent re-identiﬁcation]

l

[Prevent homogeneity attacks}

|

[( a, k)-anonymity]

[Focus on SA diversity] [entropy K—diversity]
[Stricter measure for the diversity]
[Prevent skewness and inference attacks] [recursive (@ Z)—diversity]

Focus on the frequency and
distribution of the SA values in
the EC and the whole database

f )
Multiplicative
definition for

the measure of

t-closeness —{5 -disclosure privacy]

the difference
between the

|_ distributions |

[Restricts the maximum relative distance]

Consider gain of positive
and negative information

basic f3-likeness —> More robust
definition

[enhanced B -likeness]

Figure 2.1: Guidelines for selecting the anonymization technique to be applied ac-
cording to the data privacy objective to be achieved, the attacks to be prevented
and the level of strictness. Extracted from [5].
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2.4 Privacy-Utility Trade-Off Metrics

As stated in the previous section, it is important to apply different anonymization
techniques to prevent different types of attacks and thus ensure data privacy. How-
ever, it is equally critical to maintain a balance between data utility and privacy.
If we apply some privacy levels via anonymization techniques that are too strict,
we will be reducing the usefulness of the data for further analysis, for example by
means of data mining and machine learning techniques. Therefore, it is key to de-
velop metrics in order to quantify the loss of information derived from anonymiza-
tion.

In the following some metrics frequently used in the literature for evaluating
the balance between privacy and utility are presented:

* Average equivalence class size: Be ¢ the original database, and & the one
anonymized applying a certain value of k for k-anonymity. Be ECs the result-
ing set of equivalence classes. This metric is defined as given in the following
equation.

€]
k|ECs|

CAVGk(gk) = 2.1

In the case in which record suppression is allowed with a limit of 100% in-
stead of analyzing the number of equivalence classes as a function of the
number of initial records (as exposed previously [54]), the number of records
resulting from anonymization in each case will be considered. This is shown
in Equation 2.2, in which ECs is the set of equivalence classes.

I
k|ECs|

Ciye, (&) = (2.2)

* (lassification metric (CM): be N the number of rows of the original dataset.
This metric is defined as follows (see [55]): be & the original (raw) database
and £* the anonymized one:

N

CM(E,£) = > penalty(r), 2.3)

i=1
where penalty(r;) = 1 if the row r; has been deleted or if its associated label
(i.e. SA) takes a value other than the majority value in the equivalence class
to which it belongs, and O otherwise, Vi € {1,...,N} with N the number of
records in the original database.
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* Discernibly Metric (DM): with this metric we aim to measure the level of

indistinguishability of a record regarding others. In this way, we can assign
a penalty to each record equal to the size of the equivalence class to which it
belongs. If the row has been deleted, we assign a penalty equal to the size of
the table. The definition of the classical equation for this metrics is given as
follows [54]: let |&,| be the anonymized database for a value k of k-anonymity
and & be the original database. Let |EC| be the size of the equivalence class
EC and |&] the size of the original database.

pM(IEN = >, IECP+ > [ElEC]. @2.4)

VECs.t.|[EC|>k VECs.t.|[EC|<k

A version of the classical discernibility metric can be considered in order to
penalize the deletion of records (DM™*). As can be seen from the above equa-
tion, all equivalence classes will belong to the first addend of the Equation 2.4
except for the deleted entries (by the definition of k-anonymity). In this sense,
we define DM* as follows: let EC; be the i-th equivalence class, and let N,
be the number of equivalence classes of the &, database:

Nec
DM*(|€k|)=ZIECiI2+|€|2—|€||€kl- (2.5)

i=1

Generalized Information Loss (GILoss): finally, this metric seeks to capture
the loss of information derived from generalizing a specific attribute of the
database. In particular, we present below a version of this metric given in
[54]. For each attribute or quasi-identifier subject to generalization qi; (as-
sume ng; ; the number of available quasi-identifiers/attributes), let L; and U;
be the lower and upper bounds respectively. Each attribute gi; generalizes to
an interval ij with lower and upper bounds L;; and U;;. Thus, let & be the
original database and £* be the anonymity database:

ql Ii‘ U L
GILoss(E*) = |€| ZZ (2.6)
Ngi

11]11

In this case we assume that the attributes that undergo generalization are
only the quasi-identifiers, but there may be cases in which other variables
such as the sensitive attributes are also generalized.
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2.5 Disclosure and Re-Identification Risk Control

In this Section we are going to review some metrics to evaluate and measure the dis-
closure and re-identification risks that may arise when working with tabular data.
Then, let us start by formalizing the definitions of disclosure and re-identification
risk:

Definition 2.5.1. Disclosure risk. According to J. Domingo-Ferrer in [56], when
dealing with statistical disclosure risk, the disclosure risk of an attacker being able
to use the anonymized or sanitized dataset 2’ to obtain sensitive information about
an individual from those included in the original dataset 2.

Definition 2.5.2. Re-identification risk. The re-identification consists of using
the anonymized dataset 2’ to find properties that could increase the risk of indi-
viduals within 2 from being identified.

Firstly, concerning disclosure risk evaluation, we can consider the following met-

rics:

* Entropy-Based Metrics for disclosure risk: These kind of metrics can be
used to quantify the uncertainty or unpredictability associated with the iden-
tification of individuals or disclosure of sensitive information in a dataset. We
can also consider the risk of disclosing information about a QI or a SA given
certain attribute in the database. Specifically, we can consider the following
three metrics:

— Shannon Entropy. This metric is widely used in the field of information
theory, and is employed to measure the uncertainty of an information
source. Given a SA X, Sy the set of possible values that X can take in a
database & and x = (x3,..., X|g,|) the possible values, each of them with
an associated probability P(x;) Vi € {1,...,|Sx|}. The Shannon entropy
[57] of X (H(X)) is given by:

ISx|
H(X) == P(x,)log(P(x,)) @.7)

i=1
- Conditional entropy. Again, it is a metric widely used in information
theory. Specifically, in this case we have two variables and the objective
is to quantify the amount of information needed to describe the out-
come of a random variable X given that the value of another random
variable Y is known. We can consider X a SA and Y a quasi-identifier
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in a database, and this measure of entropy will allow us to infer the risk
of disclosing information about a sensitive attribute X by relying on a
quasi-identifier Y.

Be X a QI in £ and Sy as defined for the Shannon Entropy. Be a QI
Y, Sy the set of possible values that Y can take in a database £ and
Y =(¥1,---»Ys,|) the possible values, each of them with an associated
probability P(y;) Vi € {1,...,|Sy|}. The conditional entropy [57] of X
given Y (denoted as H(X|Y)) is given by:

Sx| ISyl
HX[Y) == > P(x;, y;) log(®(x;ly)) (2.8)

i=1 j=1
— Mutual information. It measures the mutual dependence of the two
random variables. We can use it to know the dependence between two
quasi-identifiers or between a sensitive attribute and a quasi-identifier
and thus analyze the information that can be derived from one based

on the other.

Given the Shannon entropy and the conditional entropy defined above,
the sensitive attribute X and the quasi-identifier Y, the mutual informa-
tion I(X,Y) [57] is given by:

I(X,Y)=H(X)+H(Y)—H(X|Y) >0 (2.9)

* Sensitivity rules for a priori risk assessment. As stated in [58], the assess-

ment of disclosure risk in tabular data is generally performed a priori, i.e.
before the tables are protected or even anonymized. The standard approach
is to use a sensitivity rule to determine whether certain cell of the table is
sensitive to a disclosure attacks and should be protected. Two rules can be
considered to decide whether a given cell is sensitive and may pose a disclo-
sure risk: (n, k)-dominance and pg-rule. The former (now in disuse [58]) was
used in the case of magnitude tables with records associated to individuals
(e.g. for economic databases, and can be used to identify cells with high con-
tributions), while the latter in cases of tabular data in general (to assess the
risk of individual inference).

Specifically, the latter (prior-post rule) [58] is based on the concept of un-
certainty before and after the publication of the data. It assesses whether
the publication of a cell significantly reduces the uncertainty about an indi-
vidual’s contribution to the database, which could lead to the disclosure of
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sensitive information. A cell is considered sensitive if once the table is public
one can estimate the contribution of an individual with a margin of error of
less than p, while q is the margin of error that an individual may have be-
fore the publication of the table when estimating the contribution of other
participants.

Secondly, two metrics of interest to track in relation to re-identification risk
control together with some considerations on the equivalence classes generated

once the data are anonymized, are presented in the following:

* k-map. This method is similar to the idea of k-anonymity but it uses the as-
sumption that an attacker can have an identification database (E) of a subset
S of the population represented in the original £ database that we want to
protect [59]. This assumption makes it less used in practice.

Specifically, it is assumed that the one in charge of anonymizing the database
to be protected &, has access to this identification table (E) and can anonymize
it using k-anonymity in order to get E* With k-map it is established that each
record in the anonymized version of the database £ (£*) is similar to at least
k records of E*

* o-presence. In this case it is again necessary to have an auxiliary population
or identification table that allows to calculate the probability that an indi-
vidual from this identification table is contained in the database to be pro-
tected. Thus, if this probability is in the interval [§,,i,, 6 max ), it is said that
the database & is (6 ,,in> Omax)-Present [60]. That is, given an anonymized
version of the initial database £ (£*) and an auxiliary identification table £,
we have that & is (8,nin, O max )-Present if and only if:

Smin SP(x €EIE) < 8y, VX EE. (2.10)

* Size of the equivalence classes. It is important to note that the size of the
equivalence classes generated during the anonymization process is also an
indicator that allows to quantify the risk of re-identification.

Be Ng. be the number of equivalence classes. Each equivalence class will
have |EC;| records with i € {1,...,Ng}, being those with the lower value
of EC; the ones that will have more risk of re-identification information.
Thus, the maximum probability of an attacker identifying an individual in
the anonymized database £* (p;4) will be given by:
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1

Pid (2.11)

Keeping track of these metrics helps us to monitor the possible risks that the
data may have once anonymized (or before anonymizing them). Likewise, as pre-
sented in Table 2.10, it is important to have a control of the techniques exposed in
Section 2.2, because each one of them can contribute to protect against different
types of attacks.

2.6 pyCANON: a Python Library to Check the Level of
Anonymity of a Dataset

The Python library pyCANON was presented in the following paper published in the
journal Scientific Data from the Nature Publishing Group: Sdinz-Pardo Diaz, J. &
Lopez Garcla, A. (2022). A Python library to check the level of anonymity of a dataset.
Scientific Data, 9(1), 785. [3].

In this section we present the implementation of pyCANON [61] [62], a Python
library and command line interface (CLI) to check the level of anonymity of a
dataset through the nine anonymization techniques exposed previously (see [3]).
The main idea behind it is to provide researchers, and in general anyone who wants
to publish a dataset in open access or to share it with others, with a prior knowl-
edge of the level of anonymization of their data. This will provide insights about
the possible risks to which these information would be exposed, allowing to verify
the impact and their resistance to different attacks.

2.6.1 Main Functionalities

Given a dataset, a list of quasi-identifiers and a list of sensitive-attributes, with
pyCANON the users can check for which parameters the different anonymity tech-
niques are satisfied. The nine techniques implemented in version 1.0.5 are: k-
anonymity, (a,k)-anonymity, {-diversity, recursive (c,{)-diversity, entropy (-diversity,
t-closeness, basic f3-likeness, enhanced [3-likeness and 6-disclosure privacy. Knowing
the level of anonymity of a dataset according to these techniques can enable data
to be published or shared with certain privacy and security guarantees, as each
technique can help to prevent a certain type of attack.

With this library the users are provided with a set of functions to calculate the
anonymity level of a dataset, both for the case of one sensitive attribute and for mul-
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tiple sensitive attributes. In the second case, as briefly introduced in Section 2.2.3
the results can be obtained through two approaches:

* Harmonization of quasi-identifiers: for each SA each of the properties is
checked, and the parameter that is satisfied for all of them is kept (e.g. for
{-diversity £ will be the smallest value obtained once computed for each SA,
while the value of a for (a,k)-anonymity will be the largest value of a of those
obtained for each SA).

* Updating the quasi-identifiers: the set of QIs is updated according to the SA
to be analyzed. Be Q initial the set of QIs, and S the set of SAs, VS; € S, the set
of QIs considered in each case would change so that it will be QU(S\S;). The
idea of introducing this second approach is that in certain cases an attacker
could know some of the SAs, thus acting as QIs that would allow inferring
information about the rest of the sensitive information.

In addition, pyCANON allows to know how different properties scale as a func-
tion of others. For example, in Figure 2.2 we can see for an specific example the
evolution of t and log(f) when varying k (for t-closeness, basic 3-likeness and k-
anonymity respectively).

1

0.95

09

0.85 log(P) (for basic B-likeness)
—=— t (for t-closeness)

038

0.75

0.7

0.6

0.55

2 4 6 8 10
k (for k-anonymity)

Figure 2.2: Example: evolution of t and 8 (in logarithmic scale) when varying k
(for t-closeness, basic f3-likeness and k-anonymity respectively). Extracted from [3].

This can help to give users an idea of which values of k are more convenient
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to apply to ensure that we are already protecting the data according to other tech-
niques, and thus against other attacks. Likewise, pyCANON allows to know in ad-
vance the verified parameter for some methods without the need to apply them pre-
viously. That is, once anonymized for k-anonymity, the value for another method
(e.g. t for t-closeness) can be checked, and if it is satisfactory for the intended use of
the anonymized data, it will not be necessary to anonymize it with respect to that
method.

Furthermore, pyCANON can also be used to detect failures in the anonymization
process. Suppose that the user want to anonymize some data with respect to a set
of QI verifying k-anonymity with k = 3. An error may have occurred because the
user forgot to enter one of the QIs. With pyCANON, he/she can check the value of
k-anonymity that the data meet, and thus detect a possible error.

2.6.2 Usage Examples

Due to the simplicity of use, no previous knowledge of Python or anonymity tech-
niques is required for checking the level of anonymity for a given dataset using this
tool. The following code shows an example of how to calculate the parameters
related to the nine anonymization techniques implemented in pyCANON and men-
tioned above for an anonymized version of the adult dataset (more details about the
dataset in Section 2.7.1), simply by passing the data as a pandas dataframe, a list
with the set of quasi-identifiers, and another with the set of sensitive attributes (in
this case there is only one single sensitive attribute). Note that in all the functions
there is a field gen, which by default is true, and that manages the case of multiple
sensitive attributed (it applies the idea of harmonization of QIs by default), but in
this case we do not need to include it.

1 file_name = "adult_anonymized_10.csv"

2 data = pd.read_csv (file_name)

3 quasi_ident = ["age", "education", "occupation", "relationship",
4 "sex", "native-country"]
5 sens_att = ["salary-class"]

6

7 k_anon = anonymity.k_anonymity (

8 data, quasi_ident

9 )

10 alpha, _ = anonymity.alpha_k_anonymity (
11 data, quasi_ident, sens_att

12 )

13 1_div = anonymity.l_diversity(

14 data, quasi_ident, sens_att

15 )

16 entropy_l = anonymity.entropy_1l_diversity(
17 data, quasi_ident, sens_att
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18 )

19 c_div, _ = anonymity.recursive_c_1l_diversity(
20 data, quasi_ident, sens_att

21 )

22 t_clos = anonymity.t_closeness (

23 data, quasi_ident, sens_att

24 )

25

26 bas_beta = anonymity.basic_beta_likeness(
27 data, quasi_ident, sens_att

28 )

29 en_beta = anonymity.enhanced_beta_likeness(
30 data, quasi_ident, sens_att)

31

32 delta_disc = anonymity.delta_disclosure (

33 data, quasi_ident, sens_att

Example Code 2.1: Use example: calculating the parameters for the nine anonymity
techniques for an anonymized version of the adult dataset using the Python library
pyCANON.

In addition to obtaining the parameters of the different methods as indicated
above, custom reports can be obtained in JSON and PDF formats for simplicity
and ease for the user. In this sense, the pycanon. report package is a key func-
tionality of this library. The purpose of this package is to generate a report with
the anonymization level of the data file entered, checking all the techniques men-
tioned previously. This report can be generated in a JSON file, in a PDF file, or just
by displaying it on the screen. An example for an anonymized version of the adult
dataset (as in Code Example 2.1) of how to generate the report in PDF format is
shown below.

1 import pandas as pd

2 from pycanon.report import pdf

3

4 file_name = "adult_anonymized_10.csv"

5 data = pd.read_csv (file_name)

6 quasi_ident = ["age", "education", "occupation", "relationship",
7 "sex", "native-country"]

8 sens_att = ["salary-class"]

9 file_pdf = "report_adult.pdf"

10 pdf.get_pdf_report (

1 data, quasi_ident, sens_att, file_pdf = file_pdf

Example Code 2.2: Use example: generating an anonymity report in a PDF file
using the Python library pyCANON.
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An screenshot of the report obtained when executing the Example Code 2.2 is

shown in Figure 2.3. Note that the value of ¢ for recursive (c,£)-diversity is NaN as

it can not be calculated for this example.

Jan 14 2025 10:18:09

Sensitive attribute(s): ['salary-class']

Quasi-identifiers: ['age', 'education’, 'occupation’, 'relationship’, 'sex’, 'native-country']

Anonymity technique

Value(s)

k-anonymity

k=10

(o,k)-anonymity

o=1.0andk=10

I-diversity

I=1

Entropy I-diversity

I=1

(c,I)-diversity

c=nanand|=1

Basic B-likeness

B =1.739309827456864

Enhanced P-likeness

B = 1.0077060008814558

t-closeness

t = 0.634944543338354

J-disclosure privacy

3 = 2.803878920792833

Figure 2.3: Example: part of the report obtained when executing the code given in
Example Code 2.2.

2.6.3 Further Functionalities

Although the main use of the library is to check the level of anonymity of a dataset,
a functionality has been incorporated to analyze the utility of the data entered. The
pycanon.utility package is available for this purpose.

First, the functions sizes_ec and stats_quasi_ident from the package
pycanon.utility allow to calculate the statistics associated to the equivalence
classes (e.g. minimum and maximum length of each equivalence class, etc.) and
to calculate statistics associated to a given quasi-identifier (e.g. frequencies of each
value of the QI) respectively.

Additionally, three metrics have been implemented to measure the usefulness
of the data. Specifically these are the average equivalence class size, the classi-
fication metric and the discernibly metric, presented in Section 2.4. It is impor-
tant to highlight the following: in the first one the two proposed versions are con-
sidered depending on whether or not records have been suppressed to obtain the
anonymized dataset (the user should know this information), and the metric is cal-
culated accordingly as shown in Equations 2.1 and 2.2. Regarding the classification
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metric and the discernibly metric, in both cases it will be necessary to enter both
the original and the anonymized dataset, and in the version of DM™* proposed in
Equation 2.5 has been considered in order to penalize the suppression of records.

2.6.4 Summary

In this section we have presented the implementation of pyCANON, an open source
Python library that allows to check the level of anonymity of a dataset given a list
of quasi-identifiers and a list of sensitive attributes, allowing also to obtain visual
reports in the form of PDE JSON or displayed on the screen. This library can also
be used to see how different properties scale as a function of others, thus allowing
to apply an anonymization technique and to analyze which others are checked and
with respect to which parameters.

Furthermore, in addition to knowing the level of privacy of the database before
publication or before using them in an inference process (for example through the
use of machine learning techniques) it is of critical importance to know the use-
fulness of the data after anonymization. For this purpose, different functions have
been implemented to know the utility of the anonymized data, as well as to analyze
statistics related to the generated equivalence classes, as detailed in the previous
section.

The development of the library is fully completed and it is maintained in a
GitHub repository [61] (synchronized with Zenodo for preservation purposes [62]),
but the integration of new anonymization and utility methods and techniques will
be pursued.

2.7 Impact of Anonymization Techniques in Machine

Learning Models Training

Part of the study presented in this section has been published in the Proceedings of the
2023 IEEE International Conference on Cyber Security and Resilience (CSR) as: Sdinz-
Pardo Diaz, J. & Lépez Garcia, A. (2023) “Comparison of machine learning models
applied on anonymized data with different techniques”, 2023 IEEE International Con-
ference on Cyber Security and Resilience (CSR), Venice, Italy, 2023, pp. 618-623 [63 ].

As we have explored through this chapter, when working with sensitive data, es-
pecially when these data will serve as the basis for ML or DL models, it is important
to process it appropriately with a focus on protecting the privacy of the users repre-
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sented in the data. Equally important is also to keep in mind that a too strict level of
anonymity can compromise data usefulness for processing and inference. This may
occur either because it has been necessary to remove a large number of records to
reach the desired level of anonymization, or because the hierarchies levels applied
on the quasi-identifiers dilute their initial information. Then, as exposed in Section
2.4 it is necessary to achieve a balance between the level of data anonymization
and the utility of the data for analysis. Note that there is no point in obtaining data
with a level of anonymity that makes them insusceptible to any attack (which is an
optimal scenario from a privacy point of view), if they are of no practical use at all.
In this sense, it is essential to analyze the usefulness of the data after anonymiza-
tion in order to select the level that best achieves this trade-off. To this end, in [64]
different k-anonymization algorithms are studied together with the performance of
four machine learning models by varying the value of k, concluding that with an
increasingly strong k-anonymity constraint, the classification performance gener-
ally degrades. Also, in this work the authors note that “for very large k of up to
100 the performance losses remain within acceptable limits”. Following this same
line, in [65] different artificial intelligence models (i.e. neural networks, logistic re-
gression, decision trees and Bayesian classifier) are considered together with three
datasets, in order to analyze the performance of the different models before and
after applying k-anonymity to the data with a value of k = 2. The authors high-
light that, according to their results, certain machine learning algorithms are more
suited to be used with privacy-preserving data mining techniques than others. Fi-
nally, in [66] several examples applying both k-anonymity and differential privacy
are presented in order to mitigate inference attacks.

In this sense, given a classical dataset in the field of anonymization (the adult
dataset), we have applied different anonymization techniques with different levels,
and then we have analyzed the performance of a battery of classical machine learn-
ing models on them, in order to study the impact of anonymization on the efficiency
(measured with different metrics) of the machine learning models.

2.7.1 Data Analyzed and Hierarchies

The adult dataset (available in [67]) is an extraction of information from the 1994
U.S. Census database. A sub-sample containing 32561 records has been used in this
analysis, and the objective is to predict whether or not the income of an individual
exceeds $50000 by year, based on census data. For this analysis, we have consid-
ered six quasi-identifiers, namely: age, sex, education, relationship, occupation and
native-country, together with one sensitive attribute salary class, which is a binary
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attribute that can take as values > 50K or < 50K. The hierarchies levels presented
below have been applied to each quasi-identifier (they have been extracted from
those presented in the ARX Software GitHub repository [68], which is the one used
to carry out the anonymization process:

» Age: five levels of hierarchies are applied, starting with 5-year intervals:
[15,20), [20,25),..., [75,80) and finally the case where the age is greater
than 80 (+80). The next level is formed by 10-year intervals: [10,20),
[20,30),...,[70,80) and finally +80. In the third level are the intervals of
20 years, 40 years in the fourth, and the case [0,80) or +80 in the last one.

* Sex: no hierarchies are applied.

* Education: two levels of hierarchies are applied for each of the 16 possible
values. In the first level there are five values: Primary School, High School,
Undergraduate, Professional Education and Graduate. The second level only
takes three possible alternatives: Primary education, Secondary education and
Higher education.

* Relationship: the possible values are husband, wife, not in family, other rela-
tive, own child and unmarried, and no hierarchy is applied.

* Occupation: a hierarchy level is included that encompasses in three categories
the different options, namely: technical, non-technical and other.

* Native country: a hierarchy level is introduced that generalizes the country
by continent. Thus, the possible options according to the countries present in
the original database are: Africa, Asia, Europe, North America, South America
and unknown (if the value of the native country field was ?). It should be
noted that these are the possible options according to the countries present
in the original database.

2.7.2 Machine Learning Models Under Study

In this analysis we are presenting a machine learning classification problem. That
is, given a set of inputs, X € D™™ with n the number of records and m the number
of features, and the corresponding labels (outputs) y, with y; € {1,...,n.} Vi €
{1,...,n}, being n, the number of different classes, our objective is to estimate a
function f which approximates y = fx) [14]. Specifically, we have applied the
following four supervised machine learning models, with the quasi-identifiers as
features and the sensitive attribute as the label:
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* k-Nearest Neighbors (kNN): is a non-parametric method which finds the k
nearest point in the training split to the test input. Thus, it computes the
posterior probability that an element belongs to certain class. Its main draw-
back is that its performance is poor in cases of high dimensional inputs [ 14].
While large values of k reduce the effect of noise in classification, a value
k =1 actually induces a Voronoi tessellation of the point X;,i € {1,...,n}.

¢ Random Forest (RF): with this model, N decision trees can be trained and
their ensemble be computed. The main motivation for introducing this method
comes from trying to reduce the variance of an estimator by aggregating sev-
eral of them. In order to avoid obtaining highly correlated predictors, the
RF method learns trees based on randomly chosen subsets of the input data
and of the features [14]. Specifically, a new training subset is constructed
using bootstrapping, then decision trees are trained on it using a subset of
the predictor variables. This process is repeated to finally obtain a unified
prediction.

* Adaptive Boosting (AB): boosting is a ML approach based on the idea of
creating a highly accurate prediction rule by combining many relatively weak
rules [69]. Thus, with adaptive boosting we first train a classifier (by giving
equal weight to all data), calculate the error associated with it, and compute
a new distribution to weight the data based on whether or not they were
correctly classified. This process is repeated M times and finally a weighted
average of the classifiers is performed. The details of this method can be
found in pseudocode form in Algorithm 16.2 of [14].

* Gradient Tree Boosting (GB): is ensemble classifier that trains several indi-
vidual predictors sequentially. As in the case of AB, again the fundamental
idea lies in combining weak predictors (decision trees) to create a robust one.
Typically, with this method the first predictor learns to predict the data mean,
then the second one explains the errors of the first one, the third one explains
the errors of the second one, and so on. A detailed formulation can be found

in [70].

In order no train and test the models object of analysis we have used the Python
library scikit-learn under the version 1.2.0, together with the GridSeachCV function.
This function allows us to find the optimal hyper-parameters for each ML model. In
order to obtain such hyper-parameters, in each case a 5-fold cross-validated grid-
search has been performed over the hyper-parameter grid presented bellow and
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some fixed parameters. Once we get the optimum parameters in each the model is
retrained in order to use as much data as possible (using both train and validation
sets).

* kNN. Number of neighbors: [3, 4, ..., 50]. Metric to calculate the distance:
Minkowski.

* RE Maximum depth of the tree: [2, 3, ..., 9]. Number of trees: 100. Crite-

rion: gini impurity.
* AB. Number of estimators: [50, 100, 150]. Learning rate: [0.01, 0.1, 0.5, 1].

* GB. Number of estimators: [50, 100, 150]. Learning rate: [0.01, 0.1, 0.5, 1].
Maximum depth of the individual estimators: [2, 4, 6, 8, 10].

As for the error metrics used for evaluating the performance of each of the four
ML models proposed above, as we are dealing with a binary classification problem,
the accuracy and the Area Under the Receiver Operating Characteristic Curve (AUC-
ROC) are analyzed. It is important to note that although the anonymization process
has been performed on the full initial database (to simulate the real case study), a
stratified random training-testing split (75%-25%) has been carried out for training
and testing the models.

2.7.3 Results and Analysis

2.7.3.1 Varying the Value of k for k-anonymity

Let us start by analyzing the scenario in which the only anonymization technique
applied is k-anonymity for different values of k, with k € {2,5, 10, 25, 50, 75, 100}.
In addition, we allow a record suppression limit of 100%, which means that there
is no limit on the number of records that can be deleted to carry out the anonymity
process.

For this purpose, once the anonymization process has been performed using the
hierarchies exposed in Section 2.7.1 and the ARX Software, we evaluate the different
ML models regarding the test set. Table 2.11 shows the results obtained both for
the accuracy and the AUC compared also to those obtained by applying the models
on the data without anonymizing.

Overall, starting first to analyze the results in terms of accuracy, we can observe
that, as expected, a higher value of k goes together with a reduction in accuracy in
most of the cases. This is clearly seen in the three ensemble methods (RE AB and
GB) in which for both accuracy and AUC the best value is achieved with the raw
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kNN RF AB GB

k Acc. AUC Acc. AUC Acc. AUC Acc. AUC

Raw 0.8056 0.6779 0.8334 0.7351 0.8350 0.7377 0.8352 0.7437
2 0.8176 0.7143 0.8210 0.7215 0.8266 0.7372 0.8249 0.7346
5 0.8199 0.7234 0.8208 0.7209 0.8197 0.7342 0.8221 0.7258
10 0.8099 0.6932 0.8139 0.6913 0.8146 0.7171 0.8168 0.7157
25 08170 0.7194 0.8163 0.6987 0.8164 0.7167 0.8177 0.7139
50 0.8124 0.7268 0.8114 0.7285 0.8051 0.7399 0.8114 0.7285
75 0.8129 0.7064 0.8129 0.7064 0.8091 0.7195 0.8129 0.7030

100 0.8107 0.7254 0.8083 0.6981 0.8047 0.7117 0.8103 0.7274

Table 2.11: Accuracy and AUC obtained for each machine learning model when
varying the value of k for k-anonymity.

data, and the worst with k = 100 except for AUC with GB, which is obtained when
k = 75. However, with kNN the minimum for the accuracy and the AUC is reached
when using the raw data. This peculiarity can be attributed to the characteristics
of the data, the dimensionality of the problem and the hierarchies applied. With
respect to the AUC again, it can be observed that there is a lot of variability in
the results, which start clearly decreasing for the first values of k and the ensemble
methods. It is especially striking that the optimal value for the AUC with AB method
is achieved when k = 50 (although it is close to that obtained by using the raw
data).

Besides, we are also interested in analyzing for each of the previously exposed
values of k, how close the resulting database (&}.) is to being optimal for the stated
level of anonymization. For this purpose the average equivalence class size metric,
which measures how well the equivalence classes are created to fit the best case
[54], is studied. Specifically, the optimal value for this metric would be one, in-
dicating that all equivalence classes are of length k. Since in our example record
suppression has been allowed with a limit of 100% the metric defined en Equa-
tion 2.1 has been used (C;VGk). As intuitively expected, the lowest value for this
metric has been reached for the highest value of k analyzed (k = 100), obtaining in
particular the following values: C},. =7.88, 10.94, 10.75, 7.68, 6.90, 5.13, 4.17

AV Gy
Vk € {2,5,10,25,50, 75,100} respectively.
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2.7.3.2 Applying Further Anonymity Techniques

Once a value of k = 5 for k-anonymity has been fixed, three other techniques has
been applied: (-diversity, t-closeness, 6-disclosure privacy. In particular, a value
£ =2,t=0.7, and 6 = 1.5 have been fixed in each case. Note that { = 2 is the
only possible value other than one, and for the other two cases, the values have
been chosen after testing different values in order to achieve a balance with the
number of deleted records and the utility. In addition, the values of 6 has been
chosen in order to be the most restrictive scenario of the five under study (this will
be discussed further below in terms of the other parameters fulfilled). The results
as a function of the accuracy are shown in Table 2.12, and the ones concerning the
AUC are shown in Table 2.13.

k=35, k=35, k=35,
ML model Raw k=5 £=2 t=07 &6=1.5

kNN 0.8056 0.8199 0.7894 0.8164 0.8061
RF 0.8334 0.8208 0.8025 0.8218 0.8070
AB 0.8350 0.8197 0.8017 0.8218 0.8085
GB 0.8352 0.8221 0.8025 0.8210 0.8098

Table 2.12: Accuracy obtained with each machine learning model according to the
anonymization technique applied.

k=35, k=35, k=35,
ML model Raw k=5 {=2 t=07 &6=15

kNN 0.6779 0.7234 0.7145 0.7104 0.6231
RF 0.7351 0.7209 0.7066 0.7208 0.6156
AB 0.7377 0.7342 0.7044 0.7369 0.6356
GB 0.7437 0.7258 0.7040 0.7259 0.6477

Table 2.13: AUC obtained with each machine learning model according to the
anonymization technique applied.

Here again the case of kNN stands out for its counter-intuitiveness: both accu-
racy and AUC obtained by using the raw data are the second worst values of the
five scenarios considered. However, with the ensemble methods the optimum is
reached when using the models with the raw data (AUC), i.e. without applying
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any anonymization technique. In the same line, both with kNN and the ensemble
models the worst results in terms of accuracy are obtained when the classification is
performed with the data resulting after applying £-diversity with £ = 2. This is really
intuitive from the meaning of this property: for the same set of quasi-identifiers,
the label will take in all cases two different values.

Similarly, the worst performance in terms of AUC clearly occurs with all four
models in the case where 6-disclosure is applied with 6 = 1.5. Again this is really
intuitive if we analyze the parameters that are satisfied for each technique in that
scenario, because although {-diversity is only verified for £ = 1, the value of t for
t-closeness is the most stringent of all the cases analyzed, being t = 0.47. This has
been verified by means of the Python library pyCANON [3] (version 1.0.0.), and we
can also observe that although in the case in which the value of & has been set to
1.5, this property is verified for 6 = 1.16 (more restrictive). In the case where we
set £ = 2, we obtain values t = 0.64 and § = 4.88, while in the case where we set
t=0.7,{=1and 6§ =4.10

As expected, the three ensemble methods perform quite similarly in all scenar-
ios, as shown in Tables 2.12 and 2.13. In particular, the best value for the AUC
is obtained with GB and the raw data, and in the worst scenario (6§ = 1.5) the
best value is also obtained with this method for both accuracy (0.8098) and AUC
(0.6477). Note that when 6 = 1.5, although the prediction does not seem to be bad
in terms of accuracy it is actually poor in view of the AUC with the four models.
This reflects the need to test different error metrics in order to select an optimal
anonymization technique and ML model.

In order to carry out a classification task, it should be noted that the optimum
scenario would be for all the records that constitute an equivalence class to have
the same label (i.e. the same sensitive attribute). However, this is in contrast to the
three anonymization techniques analyzed that focus on sensitive attributes, since it
would make homogeneity attacks feasible, among others. Let us therefore look at
the classification metric (CM) obtained in each of the four cases analyzed, presented
in Section 2.4 and defined as shown in Equation 2.3.

The results obtained for each of the four cases and the CM metric are as follows:
0.2569 (k = 5), 0.3089 (k =5, ¢ =2), 0.2575 (k =5, t = 0.7), 0.4589 (k = 5,
6 = 1.5). These values contrast with those obtained in Table 2.12 for the accuracy,
where the results for § = 1.5 are better than those for t = 0.7 in 3 of the 4 cases,
while they agree with those obtained for the AUC (see Table 2.13). Note that for
the AUC the worst results are obtained when 6 = 1.5, as would be expected based
on the values calculated for CM.
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2.7.4 Summary and Wrap Up

Throughout this section we have analyzed the performance of four classical ma-
chine learning models in a classification task after subjecting the adult dataset to
different levels of anonymity. In this line, different privacy models have been ap-
plied to the original dataset with the overall idea of providing data privacy and
anonymity guarantees. As already discussed, as a too strict level of anonymity may
compromise data usefulness for processing and inference, it is necessary to reach
a balance between the level of data anonymization and the utility of the data for
analysis.

In this line, we have analyzed two settings concerning the anonymization level
applied: varying the values of k for k-anonymity and applying £-diversity, t-closeness
and d-disclosure privacy in addition to 5-anonymity. In the first scenario, we found
that in the case of kNN model the best results in terms of both metrics are not ob-
tained either with the raw data or with the lowest value of k, while for the ensemble
methods the best performance concerning accuracy is obtained when training with
the raw data. In the second scenario it is observed that in agreement with the clas-
sification metric (CM) the worst results in terms of AUC are reached with § = 1.5
(which in this case comprises the strictest level of privacy analyzed).

2.8 Anjana: a Python Library for Anonymizing Sen-
sitive data

The Python library anjana was presented in the following paper published in the jour-
nal Scientific Data from the Nature Publishing Group: Sdinz-Pardo Diaz, J. & Lépez
Garcia, A. (2024). An Open Source Python Library for Anonymizing Sensitive Data,
Sci Data, 11, 1289 [5].

In this section we present the implementation of anjana [71, 72], a Python
library for anonymizing sensitive tabular data using the techniques presented in
Section 2.2, that are also available in pyCANON library for checking the privacy level
according to such parameters. Firsts, let us start by motivating why is important
to provide users with this tool and reviewing the state of the art concerning other
frameworks with similar objective.

The number of tools available to perform tabular data anonymization processes
is limited, even more if we rely on open source software. Specifically, we can high-
light a few tools: ARX [73], written in Java, is a comprehensive open source soft-
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ware for sensitive data anonymization which supports several privacy models (such
as the ones exposed in this work), together with risk and quality models. In addi-
tion, ARXaa$S [74] claims to be an “anonymization as a service” project built on
top of the ARX library, which uses HTTP by default. Additionally, Amnesia [75]
is a framework deployed in Java for data anonymization that includes an online
version.

The development which has taken place in recent years in terms of frameworks
for data-driven model development built on top of Python motivates the need of
implementing a Python library for sensitive data anonymization, so that it can be
seamlessly included in data analytics pipelines. This need is compounded by the
lack of comprehensive tools for tabular data anonymization written in Python.

In this line, the Python library anjana provides users with a catalog of anonymity
tools that can be used within a Python environment and that allows them to carry
out the anonymization process in a few lines of code and that can be integrated in
a data science pipeline during the data processing and preparation phases.

It is important to note that the main difference between pyCANON and anjana
is that the former can be used on a known dataset to find out its anonymity level
and thus to be aware of the possible risks derived from its sharing or publication,
while anjana can be used to anonymize the data with different methods, analyzing
which are the most appropriate ones for each case and application, allowing users
to carry out the whole anonymization process.

2.8.1 Algorithms to Achieve k-anonymity

In order to achieve that a database verifies k-anonymity for a given value of k, dif-
ferent types of algorithms can be implemented. In this section, three methods typi-
cally used are presented along with the description on how to use them (mondrian,
data-fly and incognito).

Mondrian. It is a method widely used in the literature [76, 77], which applies
generalization in a multidimensional way. Specifically, it works by recursively par-
titioning the data based on a QI, creating equivalence classes that satisfy the desired
value of k for k-anonymity. In particular, greedy algorithms can be used, so that
in the first step, multidimensional regions are defined that cover the domain space
with each box created containing at least k elements. In the second step, recoding
functions are generated using summary statistics for each box.

Example 2.8.1 illustrates how to anonymize a database with k-anonymity using
mondrian. This example is inspired by the one presented in [77].
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Example 2.8.1. Suppose that it is desired to apply k-anonymity for k = 2 for the
database given in Table 2.14, being the age, ZIP code and sex the QIs, and the at-
tribute disease the SA.

Assume further that the hierarchies allowed for age are 5-years intervals as fol-
lows for the first level: [15,20), [20,25), [25,30), [30,35),...,[90,95),[95, 100),
10-years intervals for the second level and 20-years intervals for the third one. The
hierarchies for the QI ZIP code will be given by removing digits by substituting with
an asterisk starting from left to right (e.g. the first level to generalize 28001 will be
2800%, the second 280**, the third 28*** and so on up to deletion, allowing 5 lev-
els of generalization including suppression). Finally, for the QI sex only suppression
is allowed.

Age Sex Zip code Disease
20 F 28005 Pneumonia
21 F 28001 Pneumonia
27 M 08019 Appendicitis
29 M 08011 Coronary heart disease
25 M 08014 Pneumonia

Table 2.14: Example database. Quasi-identifiers: age, ZIP code and sex. Sensitive
attribute: disease. Adapted de-anonymized version of Table 2.7.

Let us start by taking the pair of QIs age and ZIP code and sort them. We can
apply mondrian on these two QIs recursively as shown in Figure 2.4.
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Figure 2.4: Anonymizing Table 2.14 using mondrian for the QIs age and ZIP code.

Finally, we can observe that if we add the QI sex, the database keeps k-anonymity
for k = 2, so no further transformation is necessary. The result of anonymizing
Table 2.14 is shown in Table 2.15.
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Age Sex Zip code Disease
[20,25) F 2800* Pneumonia
[20,25) F 2800* Pneumonia
[25,30) M 0801* Appendicitis
[25,30) M 0801+ Coronary heart disease
[25,30) M 0801* Pneumonia

Table 2.15: Example database anonymized for k-anonymity with k = 2.

Data-fly. The idea of this algorithm was first proposed in 1998 by L. Sweeney
[78] and is the simplest of the ones presented in this section. Specifically, it simply
involves, given a list of QIs, analyzing the frequency of the values of each QI in the
database, and starting by generalizing by the one with the largest number of distinct
values. Then, this method seeks to generalize the attribute with the most number
of distinct values and suppressing no more than the allowed number of tuples. This
is an iterative process in which different levels of generalization are applied to the
QIs sorted in decreasing order of number of distinct values (updating after applying
each generalization to the QIs).

In Example 2.8.1, as the number of unique records for ZIP code and age is the
same, we would start by generalizing one of them randomly chosen to the first level.
If for example we start with age, we would now have 2 unique values for age, 2 for
sex and 5 for ZIP code. We would now apply the first level of generalization to the
ZIP code and then we will have that the database verifies k-anonymity for k = 2.

Incognito. Finally, the incognito algorithm is a more efficient approach than data-
fly, since it seeks to construct a lattice with the possible transformations that can
be applied in each case to the QIs. Thus, the intuitive approach to incognito is to
generate a graph and apply pruning to search for the transformation that produces
the minimal full-domain generalization.

Concerning Example 2.8.1, in this case, since a set of only three QIs is available,
it would be enough to simply find all possible generalizations of the data and select
the minimum generalization that satisfies k-anonymity for k = 2, which again is to
apply the first level to age (5-years interval), and the first level to ZIP code (remove
the last digit).
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2.8.2 Methodology

The scheme followed for implementing k-anonymity in anjana uses a modified ver-
sion of the main idea of the data-fly algorithm. The method followed is presented
in the workflow exposed in Figure 2.5.

Regarding the remaining techniques, we first apply k-anonymity and then carry
out an analogy of the scheme presented in Figure 2.5, checking in this case that the
desired technique is fulfilled with respect to the established parameter (i.e. ¢ for
{-diversity, t for t-closeness, 6 for &-disclosure privacy, etc.).

Input:
Raw data,
IDs, Qls, hierarchies,
suppression limit, k,

Remove the identifiers

Keep an auxiliary list with
the QI to generalize

BhEmas The anonymization level
Ply?s  —Yes cannot be achieved

Check if all

Apply the following
hierarchy level to the QI
selected

for that QI
Yes
Remove this QI from the Check if the
list of Qls to be desired value of kK Yes——»Anonymized
generalized is verified dataset

|
No

Check if deleting "
Find the number of records
Y hem would excesd 4—{ that should be deleted to

verify k

the suppression
limit

Delete the required

records > Anonymized

dataset

Figure 2.5: Workflow: anonymizing a tabular dataset for a given value of k for k-
anonymity.
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2.8.3 Usage Examples

In order to test the functionality of the library, we have used the adult dataset
detailed in Section 2.7.1. Specifically, the salary-class column has been taken as
a sensitive attribute. In this case, as quasi-identifiers we have taken: workclass,
education, marital-status, occupation, sex, native-country, with the sets of hierarchies
exposed in [63], taken from in the ARX Software GitHub repository [68].

As for the functionality tests and the different examples carried out, both the
adult and the hospital dataset (available in the GitHub repository) have been used.
On the other hand, a series of unit tests have also been implemented. These tests
have been used to check the code coverage, higher than 92% for the versions 1.0.0
and 1.1.0 of the library.

In the following we show a use example of different anonymization tools im-

plemented in anjana:

Example 2.8.2. The Code Example 2.3 shows how to apply k-anonymity, l-diversity
and t-closeness for the QIs and SA already mentioned for the adult dataset and with
a suppression limit of 50%.

Note that all these techniques have been successfully applied in this dataset con-
taining 32561 rows, and it has been performed in less than one second (regarding
the computational resources available during the test phase*).

1 import pandas as pd

2 import anjana

3 from anjana.anonymity import k_anonymity, 1_diversity, t_closeness
4

5 # Read and process the data

6 data = pd.read_csv("adult.csv")

7 data.columns = data.columns.str.strip()
8 cols = [

9 "workclass",

10 "education",

11 "marital-status",

12 "occupation",

13 "sex",

14 "native-country",

16 for col in cols:

17 data[col] = data[col].str.strip()

19 # Define the identifiers, quasi-identifiers and the sensitive attribute
20 quasi_ident = [

21 "age",

22 "education",

“#For testing and developing the anjana Python library, a machine provided with 12th Gen Intel(R)
Core(TM) i5-1 and with 16 GB RAM running under Ubuntu 22.04.4 LTS was used.
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23 "marital-status",

24 "occupation",

25 "sex",

26 "native-country",

27 ]

28 ident = ["race"]

29 sens_att = "salary-class"
30

31 # Select the desired level of k, 1 and t
32 k =10

33 1 =2

34 t = 0.5

35
36 # Select the suppression limit allowed

37 supp_level = 50

38

39 # Import the hierarchies for each quasi-identifier.
40 #Define a dictionary containing them

41 hierarchies = {

42 "age": dict (pd.read_csv("hierarchies/age.csv",

43 header=None) ),

44 "education": dict (pd.read_csv("hierarchies/education.csv",

45 header=None) ),

46 "marital-status": dict (pd.read_csv("hierarchies/marital.csv",
47 header=None) ),

48 "occupation": dict (pd.read_csv("hierarchies/occupation.csv",
49 header=None) ),

50 "sex": dict (pd.read_csv("hierarchies/sex.csv",

51 header=None) ),

52 "native-country": dict (pd.read_csv("hierarchies/country.csv",
53 header=None) ),

54 }

55
56 # Apply k—-anonymity:

57 data_kanon = k_anonymity (

58 data, ident, quasi_ident, k, supp_level, hierarchies
59 )

60 data_kanon_ldiv = 1_diversity(

61 data_kanon, ident, quasi_ident, sens_att, k, 1, supp_level,

62 hierarchies

63 )

64 data_kanon_ldiv_tclos = t_closeness(

65 data_kanon_ldiv, ident, quasi_ident, sens_att, k, t, supp_level,
66 hierarchies

67 )

Example Code 2.3: Example: applying k-anonymity for the adult dataset.

Then, executing the code given in Code 2.3, we will get an anonymized dataset
verifying k-anonymity for k > 10, £ > 2 for {-diversity and t < 0.5 for t-closeness.

Subsequently, using the pyCANON library, we can check that the desired level of
anonymity is achieved. In this example we get the following values: k =72, { =2
and t = 0.47370.
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2.8.4 Further Functionalities

It should be noted that the library provides other complementary functionalities to
the application process of the anonymization techniques. In particular, during the
anonymization process with the techniques described in Section 2.2, it is important
to take into account that hierarchies must be defined to carry out the generalization
of the different quasi-identifiers. In addition, once the data have been anonymized,
users may need to know the level of generalization applied to each of them, or
apply a given transformation. These functions are available in anjana to facilitate
both the anonymization process and the future work to be done with the data once
anonymized.

Working with multiple sensitive attributes Furthermore, although the basic use
is intended for a single sensitive attribute, the library can be used sequentially to
anonymize a database according to multiple sensitive attributes, as explained be-
low.

When the pyCANON library was introduced in Section 2.6, two paradigms were
presented that could be applied in the case of multiple sensitive attributes: har-
monization of quasi-identifiers and updating the quasi-identifiers. Although anjana
is designed primarily to support a single SA, recursive calls can be made including
new SA following the desired paradigm (updating or not the set of QIs), so that the
database can be anonymized for as many SA as desired.

Creating the hierarchies First of all, in order to anonymize a dataset using gen-
eralization, it is necessary to define the hierarchies that we want to apply to each
QL. It should be noted that we can have some QIs that act as such for the calculation
of the various anonymization techniques described in Section 2.2, but that the users
does not want them to be generalized or suppressed. For the QIs that are allowed
to be generalized, the user must define the hierarchies that he/she wants to apply.
This is a thorough work that must take into account the problem to be addressed,
specially in the case of strings, such as the city of birth (that can be generalized
to region, country, etc. depending on the problem), the type of employment, or
the level of education, where the user must consider which levels of generalization
he/she is interested in reaching.

For the case of numerical data, the most common is to apply interval-based
hierarchies (of increasing length at higher level of generalization). In this sense,
the function generate_intervals is implemented in anjana, which allows to
create as many levels of hierarchies as necessary based on intervals of a user-defined
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length at each level. These functionality is showcased in Example 2.8.3.

Example 2.8.3. In this example we show how to generate the hierarchies based
on intervals for the QI age assuming that we have a pandas dataframe with the
database stored as data. Suppose we want to establish a hierarchy to anonymize
the QI ZIP code (zip value in the database data) and age, so that ZIP code has only
one level which is suppression and age has 5 levels of generalization: starting with
intervals of 2 years (level 1), 5 years (level 2), 10 years (level 3), 20 years (level
4), and 50 years (level 5). The dictionary hierarchy contains the levels of gen-
eralization for the QI age (generated using the function generate_intervals
from anjana) and for ZIP code. Example Code 2.4 illustrates these functionality.

1 from anjana.anonymity import utils

2

3 age = datal['age'].values

4 zip_code = datal'zip'].values

5

6 hierarchy = {

7 "age": {

8 0: age,

9 1: utils.generate_intervals(age, 0, 100, 2),
10 2: utils.generate_intervals(age, 0, 100, 5),
11 3: utils.generate_intervals(age, 0, 100, 10),
12 4: utils.generate_intervals(age, 0, 100, 50),
13 5: utils.generate_intervals(age, 0, 100, 20)
14 }

15 "zip": {0: zip_code,

16 1: np.array(["+«"] * len(zip_code))

Example Code 2.4: Usage example: define hierarchies and generate interval-based

hierarchies using anjana.

Getting the anonymity transformation applied Once the anonymization pro-
cess is performed, the users may be interested in being able to obtain the trans-
formation or generalization applied for each QI. Suppose that the database to be
anonymized has n QI and that each QI i has n; possible levels of generalization
(hierarchies) Vi{1,...,n}.

The transformation (T) obtained after carrying out the anonymization process
will be given by.

T =[t1,te,...,t,],

where is t; the level of hierarchy applied to the QI i, and with ¢; € {0, 1,...,n;—
1}, Vie{1,...,n}.
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In order to obtain the transformation applied to an anonymized database the
anjana library provides the user with the get_transformation function.

Example 2.8.4. The Code Example 2.5 an example on the use of this function is
shown considering the data, QIs and hierarchies given in the Code Example 2.3.
Note that the data used (data_kanon_1div) in this example is the anonymized
one obtained from the Code Example 2.3 when applying k-anonymity with k = 10
and {-diversity with £ = 2.

1 from anjana.anonymity import utils

2

3 transformation = utils.get_transformation (

4 data_kanon_ldiv,

5 quasi_ident,

6 hierarchies)

7 print (f'The transformation applied is: {transformation}')

8 for i, gi in enumerate (quasi_ident):

9 print (£'QI: {gi}. Level or generalization: {transformation[i]}")

Example Code 2.5: Usage example: get the transformation applied to a dataset
anonymized using anjana.

The result of executing the previous code for the adult dataset with the data
and hierarchies as defined above is show in the Code Example 2.6.

The transformation applied is: [4, 2, , 2, 0, 0]
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. Level or generalization: 1

cupation. Level or generalization: 2

oo e)
s

alization: 0

e

10
=

,evel or generalization: 0

Example Code 2.6: Usage example: output obtained in the console when executing
the Code Example 2.5 with the inputs as given in the Code Example is 2.3.

Applying a given transformation Obtaining the transformation applied when
anonymizing a dataset can be important for multiple reasons. For example, in cases
where different data sources have to be centralized to develop an ML/DL model, it
is important that the generalizations applied in each case are of the same level (e.g.
if a numeric field is generalized to intervals, it must be ensured that all databases
have performed the generalization to the same type of interval, i.e., for all common
databases to be centralized, the same hierarchy is applied to all the QIs).

This also applies to the case where it is intended to train a model in a distributed
way using multiple data sources, in order to obtain robustness in the global model.
This type of architectures will be discussed in Chapter 4 in more detail.
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Note that if we are working with multiple databases in this way, then we will
need to harmonize the transformations applied when anonymizing the data. Sup-
pose that we have N databases to anonymize &; Vj € {1,...,N}. Let us assume
that on each of these databases & ; with the same set of n QI each one of them, the
same hierarchies with the same levels have been defined. Thus, when carrying out
the local anonymization process individually for each one of them certain transfor-
mation T; will be applied for each &; Vj € {1,...,N}. Furthermore, let us assume
that in all cases the suppression limit is set to 0%. In order to unify and harmonize
the transformation applied prior to data centralization or distributed training, we
will have to find the transformation T obtained as the transformation that when
applied on each of the databases involved &; Vj € {1,...,N} will maintain at least
the level of anonymity required locally for each ; initially. Thus, the computation
of such a transformation T will be obtained as:

TZ [El,fz,...,zn].

Be T; = [tgj ), tg ) tflj )] the transformation applied locally when anonymizing
the database &; to verify the required anonymity level, Vj € {1,...,N}. Then, t;
applied transformations, to each original £; database, the transformation T will be
applied as summarized in Figure 2.6.

In anjana, the function apply_transformation allows users to apply the
given transformation to a dataset, either the anonymized one (in which certain
records may have been deleted), or the raw dataset. Example 2.8.5 demonstrates
how to use this function.

Example 2.8.5. In this example we show how to apply a given transformation to
certain database using the function apply_transformation and given the set
of QIs and the hierarchies associated. Again, to follow coherently the main thread
of this section, we will consider the adult dataset with the QIs and the hierarchies
defined and applied in the Code Example 2.3.

Suppose that given the raw dataset stored as a dataframe in the variable data,
we want to apply a transformation so that the QIs are generalized to the following
levels: age to level 2, education to level 2, marital-status to level 1, occupation to
level 2, sex to level 1, and native-country without generalizing (0).

This can be done using anjana as given in the following Code Example (2.7),
with the list of QIs and the hierarchies dictionary as given in the Code Example 2.3,
and with the QIs in the same order as detailed above.
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Figure 2.6: Summary: harmonizing the transformation to be applied to multiple
databases &; Vj € {1,...,N}.

from anjana.anonymity import utils

transformation = [2, 2, 1, 2, 1, 0]
data_transformed = utils.apply_transformation (
data,
quasi_ident,
hierarchies,
transformation

VO W N Y A W N =

Example Code 2.7: Use example: apply a given transformation applied to the adult
dataset given the identifiers and the hierarchies.

It should be noted that the above applies if and only if the suppression limit es-
tablished for all the databases involved is 0%. Otherwise, the records correspond-
ing to the locally applied transformation must be deleted in each case. This may
cause that when anonymizing with the strictest transformation, a higher level of
anonymization than required is being imposed, so auxiliary libraries such as the
case of pyCANON can be used to analyze the resulting level of anonymization. In
particular, the global transformation can be applied on the anonymized data (ap-
plying the appropriate generalization level on each QI), or on the contrary it can
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be applied on the raw data and then analyze the anonymization level to see if it is
necessary to remove any record.

2.8.5 Summary

The implementation of this library arises from the need to provide users working
with sensitive data with a set of tools for their proper anonymization available in
open source through a library written in Python, as this is one of the most widely
used programming languages currently used for the development of data-driven
models and applications.

Thus, anjana provides users with nine anonymization techniques that can be
applied to tabular databases, as well as multiple functionalities that facilitate the
integration of anonymized data into data life-cycle flows, even prior to their use as
input for ML,/DL models (such as the possibility to obtain or apply certain transfor-
mations).

2.9 Conclusions

Throughout this chapter we have analyzed in depth the theoretical background
associated with the anonymization and pseudonymization of data, with special at-
tention to those of a tabular nature.

First, a review of classical methods used for pseudonymization of data contain-
ing identifying attributes has been carried out. In relation to anonymization, two
software components developed as open source Python libraries have been pre-
sented. Specifically, pyCANON is a Python library to check the anonymization level
of a dataset, and anjana is library than can be used to anonymize a tabular dataset
using nine of the most commonly used tabular data anonymization techniques. In
addition, we have reviewed common attacks that can be suffered by anonymized
databases, as well as metrics to measure the privacy-utility balance obtained and
methods to assess the risk of disclosure and re-identification. Furthermore, the
impact of the anonymization carried out with some of these techniques on the per-
formance of ML models trained with anonymized data has been analyzed.

Regarding future work in this field, in addition to the maintenance and im-
provement of the functionality of the two implemented libraries, we will pursue
the integration and implementation of anonymity techniques that take into account
auxiliary populations for their use and application, as well as other metrics and their
evaluation as detailed in Section 2.5. In addition, we have focused on the use of
tabular data, but future work includes extrapolating to other types of data, such
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as time series, via statistics mixing of synthetic data; images, which may include
masking techniques; or focusing on membership inference attacks on training data
within ML models and ways to mitigate them.
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Abstract

This chapter presents the theoretical foundations of the privacy en-
hancement technique known as differential privacy. We will distinguish
between methods for local and global differential privacy, highlighting
for the latter the Laplace, Exponential and Gaussian mechanisms. We
will explore metric differential privacy or d-privacy for addressing the
geo-indistinguishability problem and we will study the theoretical basis
of Rényi differential privacy, which provides stronger flexibility of the
definition especially in case of multiple mechanism composition. Then,
an overview of the differential privacy approach applied to data pub-
lishing will be given, followed by its use in data analysis, with special
emphasis on deep learning by means of the inclusion of this definition
within the stochastic gradient descent process. Finally, different open
source frameworks available in the state of the art will be reviewed.

3.1 Theoretical Basis

n the previous chapter we presented several techniques that are applied to

raw data before they are shared or published, in order to ensure that they
have been properly privatized. These techniques provide privacy safeguards

that protect information prior to its analysis through data mining, machine learn-
ing, statistical analysis and other applications. While pseudonymization techniques
are based in obfuscating the identifiers, with anonymization we aim to reduce the
risk of identifying a user in the database under analysis. Specifically, anonymiza-
tion techniques focus on applying generalizations based on different hierarchies in
order to avoid the extraction of valuable information as well as to prevent different
attacks, as explored in Sections 2.2 and 2.3. As we have seen, in many cases this
can be a complex process due to the amount of auxiliary data that can be used,
leading to linkage attacks. Furthermore, an important point to keep in mind is that
it is necessary to achieve a compromise between anonymization and data usability.
The need for alternative techniques to guarantee data privacy while maintaining
data utility arises. In this sense, differential privacy seeks to protect privacy by
adding statistical noise to the data, either before sharing or during the learning
or analysis process. Thus, with differential privacy, a balance is sought between
the amount of information that is lost and therefore the usefulness of the data,
and its privacy. Usually, differential privacy is applied on the output of queries on
databases, or during the learning process (for example by applying noise during the
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gradient decent when training a neural network). The following is an introduction
differential privacy (DP) and to the two main approaches: local and global.

3.1.1 Introducing Differential Privacy

The motivation for including the technique of DP arises to prevent different types
of attacks that can be performed on a database or during the analysis. For exam-
ple, suppose that we have a database DB with information about {x;}7_,

Suppose that an attacker has background information about all but one of these

records.

records, x;, for a certain j € {1,...,n}. Then, the adversary can make a query on
the original database to infer information about the record x;. To do so, it would
be enough to perform the same query on the database of which he/she has in-
formation, that is DB’=DB\{x;}, and compare the result with the one obtained by
performing the query on DB.

Now, suppose a database with n records containing clinical information about
whether a certain patient suffers certain disease. The attacker can make a query
to that database about the number of patients who passed the disease and gets a
value n;/2. This same attacker can make the same query after some time, when
he/she knows that a new patient might have been included in the database (so that
both databases differ only by one record). Suppose he/she gets again a value n; /2,
then he/she would not be able to deduce if a new patient has been added and does
not have the disease, or if no patient has been added. However, if a value n; /2 +1
is obtained, the attacker would know that a new patient who has the disease has
been added to the database.

Clearly, this is a very simple example, but it reflects the problem we want to high-
light. With differential privacy, we want to ensure that when two databases differ
only in one record (i.e., they are neighbors databases), the output of performing
the same query on both is as indistinguishable as possible, so that the attacker can-
not identify whether the record x; for which he/she has no information, is in the
database or not (see [79]).

The intuitive idea is to add statistical noise to the data. As shown in the follow-
ing definition, we must have a privacy budget (e), with which we can control the
balance between privacy and usefulness of the data.

Definition 3.1.1. e-differential privacy. A randomized algorithm .#, with domain
2 and range %, satisfies e-differential privacy (see, for instance, [80]) if for any
two adjacent inputs Y,Y’ € 9 and for any subset of outputs S C 2 it is satisfied
that:
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P[.#(Y)eS]<eP[.A(Y)eES],
with € > 0.

In the previous definition the value of € is the privacy budget, which means that
this parameter allows to control the level of privacy (the amount of privacy loss
allowed). Typically (but not necessarily) a value of € < 1 is taken.

Remark 3.1.1. The lower the € value, the higher the privacy, but the lower the

usefulness of the data for the analysis. A value of e = 0 implies total privacy:
PLA(V)ES] 1
PL.A(Y)es] =

Privacy € Utility

From this definition we can directly infer the simple composition theorem (The-
orem 3.1.1) which allow as to control the accumulated privacy loss when perform-
ing sequential analyzes on the same dataset.

Theorem 3.1.1. Be .#; Vi € {1,...,n} n randomized algorithms, with domain 9
and range & and M; satisfying €;-differential privacy for each i € {1,...,n}. The
mechanism defined as the composition of #; Yi € {1,...,n}, M (x) = (M,..., M,),
where each randomized algorithm is applied sequentially and independently, will verify

e-differential privacy with e = Y.

i=1 €;.

Proof. For simplicity, the demonstration for the discrete case is shown:

LetY,Y’ € 9 be two adjacent inputs, verifying that P[.#,(Y) =s;] Vi € {1,...,n}
with s; €S, and s = (s, ...,s,), considering s the sequential outputs.
Note that assuming that the randomized mechanism are independent, we get that
PU(A(Y)=s]=P[(A(Y),..., #,(Y))=(s,...,5,)], then:

PI(A(Y), ..., M (Y)) = (51,5 5) ] = PL(A1 (V) = 51]- ... - PL(A(Y) = 5,,]

Then, as ., verifies ¢;-differential privacy Vi € {1,...,n}:

Pl(A(Y)=5] < e P[(M(Y)=51]"... e P[(M,(Y)=5,]=
SPUAY)=5] <X SP(My(Y)=5,]-... P{(M,(Y)=5,]=
= Pl(A(Y)=5] < eZmr “P(My(Y'), ..., My(Y)) = (51, .,5,)] =
= Pl(A(Y)=5] < Xt “P{(A(Y') =]
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In addition, a parameter 6 in order to represent the probability of exceeding
the privacy budget € can also be introduced, i.e., with probability 1— & the privacy
loss will not be greater than €. Then the concept of (¢, & )-differential privacy arises,
and can be defined as follows:

Definition 3.1.2. (e, 6)-differential privacy. Be .# a randomized algorithm with
domain 2 and range Z. It satisfies (e, 6)-differential privacy (see [80]) if for any
two adjacent inputs Y,Y’ € 92 and for any subset of outputs S C & it is satisfied
that:

PA(Y)eS]<ePl.#(Y')ES]+6,

with e >0and 6 €[0,1].

3.1.2 Input Privacy and Output Privacy

In the following we define two privacy concepts depending on whether this applies
to the inputs or outputs of a data-driven model or computation process especially
acting on sensitive or personal data.

Definition 3.1.3. Input privacy. It is a guarantee that one or more persons can
participate in a computation process, so that none of the parties knows anything
about the inputs of the others.

With input privacy we are then preserving the privacy of the database. In some
cases we can achieve this task via data anonymization, as explained in the previ-
ous chapter, applying certain transformation to the data. Other examples of in-
put privacy involve more complex computing schemes, such as secure multi-party
computation (SMPC), homomorphic encryption (HE) or trusted/secure execution
environments (TEEs/SEEs).

Definition 3.1.4. Output privacy. It attempts to ensure that the output of an in-
formation stream cannot be reversed to learn specific attributes about the input.

One of the most common ways to guarantee output privacy is the use of differ-
ential privacy (DP), so that it is used as a method of perturbation or addition of
noise on the computation/statistical method or query performed, allowing statisti-
cal disclosure control.

Moreover, regarding differential privacy, we can mainly distinguish two types:
local and global DP. On the one hand, let us assume different data owners, who
are going to send their data to a central server which they do not trust to perform
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some statistical or computing process. In this sense, to ensure input privacy they
can add controlled noise to it before sending it to that server (local DP), for ex-
ample applying this technique to the distributions/histogram representations. On
the other hand, if the server is trusted and the aim is to guarantee output privacy
when performing queries on the data, such noise can be added to the response to
the given query or computing process. This applies not only to queries, but also
to statistical analysis, visualizations, and applications of ML or DL models, among
others, that can be performed on a centralized dataset.

The intuitive idea behind local and global DP is summarized in the scheme given
in Figure 3.1. We can note that with local DP (LDP) we add noise to the data before
sending it to an untrusted central server, while with global DP (GDP) we assume
that we trust the server and we add noise to the computation process or to the
queries performed.

LOCAL DIFFERENTIAL PRIVACY GLOBAL DIFFERENTIAL PRIVACY

11 1 1 1

==
E Central server

[ 11— oo | (Untrusted) Add noise to the queries

— 1 P 1 1

o=
Pri d
El rivate data ‘il

r 1 ! 1 !

Central server

1
=
E (Trusted)

Add noise
t t t 1 1 t
Raw data Rawdata Raw data Raw data Rawdata Raw data

Data owners Data owners

Figure 3.1: Schematic idea of the local and global differential privacy approaches.
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3.2 Global Differential Privacy

The idea behind global differential privacy is to ensure that the results of a statistical
analysis or queries performed on a database maintain the privacy of the individuals
involved. This means that the noise is added to the result of the database queries,
i.e., it is introduced by the data curator (assumed to be trustworthy) just before
sharing it with third parties. In this section three mechanisms that are widely used
to guarantee (global) differential privacy are presented, namely Laplace, Gaussian
and Exponential mechanisms.

3.2.1 Laplace Mechanism

In order to ensure DP, one of the most commonly used mechanisms is based on the
use of the Laplace distribution.

Remark 3.2.1. Remember that the probability density function (PDF) of a Laplace
distribution is given by L(u, b) = zibexp (—lX—;“I), with u and b the location and
scale parameters respectively. In Figure 3.2 the graphical representation of the PDF
for different values of u and b is shown.

PDF Laplace distribution
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Figure 3.2: Probability density function (PDF) of the Laplace distribution.
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Then, let us start with the definition of [;-sensitivity prior to introducing the
Laplace mechanism.

Definition 3.2.1. 1;-sensitivity. Be f : 2 — R¥, we define the [;-sensitivity (see

[81]) as follows:

Al(f):=|max I1f Ge) = fF (NIl

lx=¥ll4

Definition 3.2.2. Laplace mechanism. Given any function f : 2 — R, we
define the Laplace mechanism (see [81]) as:

Mi(x, £ (), €)= f )+ (Yn, ..., Y,

where Y;,Vi € {1,...,k} are independent and identically distributed (i.i.d.) vari-
ables from the Laplace distribution with location 0 and scale A;(f)/e (equivalently

Laplace(0,A,(f)/€)).

Theorem 3.2.1. The Laplace Mechanism or Laplace Algorithm outlined above, main-
tains e-differential privacy (see [82]and [81 ]).

Proof. The proof of this theorem is very simple considering the following:

* The PDF of the Laplace distribution with y =0 and b = A;(f)/e is given by:

e [
L(0,A:(f)/€) = 2A1(f)exp( 6A1(f))‘

e If X ~L(u,b), thenX +k ~ L(u+k,b).

e If X and Y are two independent identically distributed variables, then the
joint PDF is the product of each PDE

Be z € R¥, D and D’ two neighboring databases. Be Pp(z) and Pp,(z) the PDF of D
and D’ respectively. Let us proof that Py(z)/Pp (2) < exp(e):

Py(z) 1 —e(If (X); =2z = 1f (V) — =)
Py(z) !;[exp( Aq(f) ) =

- e(lf (V)i —fX)D)Y _ e & )
S!:llexp( A )—exp(—Al(f);If(X)i—f(Y)J)_

||f(X)i_f(Y)i||1) < o€
Aq(f) B

=exp (e
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Note that this method is one of the most widely used in the implementation of
differential privacy techniques.

Example 3.2.1. In this example we are going to use the stroke dataset [83], which
contains clinical information of patients: whether or not they have suffered a stroke,
if they have a heart disease, their body mass index (BMI), their average glucose
levels, etc, along with certain demographic factors such as type of job, the marital
status or the residence type.

Specifically, we will calculate the average BMI of those who have suffered a
stroke. To add an additional layer of privacy to these data, as they are sensitive
variables, we will apply differential privacy for different e values.

In Figure 3.3 we can see how the value obtained by applying DP, in particular
using the Laplace mechanism and the Python PyDP library [84], tends to converge
to the real value (without applying DP) as € increases (in particular for ¢ >> 1).

321

314

301

Mean of the BMI

291

28 1

0 2 4 6 8 10
Privacy budget (¢)

Figure 3.3: Example: mean BMI of all persons in the database who suffered a stroke.
Results applying DP with the Laplace mechanism for different values of the privacy
budget vs the actual value.
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3.2.2 Gaussian Mechanism

As we have exposed previously, Laplace mechanism preserves e-differential privacy.
However, with the Gaussian Mechanism we can ensure that (e, §)-differential pri-
vacy is preserved. First, instead of using [, -sensitivity, in this case we need to define
[,-sensitivity as follows:

Definition 3.2.3. I,-sensitivity. Be f : 2 — R*, we define the 1,-sensitivity as
follows:

Ay(f) == max ||f(x)—f(¥)ll
[lx=y Il

Definition 3.2.4. Gaussian mechanism. Given any function f : 2 — R, we can

define the Gaussian mechanism (see [85], [86]) as:

'%G(x’f(')r €, 6) :Zf(x) + (Yl) .. "Yk);

where Y;,Vi € {1,...,k} are independent and identically distributed (i.i.d.) vari-

. .

ables from the Gaussian distribution N(0, o%), with o =

Theorem 3.2.2. The Gaussian Mechanism given in Definition 3.2.4, maintains (€, )-
differential privacy.

Proof. A detailed proof can be found in [85]. O

Example 3.2.2. Let us considered the same data as in the Example 3.2.1. Suppose
that we want to calculate the mean BMI (of the dataset corresponding to patients
who have suffered stroke) in this case using the Gaussian mechanism. In this case,
in addition to the privacy budget (e¢), we will need to introduce a parameter 6 in
order to adjust the probability of exceeding the value fixed for e.

Note that in the case of the mean, the [,-sensitivity will be given by Zue—m,
with n the number of data, x,,,, and x,,;, the maximum and minimum possible
values in the dataset respectively.

For applying this mechanism in this example we will use the diffprivlib library
[87][88]. Then, taking a value 6 = 1e—3, Figure 3.4 shows value obtained for the
mean of the BMI by applying DP with the Gaussian mechanism when varying the
value of €. Again we can notice how the values calculated by applying DP converge
to the real value as the e value increases.
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Figure 3.4: Example: mean BMI of all persons in the database who suffered a stroke.
Results applying DP with the Gaussian mechanism for different values of the privacy
budget vs the actual value.

3.2.3 Exponential Mechanism

Until now we have analyzed the Laplace and Gaussian mechanisms, which are
based on output perturbation (i.e. 4 (x):= f(x)+Y). However, the main limita-
tion of these methods is that they only work for numeric queries. For non-numeric
queries we can introduce the exponential mechanism. First, let us start by intro-
ducing some key concepts:

Definition 3.2.5. Utility function. Be #Z and output space and f : 2 — £ (in the
following we can assume f : NI — 2). We define an utility function associated
to the abstract output space as:

g =N¥xz >R

Be 2 C N¥I a dataset, and r € % the output of a query, g(D, r) represents the score
function regarding returning r as output for a query f(2).

Remark 3.2.2. Regarding the definition of the utility or score function g given in
definition 3.2.5:



113 J. Sdinz-Pardo Diaz

* The function g must be defined for each use case.
* If r = (D), we assign the maximum score.

Then, we need to define the sensitivity for the utility or score function g defined
above:

Definition 3.2.6. Sensitivity of the utility function. Be & the abstract space of
outputs. Be g : N¥I x 2 — R a score or utility function, we define the sensitivity

as follows:
A(g):=max max [g(D,r)—g(D’,r)|
re# D,D’:||D—D'||<1
Then, we define the exponential mechanism as follows:
Definition 3.2.7. Exponential mechanism. Be D the set of inputs, % the set of

outputs, r € # and A(g) the sensitivity of the utility or score function g. The
exponential mechanism [86] outputs r with probability P[r] defined as follows:

exp (9565)

-g(D,r’)
Dreq €XP (Eng(gr) )

Theorem 3.2.3. The exponential mechanism (#z) verifies e-differential privacy.

Plr]=

Proof. For this proof and for simplicity, let us suppose that £ is finite [86]:
Be D and D’ two neighboring databases, D, D’ € 9", .4 the exponential mech-
anism, and r € %, being # the set of outputs. Be g the score function and A(g) its

eg(D,r)
sensitivity. The probability of r being selected is P[r] = L%, then:
Drea EXP(Eng(é) )

exp(Hi)
P(Me(D)=T1)  Srcaexp(5ip))
P(y(D)=T) exp(efgi;’)r){

e exp( i)
-g(D’,r)
- exp (L8R =010 Tren PGy ) _
N (D) ~
24(g) Direq €XP( eng(g; )

e-g(D')r)
< o<l Direa eXP( 2A(g)

) < ee/zee/z = e
27 ex (E'g(D,F)) -
reee ¢XP\SA
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Then, one of the most commonly encountered example of use of the exponential
mechanism is the selection of a value from a set of possible outputs regarding a
utility function, maximizing its reliability while respecting privacy.

3.3 Local Differential Privacy

As introduced in Section 3.1.1, local differential privacy (LDP) aims to protect the
privacy of each individual’s record in the dataset. Specifically, it involves applying
DP before centralizing the data to an external server. To this end, through the
addition of noise, the response to each query is perturbed before it is sent to a
central server. Then, we can modify the definitions of DP to the case of local DP as
follows:

Definition 3.3.1. Local e-differential privacy. A randomized algorithm ./, with
domain 2 and range £, satisfies local e-differential privacy if for any inputs
y,y' € 9 and for any possible output r € # it is satisfied that:

Pl (y)=r]<ePla(y)=r],
with € > 0.

Definition 3.3.2. Local (€, 6)-differential privacy. A randomized algorithm .,
with domain 2 and range %, satisfies local (e, 6)-differential privacy if for any
inputs y, y’ € 2 and for any possible output r € # it is satisfied that:

PlA(y)=r]<ePlA(y)=r]+0,

with e > 0and 6 €[0,1].

A first approach to the most classical methods to achieve local differential pri-
vacy is shown in this section. We can note that in cases where we are dealing with
numerical data, the Laplace or Gaussian mechanisms can be used to achieve lo-
cal DP. However, when working with categorical data, the concept of randomized
response should be introduced.

3.3.1 Randomized Response

The randomized response method was stated by Stanley L. Warner in 1965 as a
proposal to add privacy to structured survey interviews, and thus avoid inaccurate
responses from individuals answering a survey [89].
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We can mainly think about two approaches concerning the mechanism of ran-
domized response for applying DP: for binary and non-binary data (including cat-
egorical), but in both cases for finite sets. First, for the case of binary data we can
think on the classic approach given by the coin algorithm: Suppose we want the
records of people who have passed certain disease. In this case, for each individual,
we flip a coin, if it comes up heads we give the real answer, but if it comes up tails
we flip a new coin. For this second coin, if it comes up heads we answer no, and if
it comes up tails we answer yes. In this way, in no case can we know if the saved
answer is the real answer for each user. The probability of occurrence of each event
using this randomized response mechanism is shown below:

P(Yes|No) = P(tails)P(heads) = %.

P(Yes|Yes) = P(heads) + P(tails)P(heads) = %.

P(No|Yes) = P(tails)P(tails) = %.

P(No|No) = P(heads) + P(tails)P(tails) = %.

In view of the above, we can immediately note that the previously exposed
random response process verifies e-differential privacy for e = log(3).

Other mechanism for randomized response can be considered taking into ac-
count a pre-defined threshold for the probability of answering or not the ground
truth, specifically for binary data. For example, be Y; the ground truth and Y; the
randomized one. Be A € [0,1/2], one randomized mechanism for binary data can
be given as follows parametrized by certain value of A (if A = 0 it is uniformly
random and if A = 1/2 we always return the real value) [90]:

7o Y; with probability 1/2 + A
B ) 4 with probability 1/2 — A

Now, we can generalize the previous approach to a no binary setting. Then, we
can introduce the k-ary Randomized Response algorithm as follows [91]:

Definition 3.3.3. Randomized response algorithm. Be k the number of different
values in the data domain (2 = {y;,...,yx}). The k-ary randomized response
algorithm for the value y given e is the true value y if b = 0 and otherwise it is
sampled from 2 following an uniform distribution. In this approach we get b ~
Ber(k/(e€ + k — 1)), with Ber the Bernoulli distribution.

Theorem 3.3.1. The k-ary Randomized Response algorithm verifies e-local-differential
privacy [91].

Proof. Be p = k/(e® + k — 1) the parameter of the Bernoulli distribution. First,
note that the output of the method is a uniformly distributed random value with
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probability p = M% (case b = 1) and the true value with probability 1 —p =

1— ﬁ = % (this is given by definition of the Bernoulli distribution).

Be y, y’ two inputs (the real values) and r € & the output (randomized value).
Ify=y =rory#randy’ #r the proof is trivial, so we will proof these theorem
for the case in which y =r and y’ # r. We want to find out that:

PLAG)=r] _ o
PlA(y)=r]
with .# the k-ary randomized response algorithm. Then:
p ef—1 1 e€
P =r]l=1-p+== + =
LA =rI =1t = e Y e km1 e k=T
Note that as y = r this is the probability of getting the real value if b = 0 (1—p) and

if b =1 and the random value outputs r, p/k. In the same line, for P[.# (y’) = r]
asy' #r:
1
ec+k—1’
Finally, we get the following ratio that verifies e-local differential privacy:

PlA(y)=r]= %’ =

e€

Pla(y)=r] _ &1 _
PlA(y)=r1] v

e€+k—1

O

Finally, the k-ary Randomized Response is also know in the literature as flat
mechanism or k-RR mechanism (.#_gg) [92]. In view of the above, given r € #
and y € 9, we can give a simplified version of this mechanism as follows:

€€

P — — ef+k—1 X
[My—rr(y)=T] { iy

Applying this kind on LDP techniques allow users to add noise from the data

if y=r

owner side, even before sending such data to a central server or curator.

3.3.2 Histogram Representation

A problem that is frequently addressed in the field of differential privacy is the
representation of privatized histograms.

Histograms can provide important insights concerning the data under study,
from outliers to the general trend of the data. One way of addressing this problem
via adding differential privacy can be simply done by thinking of the mathematical
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definition of an histogram. Histograms are graphical representations of a set of
data in such a way that the values are grouped into a certain number of classes or
bins. The widely known Sturges’ Rule is commonly used to choose the number of
bins, which states that we should construct as many classes as 1 + log,(N), with
N being the number of data. Additionally one can vary the width of each class, or
simply take the same for all bins.

If we consider histograms as sets of classes that group the data in a database
according to certain characteristics, a common technique for preserving privacy is
to add Laplacian noise to each disjoint bin of the histogram, following the Laplace
mechanism given in Section 3.2.1. In particular, since each class is disjoint and can
reveal information about the data represented, adding noise on each class is a very
simple and effective solution to this problem.

In particular, it is immediate to note that the sensitivity of adding a new ele-
ment to the database (remember that two inputs are disjoint if they vary in a single
element), can only vary by at most 1 in a class or bin of the histogram. Thus, the
sensitivity [; in this case is 1, according to the definition given in Definition 3.2.1.
Thus, following the Laplace mechanism given in Definition 3.2.2 we have that we
have to add noise from a Laplace distribution L(0, 1/€) to guarantee that differen-
tial privacy is verified.

An example of a randomized histogram taking 3 different values of € is shown
below, demonstrating the impact of the privacy budget on the randomized his-
togram.

Example 3.3.1. Asin the Example 3.2.1, we consider again the Stroke Dataset. In
this case, we will consider (according to the Sturges’ rule) 13 bins. The idea is to
create a histogram showing the distribution of the “average glucose level” feature.
Then, we consider three € values, a particularly small one that adds a large amount
of noise €; = 0.01, and two more significant values e, = 0.1 and €5 = 0.5.

As explained before, to each count in the various initial bins, we will add Lapla-
cian noise with O as location and 1/€ as scale. In order to add this noise we will
use the function laplace from the package random from the numpy Python li-
brary. Once we add the noise form such distribution to each bin we take the result
rounded to the nearest integer. It is immediate to see that the trend with €5 = 0.5
is closer to the real trend of the original histogram, as it adds less noise. The four
histograms are shown in Figure 3.5.

It can be seen that the total number of records when adding DP in the different
scenarios varies from the initial number of records. it should be noted that the
application of DP aims to provide results that are statistically similar to the original
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Figure 3.5: Example: original and DP randomized histograms for the average glu-
cose level of the Stroke Dataset.

data, but do not disclose information about specific individuals in the database.
In this sense the randomized histogram should be useful to perform data analysis
through it, without compromising privacy.

3.4 Rényi Differential Privacy

The idea behind the concept of Rényi Differential Privacy (RDP) is to generalize the
basic idea of differential privacy so that it entails a natural relaxation of the classic
definition by using the Rényi divergence, as proposed in [93]. Thus, RDP allows
to give a strictly stronger privacy definition. In particular, this technique is very
useful when multiple randomized algorithms are applied sequentially due to the
guarantees it provides with respect to composition of heterogeneous mechanisms
[93]. In order to introduce this concept, let us begin by highlighting the formal
definition of Rényi divergence.
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Definition 3.4.1. Rényi divergence. Let P and Q be two probability distributions.
The Rényi divergence of order a of P over Q is defined as follows:

1
a—1

D.(PlIQ) = P (’“)) ,

logE, (_
85| Qi)
with a > 1.

If we transfer this to the notation followed in the previously given differential
privacy definitions, we get the following definition for (a, €)-Rényi differential pri-

vacy:

Definition 3.4.2. (a, €)-Rényi differential privacy. Be .# a randomized algorithm
with domain 2 and range %. It satisfies (a, €)-Rényi differential privacy (see
[93, 94]) if for any two adjacent inputs Y, Y’ € 9 it is satisfied that:

Do (A (V)| A(Y)) <€,

with ¢ > 1 and € > 0.

As can be seen from the above, by introducing the a parameter, RDP allows
privacy to be quantified in a more flexible way than with classical DP, where we are
limited by the e parameter.

In view of the proof given for the Proposition 3 of [93], it can be seen that the
following theorem relating (a, €)-Rényi differential privacy and (e, §)-differential
privacy is fulfilled:

Theorem 3.4.1. If a mechanism # verifies (a, €)-Rényi differential privacy, will also
verify (¢’,6)-differential privacy for €’ = € + =5 log(%) and 6 € (0,1).

Proof. A detailed proof of this theorem is given in the original work by I. Mironov
in [93]. O

Regarding the mechanism to obtain classical RDP, the main method is again the
Gaussian mechanism. In this case, we define it as follows:

Definition 3.4.3. Gaussian Mechanism for (a, €)-Rényi differential privacy. Given
any function f : 2 — R¥, we can define the Gaussian Mechanism for (a, €)-
Rényi differential privacy as:

M, (X, f (s s €) := fF(X) +(Y7,..., 1),

where Y, Vi € {1,...,k} are independent and identically distributed (i.i.d.) vari-
2
ables from the distribution N(0, 0'?), with 02 = %



Chapter 3: Differential Privacy 120

As already mentioned, the usefulness of this technique resides especially in cases
where multiple queries or mechanisms are performed on the same database exe-
cuting multiple algorithms. This makes it particularly useful in machine learning
systems. This is because RDP satisfies the sequential composition of mechanisms.
This is detailed in the following theorem, again proved in [93]:

Theorem 3.4.2. Be .#; and #, two mechanisms verifying (a, €,)-Rényi differen-
tial privacy and (a, €,)-Rényi differential privacy respectively. Then, the composition
of M, and M, (the results of running these two mechanism sequentially), verifies
(a, €1 + €,)-Rényi differential privacy

Proof. A detailed proof of this theorem is given in the original work by I. Mironov
in [93]. O

If we rely on the previous theorem, it is evident that applying sequentially n
times a given mechanism verifying (a, €)-Rényi differential privacy will result in
(a, ne)-Rényi differential privacy.

3.5 Metric Differential Privacy

In this section we explore the notion of d-privacy, metric differential privacy or sim-
ply metric privacy [95]. The motivation behind this concept is that, in multiple sit-
uations, we can consider a distance relationship between two databases or even a
pair of inputs. Naturally we can think of a geometric distance given by the distance
between two databases as a function of data location. However, we can also define
a metric space that can be used to measure the distance between two datasets as a
function of the different distributions of the inputs, among other cases.

The main objective pursued with metric-DP or d-privacy is to take into account
the geographical distance in the development of privacy preserving solutions, with
special focus to the context of location privacy and geo-indistinguishability in order
to protect the users location in location-based services [92].

Definition 3.5.1. e-d-privacy. A randomized algorithm .#, with domain 2 and
range %, with 9 provided with a metric d : 9> — Ry, satisfies e-d-privacy or
e-metric-differential-privacy (see [96]) if for any inputs y,y’ € 9 and for any
possible output r € £ it is satisfied that:

Pl A(y)=r]< e P[a(y)=r],

with € > 0. Note that we assume that 2 is provided with a metric space.
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From this definition, we can note that inputs that are closer in relation to the
given metric d will be more indistinguishable to an attacker, while inputs that are
more distant will be more easily discernible. According to [96], we can note that
if the domain and the range verify 2 = 2 = R?, and d in the Euclidean metric,
then we get the definition of geo-indistinguishability. Specifically, we can define
this property as follows:

Definition 3.5.2. Geo-indistinguishability. A mechanism provides guarantees of
geo-indistinguishability if and only if for any radius x > 0 we can ensure € x-
privacy within the radius x [97].

In fact, the Euclidean metric is one of the most commonly used in d-privacy,
together with the Hamming distance or discrete metrics for the distance.

Several mechanisms are know for achieving d-privacy for some specific met-
rics. Examples are the a-randomized response mechanism and the geometric and
truncated geometric mechanisms explained in [98]. Adding geometric noise is a
commonly used approach for ensuring d-privacy. For example, in [92] two mech-
anism are defined for achieving d-privacy, the Laplacian and Geometric ones, for
continuous and discrete metric spaces respectively.

Definition 3.5.3. Laplacian Mechanism for d-privacy. The Laplacian Mecha-
nism for d-privacy (#;;) [92] is given by the following probability density func-
tion given y € 2 the real location that outputs r € %, with 2 provided with a
metric space with the metric d and with A a normalization factor:

dP,(r)= Ae—€dlnn),

Definition 3.5.4. Geometric Mechanism for d-privacy. The Geometric Mecha-
nism for d-privacy (#,) [92] is given by the following probability distribution
given y € 2 the real location that outputs r € Z, with 2 provided with a metric
space with the metric d and with A a normalization factor:

B[ Myo(y) = ] = 270,

In the previous section we have presented the basis concerning four classic dif-
ferential privacy methods, global, local, Rényi and metric DP. In this line, Figure 3.6
seeks to serve as an intuitive overview of the main distinctive aspect associated with
each of these techniques

In the following sections, we will distinguish between the use of DP for publish-
ing sanitized databases and for the data analysis process, with special attention to
its incorporation in the training of DL models.



Chapter 3: Differential Privacy 122

GLOBAL DP LOCAL DP
8 =
8

?

The curator adds noise to the Protects the privacy of the dataset
computing processes or queries without relying on the curator
RENYI DP METRIC DP

—— v
— |»‘
n -— AVe

n YAn ~... .q i

€ | __:I“-_—.’l«
)

x|

?

Satisfies the sequential Takes into account
composition of mechanisms the geographical distance

Figure 3.6: Wrap up: global, local, Rényi and metric differential privacy.

3.6 Differential Privacy for Data Publishing

Concerning differential privacy for data publishing, we can first think of publishing
statistics on the data, to which GDP applies, or even histograms representing the
data distributions previously sanitized, as we have seen previously in Section 3.3.2.
Otherwise, if we want to release a complete sanitized dataset using DP, we will
need to apply LDP.

Essentially, in terms of adding differential privacy prior to the database publica-
tion, we can think of the case where we add noise directly on the dataset. In a tabu-
lar database, numeric attributes can have noise added to them using the Laplace or
Gaussian mechanisms seen in Section 3.2, while for binary or categorical attributes
with multiple classes we can apply different randomized response methods (as the
k-ary randomized response mechanism) seen in Section 3.3. In the same way, dif-
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ferent partitions of the dataset can be made and sanitization can be performed on
each partition individually before re-aggregating it for publication.

3.7 Differential Privacy for Data Analysis

From a data analytics point of view, we can think of the application of global differ-
ential productivity for the calculation of different statistics on a database, as well as
response to queries performed on them, for which the GDP techniques seen previ-
ously can be employed. The same applies to the representation of the data by means
of histograms or other statistics, as already mentioned when explaining different
LDP methods.

However, beyond all this, the integration of DP during the training of ML or DL
models is a growing field with multiple applications. For example, in [99] the au-
thors explore an image classification use case using a pediatric pneumonia dataset
integrating DP during the training of the models via the DP-Stochastic Gradient
Descent methods (DP-SGD).

In particular, in the following sections we show the integration of DP in DL archi-
tectures during the gradient descent process, as well as a possible way to implement
this approach.

3.7.1 Deep Learning Meets Differential Privacy

The most common way to incorporate DP in a machine or deep learning pipeline us-
ing artificial neural networks focuses on its application during the gradient descent
process, as presented below.

Differentially-private stochastic gradient descent Let us start by explaining the
theoretical background concerning the step of stochastic gradient descent (SGD)
during the training of a ML/DL model based on ANN.

As we know from basic optimization notions, for minimizing a function f we
need to move in the negative direction of the gradient of f (—Vf). Additionally, we
can add a learning rate (u) for such descent. This process is followed in the gradient
descent method for optimizing the loss function of the learning model. The idea is
to modify the model weights according to the direction of the error gradient. It is
important to note that this process can be very time consuming, which motivates
introducing the concepts of stochastic or batch gradient descent.

The main objective of SGD is to optimize the learning model iteratively [ 100].
In addition, SGD aims to approximate the gradient by a single sample (or even a
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batch). This methods is usually much faster than the classic gradient descent, and
it also allow to scape from local minima. However, the gradient updates with SGD
are more noisy as it does not use the whole dataset, and then they can have a high
variance and lower convergence. This can cause the optimization process to be less
stable. Algorithm 2 shows an intuitive pseudocode of this process. Note that for
simplicity, we show the example assuming that we approximate the gradient using
a single sample instead of a batch, but it will be analogous.

Algorithm 2 Stochastic Gradient Descent (SGD)
INPUT: M, the model to be trained
INPUT: D, the training dataset
INPUT: F, the loss function
INPUT: N,, the number of epochs
INPUT: u, the learning rate

function SGD(M, D, F, N,, u)

1:

2 Get N the number of samples of D

3 Shuffle the initial dataset D = {(x;, y;) : Vi{1,...,N}}

4 Initialize some random weights for the model w®

5: forte[l,...,N,] do

6 Randomly select a single sample (x;, y;)

7 Compute Y, the prediction obtained for x; with M initialized with w'™*
8 gff) =V, F(¥;, ¥i) > Compute the gradients of the loss
9 w® — =D _Mgi(t)
10: end for

11: end function

Then, for adding DP during the gradient descent, the Gaussian mechanism can
be used by introducing the noise multiplier and the bound of the norm of the gradi-
ent (clipping norm). The pseudocode given in Algorithm 3 details this implemen-
tation.

Note that before adding Gaussian noise to the gradients, it is essential to clip
the gradients to ensure that the sensitivity is bounded. Similarly, the noise added
by the noise multiplier (n.) must be carefully calibrated according to the value of
€ to be verified. It is important to remember that, according to definition 3.2.4 we

Ay(f)4/210g(1.25/5)
€

approach we will need then to take into account also the size of the batches selected

have to choose o = in order to guarantee (e, §)-DP. Then, in this

to to preserve this definition.
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Algorithm 3 Differentially Privacy Stochastic Gradient Descent (DP-SGD)
INPUT: M, the model to be trained
INPUT: D, the training dataset
INPUT: F, the loss function
INPUT: N,, the number of epochs
INPUT: u, the learning rate
INPUT: C, threshold for the clipping norm for the gradients

INPUT: n,, noise multiplier
1: function SGD(M, D, F, N,, u, C, n.)

2: Get N the number of samples of D

3: Shuffle the initial dataset D = {(x;, y;) : Vi{1,...,N}}

4 Initialize some random weights for the model w®

5: forte[1,...,N,] do

6: Randomly select a single sample (x;, y;)

7: Compute Yy, the prediction obtained for x; with M initialized with w'™*

8: glm =V.F(;, i) > Compute the gradients of the loss

9: E?) — gim/max(l, %) > Clip the gradients
10: gl@ — EE” +.4(0,n2C?) > Add Gaussian Noise
11: w® — =1 —uéi(t)
12: end for

13: end function

Example 3.7.1 shows a simple example implemented using the TensorFlow Pri-
vacy Python library in which we train a CNN on a openly available dataset and we
compare the performance when using DP-SGD with different values for the noise
scaler or noise multiplier.

Example 3.7.1. For this example we are going to use the Alzheimer dataset [101],
in which the objective is, given an MRI image, to predict the level of Alzheimer
of an individual classified as follows: non-demented, very mild-demented, mild-
demented, moderate-demented Specifically, Table 3.1 shows the distribution of the
four predictive classes in both train and test datasets. Figure 3.7 shows an image
of each class in the dataset.

In view to the distribution of the classes in the initial train and test datasets given
in Table 3.1, for this simple example we propose to perform a binary classification
on whether the patient presents any type of Alzheimer or not.

We train a DL. model after performing a model and hyperparameter optimization
using 20% of the training set as validation. The model has been optimized using
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Data Non-demented Very mild demented Mild demented Moderate demented  Total

Train 2566 1781 724 49 5120
Test 634 459 172 15 1280

Table 3.1: Example: number of data from each class in the train and test datasets.

Non demented Very mild demented Mild demented Moderate demented

Figure 3.7: Example: samples extracted from the training dataset.

SGD with a batch size of 16. In addition, the loss function is the binary cross-
entropy and the evaluation metric is the accuracy. The model is a simple CNN with
the following layers:

* Conv2D layer. Filters: 32. Kernelsize: (3, 3). Activation: ReLU. Input shape:
(128,128,1).

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 64. Kernel size: (3, 3). Activation: ReLU.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 128. Kernel size: (3, 3). Activation: ReLU.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Flatten layer.

* Dense layer. Units: 64. Activation: ReLU.

* Dropout layer. Rate: 0.1.

* Dense layer. Units: 32. Activation: ReLU.

* Dropout layer. Rate: 0.1.

* Dense layer. Units: 1. Activation: sigmoid.

For performing the training using DP-SGD we used the TensorFlow Privacy li-
brary. We have taken 0.2 as the clipping norm for the gradients (this hyperparam-
eter has been optimized taking into account the validation set) and we have tested
different values for the noise multiplier. Table 3.2 shows the results obtained in
terms of different metrics such as the accuracy, the precision, the recall, the F1-
score and the AUC for these two cases: simple SGD with no DP and the scenario
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applying DP-SGD with noise multiplier 0.1. For the case in which we do not ap-
ply DP, the models has been training during 10 epochs. However, for the case of
DP-SGD, we have run the model during 50 epochs in order to try to reach a bet-
ter convergence of the training, that is slower due to the noise added. Finally, the
number of batches for DP-SGD is 1.

Optimizer Accuracy Precision  Recall  FI-score AUC

SGD 0.95000 0.94769 0.95356 0.95062 0.98755
DP-SGD 0.68125 0.68536 0.68111 0.68323 0.76060

Table 3.2: Example: results obtained when performing the binary prediction in the
test set in terms of different metrics with SGD and DP-SGD as optimizers for the
gradient descent process.

In view of Table 3.2 we can note the impact of adding DP in the performance of
the training in this very simple example: even when training five times more epochs
than in the standard approach, it still shows a lower performance. However, at the
same time, with this assumption we can guarantee a level of privacy for the resulting
training model that will reduce the risk of extracting information from the training
data and the individual represented in the training database.

The example presented above aims to simply show the impact of adding DP in
the SGD process, which have been done by means of the TensorFlow Privacy Python
library [102]. In the following section we present a curated review of different state
of the art frameworks for differential privacy.

3.8 Review of Differential Privacy Frameworks

In this section some widely known frameworks for differential privacy and for train-
ing ML/DL models under DP assumptions are presented. Specifically, these libraries
are listed along with the license under which they are developed as well as a brief
summary of their purpose or main features (highlights) in Tables 3.3 and 3.4.

These table summarize some of the state of the art libraries in relation to DP both
from the point of view of local and global application on data, queries, statistics or
histogram visualization (Google differential privacy, IBM Diffprivlib, PyDP, OpenDP,
AutoDP), as well as from the point of view of their incorporation in the gradient de-
scent process during the training of DL. models (Opacus, Tensorflow Privacy, FastDP)
or in ML models (IBM Diffprivlib, Sarus DP-XGBoost).
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At the moment, these are the most significant from the point of view of stabil-

ity, maintainability and popularity, but other libraries are emerging and should be

continuously tracked.

Framework Highlights License
Google Dif- 1t is a set of libraries that allows to get e-DP and  Apache 2.0
ferential (€,6)-DP statistics. Laplace and Gaussian mecha-
Privacy nisms are implemented together with different pri-
[103] vatized versions of statistics such as the mean, vari-

ance and quantiles for Go, C++ and Java. It also

includes a library for DP accounting, making easy

to track the privacy budget fulfilled.
Diffprivlib It implements several DP mechanisms for both e-DP ~ MIT License
(IBM) and (e, 6)-DP, such as Laplace, Gaussian, Exponen-
[87][88] tial and randomized response. It also allows to get

sanitized histograms and to train ML models (clas-

sification and clustering) using DP for supervised

learning (e.g. decision trees random forest) and for

unsupervised learning (e.g. k-Means, PCA).
Opacus It provides support for training PyTorch models Apache 2.0
[104] with differential privacy. It allows to move from
[105] the classic training to the DP-DL one with few code

changes using the PrivacyEngine function. Provide

tools for calculating e given & (track the privacy

budget). Rényi-DP is supported.
Tensorflow It allows to train DL models including DP during the =~ Apache 2.0
Privacy SGD process by introducing the clipping norm for
[102] the gradient and the noise scaler. The most classic

TensorFlow optimizers are available including DP.
It also provide some keras models with DP. In ad-
dition, this library provides users with the function-
ality of estimating the values of ¢ fulfilled accord-
ing to the parameters introduced from the optimizer
side.

Table 3.3: Review of differential privacy frameworks (1/2).
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Framework Highlights License

PyDP [84] It aims to be an open-source software for statistical ~ Apache 2.0
analysis of sensitive data. It provides differentially
private versions of different statistics (mean, max,
sum, variance, quantiles, etc) using the Laplacian
mechanism. Can be used for numeric data for GDP.

FastDP It provides support for including DP in all PyTorch ~ Apache 2.0
[106] optimizers. Memory-efficient and scalable. Easy
[107] to use to a DP-DL setting using the PrivacyEngine
[108] function. It also provide support for different mod-
[109] els, such as the ones available in torchvision and

HuggingFace among others. The code is inspired
in the Opacus library.

OpenDP It supports Gaussian and Laplace mechanisms. It MIT License
[110] allows to apply DP to several statistics, to compute

sanitized histograms and quantiles and differen-

tially private principal component analysis (PCA).

Implemented in Rust, can be used with Python and

R.

AutoDP It implements (e, )-DP. The Gaussian mechanism  Apache 2.0
[111] is used and it allows to make an accounting also

concerning the composition. It put special focus

on the use on RDP: implementation, accountant,

noise calibrator, etc.

Sarus DP-  This library arises as a fork of the Python Library ~ Apache 2.0
XGBoost XGBoost (which aims to provide efficient gradient
[112] boosting methods). Specifically, this framework
[113] adds differential privacy to the gradient boosted
trees models from XGBoost. It uses different mech-
anism, such as the Laplace mechanism, applied to
the leaf values, or the exponential one for split se-
lection.

Table 3.4: Review of differential privacy frameworks (2/2).
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3.9 Summary and Conclusions

In this chapter we have carried out a careful review of the state of the art regard-
ing differential privacy techniques. One of the main reasons for introducing this
technique is to deal with the problems of attacks that can still be carried out on
anonymized databases, such as de-anonymization in k-anonymity, linkage attacks,
etc. With DP, the idea is to confuse the attacker by means of obfuscation mecha-
nisms based on adding controlled noise with statistical guarantees, while seeking
a good trade-off between privacy and utility. In addition, another motivation is
its twofold applicability, being either useful during data processing itself or during
data analysis or ML/DL model training.

First, we have started from the concepts of input and output privacy in order
to introduce the ideas of global and local DP, together with different mechanisms
to fulfill these definitions and to have a theoretical guarantee of the privacy level.
In addition, some demonstrations on the guarantees of these mechanisms are in-
cluded.

Next, we have reviewed two state-of-the-art methods in differential privacy:
Rényi differential privacy and metric differential privacy or d-privacy. Regarding
the first one, we present it due to its theoretical interest for its good performance in
cases of composition of multiple mechanisms, making it of special interest in data
analytics processes. Concerning the second one, we are interested in analyzing
some mechanisms proposed in the literature for the case in which we are dealing
with data provided with a geographical location component to be protected, in
order to preserve, for example, the location of an specific individual in a radius,
but guaranteeing the statistical significance of the data or of the sanitized analysis
performed.

Subsequently, all the previous concepts have been summarized in order to ana-
lyze the applicability of these approaches in cases where it is desired to apply these
techniques directly on a raw dataset for the safe publication of the data (DP for data
publishing), as well as in cases where these techniques are to be applied to perform
analysis or to train ML/DL models (DP for data analysis). Regarding the latter, the
idea of training a DL model with DP by adding DP during model optimization, in
particular during the gradient descent process, has been reviewed. In particular, a
benchmark example of that is shown to see the scalability and the impact of this
technique on the performance of a DL model for an specific medical imaging use

case.

Finally, we have reviewed different openly available frameworks for DP, both
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applied to the processing of data or queries performed on a set of data, calculation
of statistics or graphical representation of data (e.g. via histograms), as well as
in relation to the incorporation of DP in the input of DL models by means of the
optimizers for TensorFlow and Keras as well as for PyTorch.

This chapter aims to show the potential of differential privacy in relation to se-
curity and privacy concerns in data science environments. The direct applicability
of DP in the training of different Al models and in data science pipelines can then
be demonstrated from two paradigms: applying DP to the data (LDP) and/or to
their analysis (GDP) or the training of the models. The last one is particularly in-
teresting for preventing membership attacks. In particular, by adding DP during the
training of the models we prevent an attacker from being able to extract informa-
tion about whether or not a user’s data were used in the model’s input. Likewise,
it can make interference attacks more difficult, as noise has been added during the
resulting training. In addition, adding DP on the raw data allows to reduce the risk
of sensitive information extraction in case the data are published, shared or simply
intercepted in a security breach.
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Abstract

In this chapter, we shift to focus from the data to the models or analysis.
We begin by establishing the basics regarding the distributed machine
learning technique classically known as federated learning, in relation
to the implementation, advantages, open problems, aggregation strate-
gies and types of federated learning, among others. Different Python
libraries for federated learning are presented and analyzed, followed
by a review on how take into account drift detection and monitoring
when putting this architecture in production. Different privacy issues
that arise in relation to the applicability of this architecture, in connec-
tion with the integration of already exposed privacy-preserving meth-
ods, such as differential privacy (DP), or even homomorphic encryption
(HE), are discussed. The implementation of this architecture in an Al as
a service platform is presented, detailing different extensions for includ-
ing privacy enhancing technologies, carbon footprint monitoring and
allowing client authentication. Finally, different non server dependent
distributed learning architectures are also presented and compared.

4.1 Machine Learning turns Distributed

ata-driven technologies have undergone a rapid growth over the last years,
D especially thanks to the availability of large volumes of data available to

be processed and analyzed (i.e. big data). As emphasized in the intro-
duction, artificial intelligence (AI), machine learning (ML) and deep learning (DL)
empower a wide range of applications (like artificial vision, natural language pro-
cessing, speech recognition, anomaly detection, etc.).

Generally speaking, in order to produce such systems, large amounts of labeled
data are needed to build a robust application with an acceptable level of accuracy.
This means that existing data have gone through a manual or semi-automatic pro-
cess where it has been labeled by domain experts. These data need to be centralized
or aggregated into a single location, in order to be able to consume it to build the
model or applications. In some cases, this is not difficult to achieve (for instance
on public image datasets that are collaboratively built, like biodiversity datasets
published and curated through the Global Biodiversity Information Facility (GBIF)
[114], or datasets that are owned by a single entity). However, in some other cases
it is difficult or impossible to obtain a good quality and large enough dataset. This is
the case of distributed datasets which cannot be aggregated or merged into a single
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location, due to a series of different reasons. These difficulties can be caused due to
technical limitations, for instance on Internet of Things (IoT) or edge devices with
bad connectivity; or due to legal, ethical, privacy or confidentiality concerns.

In this context, it is therefore difficult to extract information and knowledge
from data that may be affected by these impediments. In such situations, data
are fragmented and distributed among data owners or different locations, without
the possibility to further collaborate in order to build a robust ML application, as
data cannot be centralized and labeled accordingly. Because of this, the study and
further development of different privacy techniques that allow us to operate with
distributed data in a secure way, allowing us to extract their full potential, is a key
area for scientific research.

In this line, in this section we introduce the concept of distributed machine learn-
ing (DML). It is important to note that DML is not only focused on privacy protec-
tion, but other interesting goal is to take advantage of the available computing
resources by distributing the training of the models or the data in the different
available processors. We can thus define two different types of DML according to
the desired objective: computing resources-aware distributed learning and privacy-
aware distributed learning.

4.1.1 Computing Resources-Aware Distributed Learning

The term distributed computing denotes a model for addressing large-scale com-
puting problems using a large number of distributed computers, workers or nodes
organized in clusters integrated in a distributed communication infrastructure. This
system is based on distributing the information to different computers or workers,
which solve the calculations and once they have the result they send it to a central
server which is orchestrating the process.

In many cases, during the development of artificial intelligence models, it is nec-
essary to resort to the use of specialized hardware to speed up the computation. In
particular, we can think of two classical approaches to train a model in a distributed
way on multiple processors: data parallelism or model parallelism [115]:

* Data parallelism: This is the most classical approach. In this case an horizon-
tal partition of the initial dataset is performed and distributed to the different
available workers. The model is then trained on each worker with each data
partition. The results of the different workers are then aggregated to create a
global model. The idea is similar to that of the federated learning approach.
It is interesting to apply this method when the data are very large and do not
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fit in a single worker.

* Model parallelism: In this case, instead of splitting the data, the model is
partitioned. Thus, the dataset is replicated in different workers and in each
of them a part of the model is trained. Subsequently, the different parts of the
model are aggregated to create the global one. It is interesting to apply it in
cases where there we deal with very large models that do not fit in memory
in a single node.

Figure 4.1 intuitively shows the ideas behind the distributed training schemes
of data parallelism and model parallelism. Specifically, it is shown how in data
parallelism a partition of the data is introduced in each worker and the complete
model is trained in all the workers, while in model parallelism all the data are
shared in all the workers and a partition of the model is trained in each worker.

DATA PARALLELISM

Figure 4.1: Model and data parallelism: intuitive view from the node or worker’s

RTI (o]

perspective.

As already mentioned, the most common approach is to apply data parallelism,
since in many cases the data may already be naturally distributed in different nodes.
Several frameworks can be considered for distributing training in multiprocessor
environments under the scope of ML and DL model development, such as Horovod
[116], that was originally developed to simplify the parallelization of training scripts
for a single GPU and to enable efficient scaling across multiple GPUs on one node
or multiple GPUs on multiple nodes. This framework works under the principle
presented above of data parallelism, i.e., data are distributed dis-jointly among the
different computation units (in this case GPUs), and the model in question is trained
on each data split and then aggregated by a master node.
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Other notable tools in this sense are the package distribute [117] from Ten-
sorFlow [118] and PyTorch Distributed [ 119]. However, Horovod allows scalability
to different ML/DL frameworks, as it supports TensorFlow and PyTorch as well as
keras and MXNet.

Figure 4.2 shows the intuitive idea derived from a training distributed on mul-
tiple processors under the data parallelism paradigm.
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Figure 4.2: Data parallelism scheme: distributing the training across multiple pro-

Ccessors.

Note that we can consider two different paradigms, the case where we have a
single machine provided by at least 2 GPUs, or the case where we have a cluster
with multiple machines, each of them provisioned with at least one GPU.

Regarding the first case, the steps to be followed to parallelize the training using
Horovod are the following:
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1. Initialize Horovod.
2. Pin GPU to be used to process local rank (one GPU per process) .
3. Read and process the data to be trained and create the ML/DL model.

4. When creating the model, modify the optimizer by multiplying the learning
rate by the size (hv.size()).

5. Initialize the necessary checkpoints and save them in a directory.

6. Define the training function including Horovod Distributed GradientTape.
Then, Broadcast initial variable states from rank O to all other processes.

7. Once trained, use Horovod to adjust the number of steps based on number of
GPUs.

8. Save checkpoints only on one worker (e.g. worker 0).

While distributed computing motivated by the availability of computing re-
sources is an essential tool for scaling models and processes in environments with
large volumes of data and high complexity, these types of methodologies can also
present advantages from the privacy point of view. These implications will be ex-
plored in detail in the following section and throughout this chapter.

4.1.2 Privacy-Aware Distributed Learning

In view of the above, the idea of using this type of distributed learning architec-
tures for cases in which data cannot be centralized due to privacy issues, as well as
to maintain data integrity, naturally arises. Thus, making an analogy with the pa-
rameter server presented in Figure 4.2, we can think of an architecture of this style
motivated by the availability of distributed data in different nodes or machines,
allowing to train the model following a distributed paradigm.

This chapter explores the federated learning (FL) architecture, that emerges as
a privacy-aware distributed machine learning solution with the idea of federating
training in cases where privacy restrictions apply to distributed data and/or data
belonging to multiple clients or data owners.
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4.2 Introduction to Federated Learning

4.2.1 Motivation

In this chapter we will explore in depth the federated learning (FL) architecture,
which can be seen as a specific case of DML where the data are distributed among
several machines, workers, or servers. In short, it is a privacy preserving machine
learning technique. In order to motivate its adoption, let us start by analyzing the
classical centralized model training architecture, to analyze the concerns that arise

from the privacy point of view.

Definition 4.2.1. Centralized machine learning. It consists of applying machine
learning models in such a way that the data generated by different centers, enti-
ties or devices are centralized in a single external central server or data processing

center.

The classical centralized machine learning methodology can be summarized as

. — Train the ML model @

shown in Figure 4.3.

Aggregate the data
SERVER
/ / N
/
/ / 2 \ %
. ~ >
A G %, 2,
S Q
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Q %
2 N

CLIENT 1 CLIENT 2 CLIENT N

Figure 4.3: Classic scheme of centralized machine learning.

Classically, the ML process in many life areas follows the Cross-Industry Stan-
dard Process for Data Mining cycle (CRISP-DM) [120], which consists of six steps:



143 J. Sdinz-Pardo Diaz

(1) business understanding, (2) data understanding, (3) data preparation, (4) mod-
eling, (5) evaluation and (6) deployment.

However, there are different drawbacks arising from this methodology, espe-
cially (but not only) from the privacy point of view:

* In relation to the privacy and security concerns of the data involved, the in-
formation must leave the devices or centers that have generated it and travel
to the server or data processing center in charge of carrying out the central-
ized methodology. This can lead to potential security breaches during data
transmission, resulting in security problems, but also in problems from a le-
gal point of view, since in many cases such information cannot be outsourced

(for example, this can occur with clinical information).

* Latency problems can occur when working with devices that expect responses
from the models in real time, as very fast transmission is required between
these devices and the central server.

* Problems related to connectivity, due to the dependence on the Internet for
the transmission of information may also arise.

* Resources consumption-related problems derived from the storage, process-
ing and integration of machine/deep learning models on extremely large vol-
umes of data in cases where data from multiple devices and entities are cen-
tralized.

Specifically in relation to the last problem presented, the security and privacy
of information, we can think about edge computing approach as a potential solu-
tion to this issue, as the model can be trained in different data locations without
centralizing the data. First, let us introduce the definition of edge computing.

Definition 4.2.2. Edge computing. It is a distributed computing paradigm in
which the computing and data storage node is located closer to the actual loca-
tion that generates the data, with the aim of reducing communication time and
therefore latency. An schematic example is given in Figure 4.4.

In this sense, to solve the privacy concerns that may arise from the application
of the classic centralized learning architecture presented in Figure 4.3, one may
think on the idea of simply performing the individual training with the data from
each data owner. Thus, when it comes to systems (such as IoT devices) with suf-
ficient storage and computing capacity at the edge, we can use edge computing,
without the need for the data to be sent to a central location. As we will be training
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the model individually with the data from each data owner we will be preserving
data privacy by not centralizing it. Specifically, once the models have been trained
individually with the data captured by the involved data owners, the processing of
the data and the training and evaluation of the models can be done on the edge,
without compromising data privacy and integrity.

CLOUD SERVERS n e Storage (data warehouse)
AND (e —) g — e Further analisis (no real time)
—

DATA CENTERS - e Data centralization

EDGE

nnnnn Located at the edge
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Figure 4.4: Edge computing scheme. (1) The IoT or edge devices capture the data;

(2) data are processed and analyzed including the training of ML/DL models at the
edge of the network if there is sufficient computing and storage capacity, allowing
them to provide real-time response (3) finally, data can be stored in data lakes, data
centers and cloud servers for further research, analysis and preservation.

However, by following this approach, in many cases the amount of data needed
to build a sufficiently accurate model is not available. In addition, the possibil-
ity of collaboration is limited, which prevents the creation of more reliable models
that are scalable to new data. Therefore, the need arises to introduce the feder-
ated learning paradigm, which allows training a global model on distributed data,
seeking a balance between privacy and performance.

In this sense, we want to preserve the privacy offered by training locally on
each data owner, without compromising the good performance and generalization
capability typical of the centralized approach.
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4.2.2 Basis of Federated Learning

The concept of federated learning (FL) first emerged in 2017, introduced by McMa-
han [121]. Specifically, it follows a similar idea to the one already presented in Sec-
tion 4.1.1 when introducing the distributed machine learning architecture known
as parameter server.

Definition 4.2.3. Federated learning (FL). It is a distributed machine learning
technique in which a central server orchestrates the communication with the dif-
ferent clients participating in the architecture. Each of them trains a local model
(provided by the server), and the server aggregates the resulting models to create a
global one, which is then distributed to the clients. Thus, the training is performed
without the need for data sharing or centralization, allowing the collaboration of
different entities or devices among others.

FEDERATED LEARNING SCHEME

1. The central server creates a

model for addressing the com- i ‘
0, ®

mon task of all the involved

clients. SERVER

2. The server distributes such

model with all the clients par- ®H\\2
ticipating in the training pro-
cess.
3. Each client trains the model lo- ©) 3 ©)
cally with its own data (in par-
allel for each client). ' . """"""" .
CLIENT 1 CLIENT 2 CLIENT N

4. Each client sends to the cen-
tral server the weights that de- Figure 4.5: Federated learning scheme.

fine the model once it has been Extracted from [6].

trained locally.

5. Once the server has received the weights of the clients involved, it applies
an aggregation function to build a global model from the weights of all
the clients.

6. Repeat from step 2 as many rounds as needed.
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For step 5 of the previous scheme, the aggregation function to be used must
be defined previously. As will be explained in Section 4.2.5, several strategies can
be considered. Let us start by giving a formal definition for this concept and by
introducing one of the most widely used aggregation strategy in federated learning,
FedAvg.

Definition 4.2.4. Aggregation function (in FL). It is a mathematical function that
combines the weights obtained after training each client on the initial model.

In federated learning the aggregation of the models to build a global one (as
stated in definition 4.2.4) is classically implemented based on the weighted aver-
age of the weights defining the models (FedAvg). This weighting can be done, for
example, according to the number of data that each client has in order to train
the model locally. It is essential to take this into account, since let us suppose a
use case in which one client has 1000 data, while another has 100, as a general
rule, a higher weighting should be given to the first one with respect to the second
one. Therefore, we calculate the weighted average of the weights that define the
model after training it locally on each of the clients as follows: Be n the number

of clients in the training process, n; the number of data of client i Vi € {1,...,n}.
(r)

Be w;’ the weights of the model obtained after training in round r with the client
i Vi € {1,...,n}. The, we can define the aggregation function of the weighted

average as follows, with w(") the aggregated weights in round r:

n
w) = ngr)xi, with x; = nn—l Yie{l,...,n} 4.1
=1 2 j=1"1j

The scheme of the classic federated learning architecture is presented below,
along with an illustrative scheme (see Figure 4.5).

The main advantage that can be extracted from the application of the FL ar-
chitecture comes from the privacy perspective. In the FL approach multiple clients
can collaborate by building an ML/DL model without the data having to leave the
data center, device or institution that generated or owns it. This reduces the risk
of these data being intercepted by attackers, as it does not have to be shared with
third parties or externalized even for training purposes.

When implementing this technique, it is essential to be aware not only of the
potential advantages with respect to the centralized approach, but also of the con-
flicting aspects and open problems that must be taken into account. For this pur-
pose, a list of these potential issues is given in the reminder (and will be further
explored in Section 4.3.
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ADVANTAGES

¢ The data should not leave the data center, terminal or institution that
owns or generated it, maintaining privacy by not having to move even

for training the models.

* The latency problem is reduced (each client performs the training lo-
cally), as well as the connectivity dependency. Although these prob-
lems still exist for computing the weights and obtaining the new updated
models, in this approach each client has the model locally.

* When dealing with small models, FL can help to reduce the energy con-
sumption as the training is distributed. Although energy savings are not
always obtained with FL, this can occur, for example, when distribut-
ing data among several nodes requires the use of lighter processors than
when they are centralized. However, the costs of communication and
the need to have multiple machines must be taken into account.

* The training time of the model is reduced, since it is trained in parallel
with smaller volumes of data than if it were centralized.

* Increased data privacy and security, as the information does not have to
leave the device/entity that generated and stores it.

OPEN PROBLEMS

* We may encounter problems in relation to the intermittency of certain
client(s) (e.g. due the connectivity or availability issues). That is, there
may be clients who are available at the right time to send their weights,
as well as new clients who join the training.

* From the weights that are computed we can extract information about
the data with which they were trained, then it may be necessary to apply
further security restrictions, as will be exposed later.

e The server must be trusted, as it could extract information about the
different clients through their models/weights.

* There may be cases in which the data from the different clients cannot
be used for the same purpose, due to different in the distribution or the
data capturing methods among others. This may led to intentional or
unintentional poisoning attacks.
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4.2.3 Basic Implementation

Abasic implementation of the federated learning scheme can be carried out through
the construction of the client and server classes. As explained in the previous sec-
tion, the client class will be responsible for training with the local data, and then
transmitting the resulting weights to the server. Thus, the server will be in charge
of creating an aggregated global model and sending it back to the clients.

In a simple way to better understand this architecture, let us suppose that each
client sends to the server the trained weights via an encrypted communication.
The server can access it for each client and then aggregated them. Once they are
aggregated, the server will update the model, which will be sent back to each client.

Firstly, let us show a pseudocode concerning the implementation of the Client
class in Algorithm 4. For simplicity, in this example we will assume that each client
sends to the server a path where its trained weights are stored (and in the same
way, the server returns a path to the aggregated weights in each round).

Algorithm 4 Class Client
INPUT: x_train, train data
INPUT: y_train, train label
INPUT: x_test, test data
INPUT: y_test, test label

function INIT _(self, x_train, y train, x_test, y test)

self.x_train < x_train
self.y train <« y_train
self.x_test « x_test
self.y test « y test

SANEE AN SR O e

end function

INPUT: model, model to be trained (neural network)
INPUT: epochs, number of epochs for training the model
INPUT: batch_size, batch size
INPUT: path_weight, path where the weights of the trained model will be
saved
1: function TRAIN MODEL(self, model, epochs, batch_size, path weights)
2: model.fit(self.x_train,self.y train,epochs = epochs,batch size =
batch_size)
3: model.save_weights(path_weights)
4: end function
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Note that in Algorithm 4, in the train_model function we can evaluate error
or precision metrics (such as the MRE or the accuracy) for debugging.

Secondly, in the pseudo-codes of Algorithms 5 and 6 we present an intuitive
implementation of the server following the assumptions discussed at the beginning
of this section. Specifically, the server will have the data number of each client as
well as a copy of the initial model. It will be able to access the weights of each
locally trained model (via the path in which each client stores it), and aggregate
the models, in order to create the global model by updating the initial one with the
aggregated weights (in this particular example FedAvg is used for the aggregation).
At the end of each round, the aggregated model should be passed as the initial
model to the different clients to repeat the process as many times as necessary.

It should be noted that this is simply an intuitive idea that could be applied, for
example, to test the federated architecture with all clients and the server deployed
on a single machine. However, to implement this architecture in a real example, it
will be necessary to use secure communication protocols between the clients and
the server to transmit the weights/models. For this purpose, there are multiple
Python libraries that can be used, as will be detailed in the Section 4.7. In addition,
a detailed implementation together with further functionalities for securing the FL
process will be presented in Appendix C.

Algorithm 5 Class Server (1 out of 2)
INPUT: num_data_client, list with the number of data of each client
INPUT: model, model to be trained (neural network)

: function INIT _ (self, num_data_client, model)
self.num_data_client « num_data_client
self.model < model

AW N

: end function

OUTPUT: copy of the model to be trained
1: function GET_MODEL(self)
2: return copy(self.model) > Return a copy of the model
3: end function

OUTPUT: list with the weighting of each client based on the number of data

: function GET_Xi(self)
self.num_data_client
>'self.num_data_client
return x

X

AW N

: end function
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Algorithm 6 Class Server (2 out of 2)
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INPUT: path_weights, list with the path to the weight of each client
OUTPUT: list with weights of each client after training
function GET WEIGHTS_CLIENTS(self, path_weights)
model copy = copy(self.model) > Copy of the model
client_weights « [ ] > List with the weights of each client
for path € path_weights do :
model copy.load weights(path)
client weights « client weights + model copy.get weights()) »
Weights are added to the list
end for
return client_weights
end function

INPUT: path_weights, list with the path to the weight of each client
OUTPUT: aggregated weights after training locally all the clients
function GET _AGG_WEIGHTS(self, path_weights)
x «self.get xi()
client_weights < self.get_weights clients(path_weights)
agg weights <[ ] > Empty list where the aggregated weights will be
stored
for j € range(len(client_weights[0]) do
peso <0
for i € range(len(xi)) do
tmp < tmp + x[i]client_weights[i][j] > Weighted average
end for
agg weights <« agg weights+tmp > Add tmp to the list
end for
return agg weights
end function

INPUT: path_weights, list with the path to the weight of each client
function UPDATE_MODEL(self, path_weights)

model copy < copy(self.model)

agg weights < self.get_agg weights(path_weights)

model copy.set_weights(agg weights)

self.model < model copy
end function
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4.2.4 Types of Federated Learning

Regarding the types of federated learning, we can distinguish on the one hand,
according to the type of clients involved, and on the other hand, according to the
data held by the clients. In the first case, we are interested in taking into account
the differential conditions that clients may have if they are institutions, entities, or
if they are devices connected online. Therefore, we will distinguish between cross
silo and cross device FL. On the other hand, with regard to the type of data and the
features held by clients, we will distinguish between horizontal and vertical FL.

4.2.4.1 Cross Silo and Cross Device Federated Learning

Regarding the type of clients or data owners that participate in a federated training,
we can distinguish between cross silo FL or cross device FL.

One the one hand, in the cross silo approach the clients are usually institutions,
organizations or companies seeking to collaborate to build a global model. The
particularity of this case is that the number of participating clients is usually limited,
and all ideally want to collaborate in all rounds of the training.

An example of this approach could be different hospitals collaborating to build
a ML/DL model to predict whether or not a patient has a certain disease based on
a diagnostic test, so that a global model is built using data from multiple patients
from different hospitals without sharing the raw data (of sensitive nature, as it
refers to patients). Another example could be the collaboration between different
organizations or public entities, such as the different statistical agencies of different
countries or regions to perform a global analysis using ML/DL models of their data
without centralizing or sharing them, which is not possible in many cases due to
legal restrictions.

On the other hand, we have the cross device FL approach, where the collabo-
rating clients in the FL architecture are internet-connected devices. By their very
nature, in this case there will be a high number of clients participating in the train-
ing, although many of them will not be available in some rounds due to connectivity,
availability or latency issues. It should be noted that the devices that can participate
in this type of architectures are usually mobile phones, IoT sensors, etc. We have to
take into account that such devices in some cases may be offline or present slow or
connections [ ]. Then, in some real scenarios only 10% of the available clients
are taken [122].

An example of this type of cross device federated learning architecture is the
classic collaboration of different mobile phones or devices to build a model to pre-
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dict the next word the user is going to type using the predictive keyboard. In this
sense, the different devices would train the model locally, without the need to share
data, applying a FL architecture with a server orchestrating the process. In this case
we work with thousands of clients, and we will encounter situations where different
devices lose connection and do not send their updates in all rounds.

Another example could be the case of multiple edge devices that collect data
and have the computational capacity to analyze them in situ, and due to technical
issues of privacy of the collected data they cannot share or centralize them, but they
can collaborate in a distributed architecture with other sensors with the same type
of data (and with the same characteristics and labels).

A third scenario that is currently emerging is the cross institution FL approach,
and consists of applying FL on data distributed in different locations (both physical
and virtual), belonging to the same institution or organization (an example can be
found in [123]).

4.2.4.2 Horizontal and Vertical Federated Learning

Up to now, whenever we have referred to federated learning, from the preliminary
Definition 4.2.3, and the scheme presented in Figure 4.5, we have always taken
into account the horizontal federated learning architecture.

The horizontal FL (HFL) architecture is most intuitive and common approach
to FL. It consists of considering the data of all clients with the same features, for
example, this is the case of structured data, the data of all the clients will all have
the same columns. Another example, if we think about image classification, all
clients would have the same type of images and labels.

Regarding vertical FL (VFL), in this case the different clients have data with
different characteristics, but with the same identifier. For example, is the case of
several institutions which have data from the same users, but each of them has
information about different features. Note that the number of clients available
will normally be lower than in the previous case. In order to better understand
this architecture, the schematic idea on how the different clients should behave is
presented in Figure 4.6. Note that in Figure 4.6 we have N clients, all of them
having data from the same M individuals or IDs. For each records, each client have
a different number of features (e.g. client 1 has n features, client 2 has m features,
client N has k features, etc).

From this section on-wards, when we mention the concept of FL, we will always
refer to HFL, keeping the notation FL for the sake of simplicity.
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Figure 4.6: Schematic idea of the distribution of the data in the different clients of
a VFL architecture. Adapted from [6].

4.2.5 Aggregation Functions

One of the most important steps in an FL architecture is the point at which local
models are aggregated to build a global model. This aggregation can in many cases
be impaired when dealing with heterogeneous clients with high divergence, both
from the point of view of unbalanced data in the different clients or due to heteroge-
neous class distributions (in cases of classification problems). Therefore, analyzing
the most suitable aggregation strategy in each case is a key step.

In addition to the classic aggregation function defined within the simple FedAvg
or Federated Average approach, there are many strategies that can be considered
when performing the aggregation process in an FL architecture. For example, if
we are dealing with non-i.i.d. clients, we may find other options that are more
convenient including an optimization process or regularization terms.

In the following we present the main ideas behind some of the state of the art
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aggregation functions that can be used on the server side in this type of architecture.

4.2.5.1 Federated Average (FedAvg)

As already explained, this is one of the most intuitive ideas that comes to mind when
carrying out aggregation: perform a weighted average. Despite its simplicity, it is
an effective and widely used method in the literature. Other aggregation functions
used in the state of the art are shown below.

4.2.5.2 Federated Average with Momemtum (FedAvgM)

This aggregation function is a modification of the classic FedAvg strategy in which
the concept of momemtum is introduced [124]. Be w(") the weights in round r and
A denotes the difference between two consecutive weights. Be v(") the momentum
vector in round r (initialized as v(%) = 0), then, we can calculate the momentum
vector in round r + 1 as v = By 4+ Aw( D) being B the momentum. The

aggregated weights in round r + 1 can be calculated introducing the momemtum
as W(r+1) — W(r) _ V(r+1)‘

4.2.5.3 Federated Median (FedMedian)

The Federated Median strategy (FedMedian) was proposed in [125] and the pro-
posed algorithm (based on using the median) takes into account byzantine ma-
chines so that only in the case of normal worker machines each client computes the
local gradient.

Specifically, the aggregated weights for round r + 1 can be calculated using this
strategy as follows: Be w'") the weights in round r, the central server will be in
charge of getting the median of the local gradients in each round 7 (g,edian(W)).
Then, once such aggregated gradient is calculated, the weights are updated for
round r+1as: wO*D =w—yg . (w)[125], being u the step-size or learning
rate.

4.2.5.4 FedProx

The main objective of the FedProx aggregation strategy is to deal with heteroge-
neous settings in FL schemes [126]. Specifically, it is a generalization and re-
parametrization of the FedAvg strategy. In order to calculate WEH—I) (the weights
for client i in round r + 1) we have to minimize the following objective function h;
for each client i, with F;(-) the global objective function at each client i:
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h(w, w) = F,(w) + %HW—WWHZ. (4.2)

(r+1)

Thus, WEHD = argmin,, h;(w). Then the server aggregates the values w;

Vie{1,...,n} by taking the mean.

4.2.5.5 Federated Optimization (FedOpt, FedAdam, FedYogi and FedAdagrad)

Adaptive Federated Optimization (FedOpt) [127] is an aggregation function that
aims to improve FedAvg by using gradient-based optimizers with given learning
rates that must be customized both from the client and server side. Be w( the
global weights at round r, Wgr) the weights for client i, then we can define Agr) =
w —w() and A = L3 A", From the server side, we will use an optimizer
for calculating w'*1 given w("), A and the learning rate.

Note that FedOpt allows the use of different adaptive optimizers in the server
side, such as Adam, Adagrad or Yogi (FedAdam, FedAdagrad and FedYogi). The adap-
tive methods are used on the server side while SGD is used from the client side
[127].

These strategies require additional parameters, such as the server-side and client-
side learning rate, 3; and 3, as momentum and second momentum parameters
respectively and 7 for controlling the degree of adaptability of the algorithm.

4.2.5.6 Scaffold

This strategy stands from Stochastic Controlled Averaging for Federated Learning
[128]. The idea is to use control variates to correct for the client drift. This helps
to stabilize the local updates and thereby to improve the convergence rates. More
details in client drift and how to mitigate will be given in Section 4.4.

4.2.5.7 Ditto

The idea behind the ditto aggregation strategy [ 129] is to incorporate a regulariza-
tion term that allows the individual models to approximate the optimal aggregated
model. This function seeks that instead of optimizing the loss function, what it op-
timizes is the loss function plus the regularization. Specifically, this method works
by personalizing the learning objective for each client.
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4.2.5.8 A Novel Aggregation Strategy: FedAvgOpt

The idea of the FedAvgOpt strategy was first proposed in the following preprint: Sdinz-
Pardo Diaz, J. & Ldpez Garcia, A. (2025). Enhancing the Convergence of Federated
Learning Aggregation Strategies with Limited Data. arXiv, 2501.15949 [130].

The main idea when working with federated learning architectures or different
variants of this distributed approach (such as the ones that will be presented in
Section 4.8), is to build robust global models that are built from the individual
models trained with data from different data owners.

In this line, we propose FedAvgOpt as an alternative to the FedAvg method to
aggregate the weights of different clients in a federated learning architecture and
build a global model. This idea was first introduced in [130] together with a use
case on medical imaging in order to showcase its performance and robustness.

Be n the number of clients, n; the number of data of client i Vi € {1,...,n}. Be
{w; :i €{1,...,n}} the weights obtained for each client i after the individual local
training. Be W4y, the vector with the weights aggregated using FedAvg.

Wredavg = Zw n; (4.3)

1 i=1
In order to improve the convergence of this method, we propose the following
approach: let a be a vector such that ainR", we define Wg,qa, 40, the aggregated
weights using the FedAvgOpt strategy as follows:

WFedAngpt ZW n;a;, (44)

11111

so the value of a is calculated by solving the following optimization problem:

) (4.5)
s.t. a eR"

. n 1 n
(P){ manj:1||Zlfl:1ni i:1winiai_wj”2
The function to optimize f (x) is defined as follows, being a continuous function.
Let us check whether in addition f(x) is coercive and we can therefore guarantee

the existence of a global solution for (P):

(x)—Zn anx —w; ||2—Z||wpemgx wills 4.6)

111

A function f is coercive if f(x®) — 400, V(x®),cy € R" such as [|x®]| —
+00. It is immediate that if wgega,, # O, F(x®) 5 400 if ||x®|| - +00. Then
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we can conclude that f es coercive in this case because, under general conditions
the aggregated weights obtained using FedAvg are non-zero. Therefore, there is a
global solution for (P).

In addition, f(x) is convex because it is the sum of convex functions (the norm
of a linear function is convex). Therefore, every local solution of (P) is a global
solution.

To solve (P) we can use the Nelder-Mead method, which allows one to minimize
a function in a multidimensional space.

Additionally, we are interested that the norm defined on the function f(x) is
bounded by the norm of the sum as follows:

- S wima—will

lsm—

. n 2ign
minY.._ =5
j=1 ||Zin:1 " Dy winiai+w|l S 4.7)

Then, be g(x) defined as follows:

||l s— nx;—will, = —w,

211 ; l W [1Weedavg X —Willa

g(x) = EH il = cdbve” (4.8)
N

i WilliX; +w; ||2 P W Eedavg X +Wjll2
Note that g(x) is continuous in the domain in which it is defined because it is

the finite sum of continuous functions.

The proposed aggregation strategy we call FedAvgOpt is the one in which we
aggregate the weights after optimizing the problem (P; ).

Specifically, we have implemented this aggregation function as a strategy using
the Python library Flower [131], with the code detailed in Appendix B.

4.3 Open Challenges in Federated Learning

Part of this section has been published in: Sdinz-Pardo Diaz, J. & Lépez Garcia, A.
(2023). Study of the performance and scalability of federated learning for medical
imaging with intermittent clients. Neurocomputing, 518, 142-154. [6].

Due to the distributed nature of this technique, there are challenging aspects of
FL compared with a traditional centralized ML/DL approach [ 1:

* Expensive communication.

Communication (both in terms of privacy and performance) between the server
and the client is the most critical point of the federated learning process. One
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the one hand, each time the process is repeated, the client sends to the server a
new update of the model weights. It must be noted that the difference between
the updated weights and the previous ones can cause information to be extracted
from the data used for training. It is therefore crucial that this communication
is encrypted to ensure its privacy and security. In addition, Differential Privacy
(DP) or Homomorphic Encryption (HE) techniques can also be applied to ensure
privacy [ 133, ]. On the other hand, network performance can be a bottleneck
when the model updates are large, therefore a compression or reduction of the
information transferred back to the server should be performed in order to save
bandwidth or to maximize the chances of a successful transfer when the network
quality is low. In this regard, techniques such as data compression, dimension-
ality reduction or other techniques [ 121] are used to implement a more efficient

communication method.

* Systems heterogeneity.

Another major challenge, caused by the heterogeneity of the underlying systems,
is due to the fact that devices can be intermittent throughout the learning cycle.
It may happen that one of the clients involved in the training, is idle at a given
round and cannot send the corresponding model updates [135]. Initially the
number of clients may be limited, and other ones may decide to join the collab-
oration once started, while others may decide to abandon it, e.g., due to lack of
new data or even privacy issues or connectivity problems. This must be taken
into account when design the architecture, in order to define the protocol to be
followed if this happens (e.g., define a maximum waiting time for clients to send
their model updates, decide whether their updates will be removed for future
rounds if they leave the system, etc.)

* Statistical heterogeneity.

Another aspect that can affect the training process of a federated learning scheme
is the distribution of the data among the different clients. In particular, the fact
that these may be non-i.i.d. is a point to be taken into account. In the classic FL
approach (horizontal FL, which will be explained later), we usually refer to non-
i.i.d. data in terms of the skew of the different labels. For example, in extreme
cases where there are clients who do not have all possible categories represented
or only have one of them, the overall model may not converge. These problems
can also be notably observed when the distributions of the clients are too far
away from the distribution of all data globally. The classic FedAvg method for
aggregating the weights using the weighted mean is quite sensible for non-i.i.d.
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data [136].

However, other approaches can be studied in order to analyze whether the data
are non-i.i.d. or homogeneous, not only the distribution of the labeling of the
data. Although the intuitive idea is to analyze how different the &, and &; distri-
butions of the labels in clients i and j are, other options that can make the data
non-homogeneous are: imbalance in the number of data (clients with much more
data than others), differences in the distribution of the features, or the fact that
very different features have the same label.

e Privacy concerns.

Apart from the technical challenges that stem from the distributed nature of fed-
erated learning described previously, a FL system poses several privacy concerns,
that we will describe bellow. It is important to note that FL can be seen as an
example of Privacy Preserving Machine Learning PPML method, as we are not
sharing data for training. Note that this term refers to machine learning models
which incorporate of defensive measures to protect user privacy and data secu-
rity. However, in some cases, to prevent different types of attacks it is not enough
to apply a FL architecture, but additional privacy measures are required. For ex-
ample, DP, which was explored in Chapter 3, or HE, which will be presented in
following sections, can be seen as Privacy Enhancing Technologies (PETs), that
can contribute to build PPML systems.

It should be taken into account that, as will be explored in Section 4.5, we can
deal with cases in which the server is not trusted (the clients do not have full
confidence in it), and therefore it is interesting to apply DP during the training
of the model or on the weights before its transmission. Conversely, it may hap-
pen that the server is trusted but not all the clients, and in that case it may be
interesting to apply DP on the aggregated model, so that in case of dealing with
an attacker acting as a client, a privatized version of the aggregated model will
be received.

Applying this type of privacy enhancing techniques is fundamental during a pri-
vacy preserving data science process that involves the usage of sensitive data,
since, specifically in machine learning, attacks can occur at any stage of the pro-
cess, from data publication to model training and inference. In the case of feder-
ated learning, one of the main privacy issue concerns the reconstruction attacks.
Moreover, during model training, the most common attacks are, in addition to
reconstruction attacks, membership inference attacks, model inversion attacks
or model poisoning attacks [137, ]. Let us briefly state what these attacks
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consist of:

4.4

— Reconstruction attacks: in this type of attack, an adversary can reconstruct

the original data by intercepting intermediate information [ 139]. For exam-
ple, in the case of federated learning, this intermediate information could
be the model weight updates or gradient information obtained before each
client trains the model locally. Then it is important to apply security mea-
sures during training, such as SMPC or HE so that this intermediate infor-
mation is kept private [ 137].

Membership inference attacks: in this case, the attacker wants to deter-
mine, given a machine learning model, whether or not a certain individual
has participated in the training of the model [ 140]. The most common ap-
proach to deal with this type of attack is the application of DP algorithms

[137].

Model inversion attacks: in this type of attack, the adversary’s goal is
to extract training data or feature vectors from the model’s training data
[137]. Be a model M which takes as input a vector (x,...,x,) from an
n-dimensional feature space (e.g. from R"), and be y the output obtained
when predicting: y = M(xq,...,x,). In the model inversion attack the
adversarial uses black-box access to the model M to extract some feature
x;, i € {1,...,n}, given some knowledge about the other features and the
value y [141].

Model poisoning attacks: in this type of attack, the objective of the ad-
versary is to affect the learning model during the training process [142].
In the case of federated learning, this could be done by a client that enters
deliberate wrong labels for its data in order to damage the overall accu-
racy of the model, since it would be using incorrect data. The simplest and
most straightforward way to prevent this attack is to allow only verified
data owners with pre-established trust to participate in the training.

Federated Learning in Production: Drift Detec-

tion

One of the major issues we address when deploying federated learning architectures

is the previously mentioned poisoning attacks. In many cases these attacks may be

intentional by external parties seeking to damage the overall accuracy of the model
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by corrupting it. However, in many other cases this problem derives from the fact
that data from different clients are too different from each other to be used in the
same federated architecture.

As an example, if we think of a use case concerning medical images that may
come from different hospitals, it may happen unintentionally that the way in which
the images are taken is so different that they cannot be combined to build an ac-
curate global model. This may be due for the devices used for collecting the data,
the data processing followed, etc. In order to preserve the privacy of the data of
the different clients, it is not feasible that the server can access even a part of the
data to make these preliminary checks before including a new client in the feder-
ated scheme. Therefore, in order to try to mitigate this problem, it is necessary to
analyze the non i.i.d. nature of the data from the different clients according to the
weights and/or gradients they sent to the server.

In this line, the need arises to introduce the concept of data drift. This concept
addresses the fact that the data used to train a machine or deep learning model
may shift their trend or distribution over time. It is therefore essential to analyze
this possible drift or change in the data to determine whether the model needs to
be retrained with updated data.

Frequently, when facing a problem involving the use of machine learning, it is
assumed that the same concepts learned during the training phase will continue
to be valid at the time of inference. However this is not always true and concept
drift can occur [ 143]. Specifically, three variants of this concept are usually studied
(see [144] and [145]). Suppose two time points t;, t;, with t; # t;, X € R™™ the
features space (assuming m features) and y € R" the labels:

* Concept drift: is produced when there is a change in the joint probability
P(X,y) =P(yIX)P(X), so it can be defined as P, (X, y) # P, (X, y).

* Virtual drift: is defined as P, (X) # IP’tj(X) and P, (y|X) = IP}j(le), as it
refers to the case in which there is a change in P(X) that does not influence
Py IX).

* Data drift: in this case we only focus on data, assuming that there are no
available labels y, so it can be defined as P, (X) # Py, (X) (a change in P(X)).

Drift detection methods can be classified according to the type of drift they can
detect and also by the form of detection: supervised, semi-supervised or unsuper-
vised. The latter are especially useful for data drift detection, so they are the ones
from which we will extrapolate their use for our case of data labeling drift detection.
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The collaboration derived from the application of a federated learning architec-
ture requires a clear consensus on the data used to train the models. Suppose a
medical imaging use case, if different devices are used to capture the images, there
may be a drift between the data of some clients and others, because they present
significant differences to enter a global model with the participation of both. In this
case data standards and interoperability present one of the biggest barriers that can
be found when training deep learning models [146].

In this section, we are interested to take advantage of drift detection techniques
to prevent poisoning attacks. This type of attack can be done intentionally or unin-
tentionally. In the first case, it is an attacker acting as a client sending maliciously
modified model updates to damage the overall performance of the model during
aggregation. In other cases, it may be due to the client using training data that
differs from that expected or used by the other clients. Returning to the case of
medical imaging, this can happen in the collaboration of different institutions tak-
ing imaging data with different equipment, or suffering from wear and tear of the
equipment itself over time.

In the first approach, we aim to avoid this type of attack when it occurs intention-
ally for malicious purposes. In a scenario where the server can access data from all
clients, it would be possible to apply classical data drift detection techniques (such
as those presented in [ 143]) to detect if the data from any client should not be used
in the training because they would damage the global performance by presenting
important divergences. However, the potential of federated learning resides in the
fact that there is no need to share raw data while maintaining data privacy. In
this sense, we propose the possibility that, once the first weights are received after
training the initial model locally on all the clients, one server performs a divergence
analysis of the models using the weights that define them [147]. In this first inspec-
tion, the inclusion of any client could be rejected in case of significant differences
compared to the rest, or even clustering algorithms could be applied to group dif-
ferent clients in subgroups to run federated training in small clusters. This selection
can be done by measuring the distance between the weights of the clients between
them and with a control dataset available from the server side. In this case, as to
initialize the training we will have to have a client acting as a leader, it can provide
the server with synthetic or similar data to perform the control. To measure the dis-
tance, different metrics can be used, such as cosine similarity, Chebyshev distance,
Minkowski distance, or Hamming distance among others [ 148]. Note that in view
of the above, the use of informed gossip learning [ 149] or other peer-to-peer archi-
tectures [ 150] (see Section 4.8), so that the clients with which each entity involved
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must communicate are conditionally selected, can also come into play.

Assuming the privacy-preserving DL approach related with the classic FL archi-
tecture, when training the global model in a federated way, from the server side
we do not have access to all the raw data. This is an important point in order to
preserve privacy, technical or legal considerations that may apply, and to be able of
measuring the differences between the data of the different clients, we are going
to use the information that the central server that performs the federated training
would have available: the weights that define the model once trained. In this sense,
we propose to analyze the divergence of the weights between each pair of clients
[147]. Be || - ||z the Frobenius norm, and wgr) the weights obtained when training
with the data from client i in round r, we define the divergence in a symmetric way
dl.(’? as follows:

) _

lIw” — w1

d(r) —

= - - (4.9)
T 3wl + 1wl

Note that as it will be explored in Chapter 5, this metric can be used to measure
the divergence between the clients, and also we can apply it in order to create
cluster of clients according to their similarity.

On the other hand, to prevent unintentional poisoning attacks by clients, we
can use data drift detectors in each client deployment. When we talk about data
drift detectors we can mainly think of statistical tests or based on distance methods.
Some examples are the following [143]:

* Statistical tests: Anderson-Darling test, Baumgartner-Weiss-Schindler test, Chi-
square test, Cramér-von Mises test, Kolmogorov-Smirnov test, Kuiper’s test, Mann-
Whitney U test, Welch’s t-test, etc. In all cases, we must set a value of a to be
compared with the p-value obtained with the statistical test (e.g. a = 0.05). Be
our null hypothesis H, that data drift does not occur, and our alternative hypoth-
esis H, that data drift does occur. In the case that the p-value obtained verifies
p-value < a we will reject the null hypothesis, thus concluding that data drift is
taking place.

* Distance based: Bhattacharyya distance, Earth Mover’s distance, Energy dis-
tance, Hellinger distance, Jensen-Shannon distance, Kullback-Leibler divergence,
Maximum Mean Discrepancy, etc. In this case, a criterion must be established
to select the minimum distance beyond which a client is considered to present
anomalous values for the model weights and should be eliminated from federated
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learning training. Permutation tests are usually used to determine the minimum
distance and obtain a p-value.

As far as data drift detection is concerned, several Python libraries for this pur-
pose can be highlighted, among others Alibi-detect [ 151], TorchDrift [ 152], menelaus
[153] and Frouros [ 143]. For this purpose, the idea is that the aforementioned con-
trol dataset (with synthetic or simulated non-sensitive data), can be transmitted
from the server to the clients so that they can apply an appropriate data drift de-
tector and decide whether their data are suitable for the training carried out. This
will allow clients to detect possible deviations in their data from those expected for
the federated training and avoid unintentional poisoning attacks.

Then, in the FL architecture we will be interested in having a server that acts
prior to the FL one so that it intercepts the weights or the updates sent by the clients,
decides if any of the clients has drift, and in that case disconnects it from the FL pro-
cess and does not transmit the weights to the server. This server (let us call it drift
server), will analyze the weights with the previously established criteria in terms of
method (distance based or statistical), and the distance or a value from which drift
is considered to be occurring. For this purpose, one of the aforementioned Python
drift detection libraries will be used. It is interesting that the server has a control
data set as a reference in case it is not possible to determine which of the clients is
the one producing drift. For example, if there are only two clients and we obtain
that there is drift, the server will have to make a decision according to a control
group.

Note that this technique is of special interest in cases where there are multiple
clients (N >> 2 with N the number of clients), because we can make clusters of
clients according to their closeness in terms of model weights, but also to detect
outliers or potential attackers.

4.5 Differential Privacy in Federated Learning

Although by definition a FL architecture is a privacy preserving machine learning
method, during the process we may encounter some security problems, depending
on whether or not the server in charge of orchestrating the operation is trusted, as
well as on the clients involved. We can distinguish different scenarios:

First, if the central server is not trusted, a possible solution is to apply DP during
the training of the models from the client side. As seen in Section 3.7.1, DP can
be used during the gradient descent process, so that a model that has been trained
under the DP assumption would be sent. Another option would be to apply local
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DP to the raw data before training the model. Finally, the last option is to train the
model with the original data, without adding DP either during the SGD, and apply
DP on the weights resulting from the training, before sending them to the server.
All three options are valid and each of them can be more suitable depending on the
type of data we handle and the amount of data (e.g. when dealing with limited
data it is not convenient to use local DP).

Second, in the case where the central server is trusted but not all clients (e.g.
a client that trusts the server does not trust the rest of the clients involved), DP
can be applied from the server side. In particular, DP can be applied during the
aggregation process. Additionally, as proposed in [154], metric privacy (or metric
DP, as defined in Section 3.5) can be applied as a relaxation of server side DP, taking
into account the divergence between the weights of the clients. In this case, we need
to endow the space of the weights of the different client with a concept of distance.
In particular, we can define the distance as between the clients for applying metric
privacy as follows: Let Wgr) be the local weights of the model trained for client i
in round r, with wgr)(ﬁ ) being the weights of the layer ¢ of the model in round r.
Moreover let £ be the set of layers of the trained model and n. be the number of
clients. We define the distance in round r as follows:

d0= max (@ ezz [Iw{”(0) —wﬁ.”(mup) : (4.10)
#]

with || - || the Frobenius norm.

As far as the classic implementation of global DP with fixed clipping in FL is
concerned, it is necessary to introduce the clipping norm C, the noise multiplier
(n.) and the number of sampled clients n.. Note that the noise multiplier has the
opposite interpretation to the privacy budget, since the lower the value, the higher
the utility and the lower the privacy, as less noise is injected.

Thus, we can apply DP using the Gaussian mechanism as well as metric-privacy
if we have calculated the metric d dynamically in each round r. Equation 4.11
shows how to add noise to the aggregated parameters from the server side using
Gaussian noise (by removing the value of d”, in blue). In this same equation,
if we include d (in blue), we will be adding noise for achieving metric-privacy
instead of simple DP. Then, we simple add noise from the Gaussian distribution with
mean (1) 0 and standard deviation (o) as given in Equation 4.11 to the aggregated
parameters calculated in each round.

.C
W(u,a)zﬂ(o, e ) 4.11)
n,-d
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Note that in the case of metric-privacy when adding the distance d, it is included
by dividing the noise multiplier. Thus, if d™ > 1, we are adding more noise with
metric-privacy than with global DP if we keep the same noise multiplier.

The hypothesis is that by including metric-privacy in FL, we can make a better
calibration of the added noise in order to achieve a better performance. In this
line, in [154] we show a comparison of server side DP and metric-privacy in a
medical imaging use case and analyze their effectiveness against client inference
attacks (CIA). In that work we introduced the concept of CIA as a novel attack
where a semi-honest client (attacker) receives the global aggregated model from
an honest (trusted) server and tries to determine if another client belongs to the
list of participants.

Definition 4.5.1. Client inference attack. Given a global aggregated model W
and the shadow dataset D, of client x, a client inference attack can be defined as:

C(Dy,W):=P(s, =1|D,,W) (4.12)

Specifically, in the work performed in [154] we analyze how this mechanism
can be used to improve the performance obtained with DP, while at the same time
providing a similar protection against the proposed attacks.

4.6 Secure Aggregation via Homomorphic Encryption

Data scientists will encounter sensitive data that require treatment to maintain their
privacy in many areas, such as business, health, phone and information systems,
banking, etc. In terms of information and privacy protection techniques, cryptogra-
phy is already present in our daily lives, in credit cards, secure connections through
the Internet, digital signature, file transfer, etc. When we talk about cryptography,
we refer to protect data privacy and also we are focus on authenticity. Essentially,
with cryptography we seek to protect data by mathematically encrypting it using a
secret key.

Homomorphic encryption (HE) is a form of encryption that allows computation
on encoded data [155]. This technique ensures that operating on the encrypted
data and decrypting the result is equivalent to performing such operations without
enciphering it. Intuitively, an homomorphism is a mathematical function between
two objects with the same algebraic structure (i.e. rings) that preserves the oper-
ations on them. Important preliminary algebraic notations and definitions in this
regard are detailed in Appendix A. It should be noted that depending on the num-
ber of operations that can be carried out on the encrypted data, there are different
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homomorphic encryption schemes, as will be detailed in the following definitions

(see [156] [157]).

Definition 4.6.1. Fully Homomorphic Encryption (FHE). It allows to make any
number of operations. In practice it is very expensive computationally. Theoreti-
cally, any function can be computed.

Definition 4.6.2. Somewhat Homomorphic Encryption (SWHE). It is an scheme
more feasible in practice, but limits the number of operations that can be performed
on encrypted data.

Definition 4.6.3. Partially Homomorphic Encryption (PHE). This scheme allows
only one type of operation to be performed (any number of times). It is a straight-
forward and efficient scheme despite its limitations.

4.6.1 Homomorphic Encryption and Federated Learning

In many cases, when considering the incorporation of homomorphic encryption
in the aggregation process of a federated learning scheme, it is proposed that all
clients have the same public and private key pair [ 158]. Thus, each of them encrypts
its weights/models with their private key, and sends them to the server. The server
aggregates these weights/models without decrypting them (and without being able
to access them), and returns the encrypted result to each client. Each client uses the
private key to decrypt the weights, and continues the process by training again the
model. This is possible because the aggregation has being performed on weights
that have been encrypted using the same public key, so the decryption process is
immediate with the associated private key.

A schematic idea of this initial approach of integrating HE into a FL architecture
is shown in Figure 4.7 Note that this figure is analogous to the one presented in Fig-
ure 4.5. However, it includes the public and private key pairs needed to encrypt the
model on each client once it has been trained. This allows the server to aggregate
the encrypted models received, creating a secure aggregated model (encrypted)
that is send to the clients for moving to the next round.

Although this is a good approach from the point of view that the weights are
shared in encrypted form, and the server cannot decrypt them either, it still raises
some issues. First, if all clients have the same public and private key pair, an ex-
ternal server must be in charge of distributing them securely (or otherwise they
should communicate with each other in a secure way). In addition, in the event
of a potential security breach, if all clients have the same private key, one client
could access the weights of another. It would be most appropriate for each client
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to have a unique public/private key pair with which to encrypt its weights/models.
However, if each client encrypts its information with a different key, the server in
charge of aggregating the models will not be able to manage the work with a classic
HE approach (as each model will be encrypted with a different key).

N
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Figure 4.7: Schematic idea of the basic integration of HE in an FL architecture in
which all clients use the same public and private key pair.

Therefore, we can intuitively think on the following approach: each client gen-
erates its own public and private key pair following the protocol it deems appro-
priate in each case (e.g. Cheon-Kim-Kim-Song algorithm). Each client sends its
public key to the server, which is in charge of making it publicly accessible to the
rest of the clients. Thus, we would have that given N clients, each of them has the
pair of public and private keys (respectively) defined as (pk;,sk;), Vi € {1,...,N}.
Once the local training has been carried out on each client, the client i encrypts
the resulting weights using its public key, but also that of the other clients. Then,
be weights; the weights obtained by client i after training the models locally, and
[ ]pk]_ represents encryption using the public key pk;, client i will send to the server
{[weightsi]pkj,j € {1,...,N}}, Vi € {1,...,N}. In this way, each client will send
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the server N encrypted models/weights, with the server receiving a total of N2
models/weights.

In view of the above, this paradigm will only be suitable in case of cross silo
FL with a small number of clients, since each client will share N encrypted values,
and the server will have to do the aggregation N times, once per client. Following
this scheme, the server returns to the client i the aggregation carried out with the
N weights encrypted with the key pk;, and this one can decrypt them using sk; to
continue with the next round of the FL scheme and follow the process.

Specifically, if the aggregation function established is the weighted average,
let n; be the number of i client data, the server will create N aggregations of the
weights, each one encrypted with the public key of each of the N clients as follows:

N

ZN nk‘_zl:”j[WEighij]pki,ViE{l,...,N}. (4.13)
k=1 Jj=

Thus, each client i can decrypt agg; using the private key sk;, while the server

ageg: =

has computed this aggregation without decrypting the weights, since they are sum
operations between encrypted vectors and multiplication by scalars. In cross silo
federated learning scenarios with a low number of clients, we can think about
this secure aggregation scheme using HE. However, in the case of cross-device FL,
where the number of devices is usually high, the computational cost of the pro-
posed scheme would be unaffordable. In addition, note that this approach involves
making the aggregation process N times, requiring an important computing con-
sumption from the server side, which makes it reasonable only for cross-silo setting
in which few clients (e.g. N =2, N = 3 and indeed N << 10) are available.

Therefore, due to the computational and memory cost of this approach, the idea
of proposing a multi-key HE paradigm that is scalable to multiple clients (>>2)
arises.

4.6.1.1 Multi Key Homomorphic Encryption

The idea of HE is that the server can perform the aggregation of the received models
without decrypting them, by being able to perform operations on them. However,
the simple HE approach does not allow aggregation of data that has been encrypted
with different private keys. Therefore, it is necessary to resort to the Multi Key Ho-
momorphic Encryption (MKHE) technique, thanks to which it is possible to perform
operations on the encrypted models even if they have been encrypted with different
keys. Thus, aggregation is secure in case the server and some clients are not trusted
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(or simply to prevent an external attacker from accessing the models when they are
transmitted from the client to the server).

Then, the basic premise behind MKHE for FL is that each client in federated
learning training can encrypt the weights it has obtained after local training using
its own public and private key pair. Thus, each client would use its own public key
to encrypt its model/weights.

The main point of this technology is the key-switching technique, which seeks
to convert information encrypted with a certain key e, to information encrypted
under another key e, without the need to decrypt the content.

A classic approach to achieve this is based on the Ring Learn With Errors (RLWE)
problem (see Section A.5 from Appendix A), so intuitively one seeks to move from
one cipher space to another. Note that following this approach, the post-computation
result can be decrypted jointly by all participating users.

It should be noted that both HE and MKHE are more computationally expensive
than other privacy techniques such as DP, and also in the case of MKHE, all parties
are required to participate in collaborative decryption. This makes that in practice,
the use of methods such as DP or metric privacy as explained in Section 4.5 is
more feasible in real applications, especially when working with cross device FL
approaches or cross-silo approaches with a high number of clients.

Finally, since it is beyond the scope of this thesis to go deeper into this broad
topic, more details on the application of MKHE in FL with [159] and [160] as in-
troductory references are left for the reader.

In particular, in [159] the authors present the development of an aggregation
protocol for FL that can be applied under the assumption of semi-honest parties
(parties that are honest-but-curious!). In particular, each client uses its own key for
encryption in each round, and the subset of clients that contributed in each round
must collaborate in order to decrypt the aggregated updates. In the same line, in
[160] the authors propose a MKHE scheme for FL in which each client can use its
own public-private key pair for encryption the model parameters using its public
key. Again in this case they assume that the involved parties are semi-honest. In
order to carry out the process, they use the double decryption mechanism proposed
by Bresson, Catalano and Pointcheval (BCP) proposed in [161].

I This means that such parties will follow the protocol but they will try to learn as much information
as possible.
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4.7 Python Libraries for Federated Learning

Part of the review presented is this section has been published in the Journal Artificial
Intelligence Review as: Nguyen, G., Sdinz-Pardo Diaz, J., Calatrava, A., Berberi, L.,
Lytvyn, O., Koglov, V., Tran, V., Molté, G., & Lopez Garcia, A. (2024). Landscape of
machine learning evolution: privacy-preserving federated learning frameworks and
tools. Artificial Intelligence Review, 58 (2), 51 [4].

There are several Python libraries which implement the classic federated learn-
ing architecture. In the following, seven Python libraries that can be used for per-
form FL trainings or experiments are discussed:

TensorFlow Federated

TensorFlow Federated [162] is a framework for implementing federated learning
powered by TensorFlow [118]. It is an open-source framework for ML and other
computations on decentralized data. TensorFlow Federated enables users to simu-
late the most commonly used FL algorithms. The framework consists of two layers
of interfaces. First, the federated learning API, allows to apply the included imple-
mentations of FL and evaluation to the existing models. Secondly, the federated
core API is a set of low-level interfaces for concisely expressing novel federated al-
gorithms by combining TensorFlow with distributed communication operator within
strongly typed functional programming environment. However, this framework is
it is very focused on simulation and not on actual implementation with real dis-
tributed datasets, as it does not provide communication mechanisms for such cases.

PySyft

PySyft [163] is a privacy-preserving framework for statistical analysis and machine
learning that aims to provide users with tools for performing secure and private
data science tasks in Python. PySyft augments classic DL frameworks for servers
and IoT with privacy-preserving capabilities. Specifically, it decouples private data
from model training using techniques such as FL, DP, and encrypted computation.
This open source framework is easily integrable with PyTorch for training a model
under a FL architecture. In addition, SyMPC is a library that extends PySyft with
SMPC support. It allows computing over encrypted data and to train and evaluate
neural networks.

Flower
Flower [131] is a Python library that provides a unified approach to FL, analytics,
and evaluation, offering a framework-agnostic implementation of an FL system.
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The framework allows for the rapid transition of existing centralized ML training
pipelines into an FL setup to evaluate their convergence properties and training
time in a federated setting. Another advantage of Flower is its support for extending
FL implementations to mobile and wireless clients, with heterogeneous compute,
memory, and network resources. Flower provides an API wrapper for TensorFlow,
TensorFlow Lite, PyTorch, PyTorch Lightning, Hugging Face, MXNet, JAX, and Scikit-
Learn. The way to transition to a federated scheme from a centralized one is very
simple, with clients being able to connect to a server deployed on a certain IP using
a gRPC protocol.

Nvidia Flare

NVIDIA Flare (NVFlare) [164] is an extensible, open-source domain-independent
SDK that enables users to adapt existing ML/DL workflows to a federated paradigm.
It is a framework powered by NVIDIA Federated Learning Application Runtime En-
vironment, which allows one to perform research concerning FL applications, but
also real-world production deployments. Simulations can be managed through a
dashboard and it allows a wide customization of the training as well as integration
with monitoring tools.

IBM Federated Learning

IBM Federated Learning [165] provides tools for multiple remote parties to collab-
oratively train a single ML model without sharing data. Each party trains a local
model with a private data set. Only the local model is sent to the aggregator to
improve the quality of the global model that benefits all parties. IBM Federated
Learning library is an open-source Python framework for FL in an enterprise envi-
ronment.

FedML

FedML (Foundational Ecosystem Design for Machine Learning) [166] has motto:
The unified and scalable ML library for distributed large-scale training, model service,
and federated learning. It is backed by FEDML Nexus Al, which is an enterprise
pay-as-you-go Al platform for cloud service for LLM and generative Al It helps de-
velopers launch complex model training, deployment, and federated learning any-
where on decentralized GPUs, multiclouds, edge servers, and smartphones, easily,
economically, and securely.

FATE
FATE (Federated Al Technology Enabler) [167] is an open-source project initiated
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by Webank’s Al Department to provide a secure computing framework to support
the federated Al ecosystem. It implements multiple secure computation protocols
to enable big data collaboration in compliance with data protection regulations.
FATE is now an open-source project hosted by the Linux Foundation.

4.8 Other Distributed Learning Architectures

In this last theoretical section we will highlight four other privacy-aware distributed
learning architectures, which together with FL shape the state of the art. Note that
the architectures proposed in this section do not depend on a central server to
orchestrate the learning process.

4.8.1 All-Reduce Architecture

When we think of a distributed learning architecture in which we do not want any
central server to be in charge of orchestrating the communication, but rather we
want the participating clients to coordinate the process, the idea of the all-reduce
architecture is the first that comes to mind. This architecture, composed of N clients
(participating nodes), will consist of each of them sending to the remaining N — 1
clients their locally trained model. Note that all the clients will train the same initial
model. This process can be done only once (one round), and obtain an aggregated
global model at each node using certain aggregation function (such as a weighted
average of the models), or it can be repeated for a certain number of rounds, starting
in each of them from the aggregated global model obtained in the previous round
as the initial model to be re-trained at each client. Thus, all clients will have N
models at the end of each round (note that this may vary only in the case of a
client connecting to the training as a new node, or a client disconnecting from the
training).

It should be noted that each client will be in charge of aggregating the received
models to build a global one (see Section 4.2.5). The process can be repeated
as many rounds as necessary until convergence is obtained, taking each client the
new global aggregated model as the initial one for training at the beginning of each
round.

It is clear that the main problem of this architecture arises from the communica-
tion point of view, as well as the bandwidth needed to share the models among all
the clients, especially for large values of N. We can also find memory problems on
the nodes/clients side, as they will receive and store N — 1 models in each round.
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4.8.2 Ring-All-Reduce Architecture

In view of the aforementioned architecture, in order to reduce the costs derived
from the communication of the models between all the clients, and thus reduce the
bandwidth as well as the amount of memory required on the side of each client to
store all the models, the ring-all-reduce architecture arises. Specifically, in this case,
the communication of the models between the clients follows a ring structure. Thus,
clients are numbered from 1 to N, whereby client 1 sends its trained model to client
2, client 2 to client 3, client 3 to client 4, client N — 2 to client N — 1, client N — 1
to client N, and client N to client 1.

Following this structure, each client will use different local models to aggregate
and create the global model, so each client will get a different aggregated model.
Howevey, if this is repeated during several rounds, the information will be propa-
gated along the ring structure.

4.8.3 Neighbor Architecture

The aforementioned architecture allows a considerable reduction in bandwidth and
the cost of communicating as many models as in the initial all-reduce approach.
However, another architecture that can be proposed is the neighbor architecture, in
which each node sends its model to its two neighbors in the ring structure. This
means that certain client i (c; fori € {2,...,N —1}) sends its model/weights of the
model (w;) to clients c;,; and c. If i = 1 then this client sends its model to clients
2 (cy) and N (cy), and if i = N it is sends it to clients 1 (¢c;) and N —1 (cy_1)-

In this approach each client will have 3 trained models to aggregate each time,
instead of only two as in the previous architecture, thus being a more robust model.

4.8.4 Gossip Learning

In this architecture, based on the gossip protocol [ 168], clients choose conditionally
or randomly to which other clients they will send their updates. Therefore, it can
be set in advance to which clients each node will send its trained model, it can be
selected randomly, and it can be changed in each round (if the process is repeated
multiple rounds). Thus, for each client at the beginning of each round, a list of
clients to send their models to will be established. At the end of each round, each
client will aggregate its model along with the ones received.

It is important to note that each client will have a different overall aggregated
model. However, repeating this throughout the rounds, varying or not the com-
munication structure between clients, allows the information obtained (in the form
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of a trained model) to be propagated at each node. Even if the architecture does
not change in each round, it can happen as in the ring-all-reduce approach, and
the information is propagated because different clients have been used to build the
base aggregated model for the next round.

In this way, in the four architectures proposed, we have an scheme composed
of multiple clients that hold locally the different datasets used to train the desired
model.

4.8.4.1 Consensus Algorithms

As already explained, the clients in a GL architecture must conditionally or ran-
domly choose how to communicate with each other. In addition, for certain proce-
dures it may be necessary to have a client that acts as a leader. For this purpose,
consensus algorithms can be used to select such client. This type of algorithms are
widely used in distributed architectures or decentralized networks, as they allows
different workers to coordinate themselves in distributed environments.

Consensus algorithms aim to achieve the following properties: validity, agree-
ment, completeness and fault tolerance. Validity implies that the agreed value must
be proposed by some node. Agreement means that all nodes must agree on the same
value. Completeness implies that all nodes must decide on a final value. Fault tol-
erance means that the algorithm must work even if some nodes are faulty or ma-
licious. Consensus algorithms work by using various techniques, such as voting,
quorum, timeouts and testing.

The selection of a consensus algorithm for a distributed system depends on sev-
eral factors, such as system size, network environment, fault model, performance
requirements and security guarantees.

Note that, in contrast to the FL architecture, this four distributed learning ar-
chitectures does not involve the presence of a central server for orchestrating the
network. This may help to mitigate some problems, such as the lack of trust in the
server that makes it necessary to apply HE or DP techniques. However, the need
to use PETs is still present in the case where not all the clients are trusted and it
is necessary to prevent them from disclosing sensitive information. However, these
architectures may present some problems from the point of view of communication
between the different parties as well as from a memory cost point of view.
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Figure 4.8 intuitively summarizes the behavior of the four server agnostic ap-
proaches, taking into account that each arrow represents that the model trained
with each dataset is shared. For the gossip learning approach an example of ran-

domized communication is shown.

(b) Ring all reduce architecture.

(c) Neighbor architecture. (d) Gossip learning architecture.

Figure 4.8: Visual overview: server independent distributed learning architectures

analyzed.
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Finally, the five privacy preserving machine learning architectures analyzed in

this chapter are summarized in Table 4.1.

Architecture References Description

Federated [61 [ This architecture is composed by a central

Learning (FL) [132][ server and multiple clients. All the clients

[ want to train a global model without sharing

raw data. In order to do so, each client trains
the same model locally and then transmits it
to the server which aggregates it to build a
global one. This aggregated model is then
redistributed to the clients again who repeat
the process as many rounds as necessary to
achieve convergence.

All-Reduce [150][ This architecture aim to remove the depen-

architecture [170] dency on the central server of the FL scheme.
In this case, all the clients communicate be-
tween themselves.

Ring-All-Reduce  [150] [ It is an alternative to the all-reduce architec-

architecture [171]1 ture in order to reduce bandwidth consump-
tion. It consists of setting up the clients on a
ring structure.

Neighbor [150][ This architecture is similar to the GL one, but

architecture in this case each client only communicates
with its neighbors.

Gossip [150][ Decentralized architecture in which no cen-

Learning (GL) [174]1 tral server is required. Instead, clients di-

rectly share their updates among them, and
can choose conditionally or randomly with
whom they will communicate. In this ap-
proach, the aggregation takes place in a dis-
tributed manner. Note that this approach is
fully decentralized.

Table 4.1: Summary: decentralized learning architectures explored. Adapted from

[4].
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4.9 Summary and Conclusions

In this chapter we have discussed in detail the theoretical basis behind the dis-
tributed learning approach, first from the computing aware perspective and then
motivating the privacy preserving machine learning technique known as federated
learning (FL).

In particular, we have compared and motivated the introduction of this architec-
ture by focusing on privacy preserving aware development of solutions and models
based on data and Al in a distributed manner across multiple data owners. The
FL approach has been compared with the classical centralized approach and with
edge computing, presenting a number of advantages and open problems of FL with
respect to the centralized case. Then, a basic and intuitive implementation idea has
been presented following the proposed architecture scheme.

Next, we have stopped to explore different types of federated learning. Firstly,
we discussed according to the type and number of clients involved, distinguishing
between cross device and cross silo FL. Secondly, according to the type of data of
each client involved, in this case distinguishing between horizontal and vertical
federated learning.

Following this, some aggregation functions classically used in the state of the
art have been presented, together with the proposal of a new form of aggregation,
called FedAvgOpt, which seeks to optimize the aggregation process by minimizing
the similarity between the local weights or parameters of each client and the ag-
gregated ones.

Following this, we have presented different open challenges in federated learn-
ing, including expensive communication, systems and statistical heterogeneity, and
privacy concerns. We have also discussed aspects that arise when putting into pro-
duction FL models, including drift detection and monitoring as well as its manage-
ment in these architectures.

Afterwards, we have focused on analyzing the integration of differential pri-
vacy (DP) and metric privacy techniques in federated architectures from different
paradigms, depending on whether or not the server that is hosting the process is
trusted or not.

Continuing privacy concerns, a brief discussion followed on how homomorphic
encryption (HE) could be included in a FL architecture, including the possibility of
using multi-key homomorphic encryption (MKHE) so that each client can use its
own public and private key pair.

Subsequently, we have reviewed different Python frameworks for development
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and experimentation with federated architectures, discussing the contributions of

each of them.
Finally, we have reviewed other distributed learning architectures that do not

rely on a central server, such as all reduce, ring all reduce or neighbor architectures,

or the gossip learning (GL) one.
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Abstract

In order to show the wide range of applications of the federated learn-
ing approach, this chapter presents three use cases from diverse fields:
medical imaging, water quality and meteorology through radar images.
The complete use cases are presented along with the results obtained
in each problem. Firstly, with respect to the medical imaging case,
an analysis is carried out by incorporating differential privacy into the
training process, in addition to a comparison of different aggregation
functionalities. Secondly, regarding the water quality use case, the fed-
erated learning approach has been compared with the individual learn-
ing and centralized learning settings, further considering different data
reduction scenarios, simulating the case where data collection is less
frequent. Thirdly, in the case of nowcasting with radar images, we pro-
pose the application of a personalized federated learning technique that
allows a better adaptability to the data acquisition area to be tested. In
this case, the divergence between the different clients has also been an-
alyzed. Finally, the conclusions obtained from the exhaustive analysis
of these use cases are drawn.

he fields in which the techniques of federated learning can be applied are

manifold. Moreover, the desired objectives with the implementation of this

architecture can range from dealing with data security and privacy restric-
tions that prevent its centralization, to legal aspects or high cost of data acquisition,
or even motivated by technical restrictions or a lack of connectivity. It is interest-
ing to compare the effects of the application of this methodology in comparison
with classical approaches, such as the centralized one, or the training of the models
individually on each client.

In the following, we present a wide range of use cases in which federated learn-
ing architectures have been applied to replace the classical versions in which cen-
tralized or individual learning is applied. In particular, we seek to reflect the mul-
tidisciplinary nature of the field under such a diverse set of use cases that focus on
aspects ranging from the application of deep learning methods to medical imaging
scenarios (thus deeply related with a privacy preserving use case), to cases involv-
ing parameters for water quality monitoring or data captured by weather radars
(meteorology or climate sciences).

Concerning the three applications explored in this chapter, the results and anal-
ysis presented as well as the methodology followed have been previously published,
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during the course of this doctoral thesis, in three scientific publications, as detailed
below:

* Medical imaging. Classification of chest X-ray images: Sainz-Pardo Diaz, J. &
Lépez Garcia, A. (2023). Study of the performance and scalability of feder-
ated learning for medical imaging with intermittent clients. Neurocomputing,
518, 142-154 [6].

» Water quality. Estimation of high frequency nutrient concentrations: Sainz-
Pardo Diaz, J., Castrillo, M., & Lépez Garcia, A. (2023). Deep learning based
soft-sensor for continuous chlorophyll estimation on decentralized data. Wa-
ter Research, 120726 [176].

* Climate sciences. Vertical integrated liquid nowcasting from weather radar data:
Sainz-Pardo Diaz, J., Castrillo, M., Bartok, J., Heredia Cach4, I., Malkin
Ondik, I., Martynovskyi, I., Alibabaei, K., Berberi, L., Kozlov, V. & Lépez Gar-
cfa, A. (2024). Personalized Federated Learning for improving radar based
precipitation nowcasting on heterogeneous areas. Earth Science Informatics,
17,5561-5584 [177].

The contributions to the federated learning field derived from these studies and
this thesis are outlined in the following.

Firstly, with respect to the medical imaging use case, we have compared the per-
formance of the FL architecture simulating different clients, and compared with the
performance of the centralized training. In addition, we have further studied two
cases of client intermittency, in which different clients enter or leave the training
once started. Two ways of dealing with this challenge have been proposed for each
case. In addition, we have further conducted an study evaluating the impact of the
incorporation of differential privacy (DP) during the training of the models based
on the federated learning architecture. In this same case, we have also explored the
application of the FedAvgOpt aggregation strategy proposed in Section 4.2.5.8 from
Chapter 4, and comparing its performance in relation to other classical aggregation
functions.

Secondly, concerning the study of water quality, we have applied the FL architec-
ture including features from different sources and also different weather conditions.
The performance of the FL architecture has been compared with the individual and
centralized approaches, additionally considering a study on three data reduction
scenarios, thus simulating the case where data are sampled less frequently. The
objective is to analyze if in this case if the FL architecture can provide advantages
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(with regard to the centralized architecture or to the individual training) from the
point of view of the generalization capacity of the model when we deal with two
databases (clients) with different distributions.

Finally, regarding the work done in climate sciences to predict the vertical in-
tegrated liquid using radar images, we have simulated four clients, in order to try
to extrapolate findings in the case of having multiple radar distributed in different
areas. Additionally, we have applied a novel technique of personalized federated
learning (PFL) that allows us to obtain a better adaptability in each test zone. We
have compared the results of the individual, FL. and PFL training architectures with
a weather nowecasting state of the art method (COTREC) as a benchmark, testing
additionally on a central zone not used in the training. Finally in this case we have
also analyzed the divergence between the different clients (which in this case are
the different capture zones).

5.1 Medical Imaging: Classification of Chest X-Ray

Images

Part of the results presented in this section has been published in the journal Neuro-
computing (Elsevier): Sdinz-Pardo Diaz, J. & Lopez Garcia, A. (2023). Study of the
performance and scalability of federated learning for medical imaging with intermit-
tent clients. Neurocomputing, 518, 142-154. [6].

The main objective of this first use case is to present the implementation of a
FL scheme from scratch and to compare the results obtained with the centralized
case, also when varying the number of clients. Although several Python libraries
that implement the federated learning architecture can be used (as exposed in the
previous section), in this case, for the sake of completeness of the study and greater
customization, we have made our own implementation following by using one class
called Client and another one called Server as presented in Section 4.2.3.

In addition, in this first section we also present different approaches to deal
with the problem of intermittent clients. Afterwards, we will detail an example
of applying DP to a federated architecture, and finally we will compare different
aggregation strategies, with special attention to the FedAvgOpt function proposed
in Section 4.2.5.8.

Before proceeding to analyze the data and methods used in this section, it is
interesting to comment briefly on the state of the art in the field of FL applied to
medical imaging. Federated learning is being studied in a wide range of fields [ 178]
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such as medical data[179, : s s ] cybersecurity [ 184, ] or Internet
of Things [ 186, ] among others. Regarding medical data we can highlight [ 182],
where three benchmark datasets are studied (MNIST, Medical Information Mart for
Intensive Care-III dataset and an ECG dataset), [188], which shows experiments
using MRI scans and include the use of Differential Privacy (DP) techniques, and
[189], which is a survey on the use of FL in smart healthcare.

The work in the field is extensive, but in this section we address contributions
from different paradigms, as detailed above, including comparison with the central-
ized case, depending on the number of clients, approaches for intermittent clients,
use of DP and comparison of different aggregation functions.

5.1.1 Data Availability and Preprocessing

In this medical imaging use case we are going to use chest X-Ray images, and the ob-
jective will be to classify them according to whether or not the patient has pneumo-
nia. The data under study are openly available in a widely known data repository,
and it was obtained from [190]. The different images are initially distributed into
three groups: train, test and validation. In Table 5.1 the distribution of the images
of each class (pneumonia and normal) in each of these three splits is shown.

Pneumonia Normal

Train 3875 1341
Test 390 234
Validation 8 8

Table 5.1: Distribution of the X-Ray images in train, test and validation sets.

5.1.2 Deep Learning Model

In order to classify the different Chest X-Ray images into normal or pneumonia, a
model consisting of a multi-layer convolutional network is proposed [6].

Note that different tests have been carried out to adjust the final model and
the hyper-parameters. Finally, the optimizer RMSprop and the binary cross-entropy
as loss function were used to compile the model, implemented using the Python
library keras. the architecture developed is given by the following layers:

* Conv2D layer. Filters: 32. Kernel size: (3, 3). Activation: ReLU. Input shape:
(150,150,1).
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* BatchNormalization layer.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 64. Kernel size: (3, 3). Activation: ReLU.
* Dropout layer. Rate: 0.1.

* BatchNormalization layer.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 64. Kernel size: (3, 3). Activation: ReLU.
* BatchNormalization layer.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 128. Kernel size: (3, 3). Activation: ReLU.
* Dropout layer. Rate: 0.2.

* BatchNormalization layer.

* MaxPooling2D layer. Pool size: (2,2). Strides: 2.

* Conv2D layer. Filters: 256. Kernel size: (3, 3). Activation: ReLU.
* Dropout layer. Rate: 0.2.

* BatchNormalization layer.published as

* MaxPooling2D layer. Pool size: (2,2).

* Flatten layer.

* Dense layer. Units: 128. Activation: ReLU.

* Dropout layer. Rate: 0.2.

* Dense layer. Units: 1. Activation: sigmoid.

In order to perform a federated learning schema, the training data have been
randomly distributed along the different clients, so there may be cases of imbalance
in such data. In order to compare the centralized and decentralized cases, and in
the latter case the evolution in the initial test set as a function of the number of
FL round, the AUC and the accuracy will be computed using the Python library
scikit-learn.

5.1.3 Federated Learning Approach (3 Clients)

Usually, when we apply FL architectures, it is because we are dealing with dis-
tributed data due to privacy restrictions, such as data belonging to different data
owners or stored in different locations. However, in this case, we are interested in
simulating the clients from the centralized dataset, in order to compare with the
centralized scenario and to analyze the performance of the FL architecture depend-
ing on the number of clients.
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Pneumonia Pneumonia

Pneumonia Pneumonia

No pneumonia No pneumonia

(a) Client 1.

Pneumonia Pneumonia Pneumonia

Pneumonia

(b) Client 2.

Pneumonia Pneumonia Pneumonia Pneumonia

No pneumonia No pneumonia

(¢) Client 3.

Figure 5.1: Example of the two categories of chest X-ray images under study (pneu-

monia and normal), obtained from each client train set.
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First, note that Figures 5.1(a), 5.1(b) and 5.1(c) show 10 examples extracted
from each client train set regarding data of patients with and without pneumonia
(5 samples for each class).

In this section we will divide the initial training data into three different clients,
with different number of data in each of them, as exposed in Table 5.2, simulating
an heterogeneous distribution. In addition, we split each of these into train (75%)
and test (25%) sets. Table 5.2 also shows the average time per epoch that it takes
to train the model exposed in the previous section with the data from each client.

Number of data

Train Test Average training time per epoch (s)
Client1 1050 350 23.1
Client2 1800 600 40.1
Client 3 1062 354 24

Table 5.2: Number of train and test data of each client and average training time
per epoch. Case: 3 clients.

Be N, the number of clients, N, the number of epochs the model is trained on
each client, N, the number of times the FL schema is repeated and t; the average
time it takes to train each epoch for the data of client i. Since this training is done
in parallel, the execution time will be:

NN, max t; (5.1)

Note that when training the same model in a centralized way (with a training
set containing 5216 images) the average time per epoch (average over 10 epochs
executed) is 138.6s. In the FL scenario, if the process is repeated 10 times (N, =
10), the average time considering that one epoch is trained in each case (N, = 1)
will be 401s (see Table 5.2). However if we train the model in the centralized case
during 10 epochs, the execution time will be approximately 1386s. Then, we want
to analyze if this substantial saving in execution time will be reflected in an accuracy
penalty.

Therefore, let us see in Table 5.3 the results obtained when training these two
cases for the test set, which consists of 624 images.

Note that in the centralized approach we are training with more data than with
the 3 clients together in the decentralized one. This is because for the decentralized
case we have left a part of the data as a test for further analysis. Even so, the
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Centralized approach Decentralized approach

Loss  Accuracy AUC Loss  Accuracy AUC
(test) (test) (test) (test) (test) (test)

3.0694 0.6619  0.9429 2.6034 0.8029  0.9185

Table 5.3: Centralized approach vs decentralized approach. Case: 3 clients.

results for the test accuracy obtained are better in the case where we apply federated
learning (i.e. the data are used in a decentralized way). This does not occur with
the AUC, which is slightly worse in the case of FL, but at the cost of a runtime
reduction of more than 70%. In fact, in addition to improved results in terms of
accuracy, a reduction in execution time of approximately 71.07% is obtained.

The evolution of the test loss, accuracy and AUC values obtained for this case,
training one epoch each time on each client (N, = 1), and repeating this process
N, times, is shown in Table 5.4.

N, Loss (test) Accuracy (test) AUC (test)
1 8.5823 0.6250 0.5105
2 8.2261 0.6250 0.5204
3 11.8544 0.6250 0.5987
4 13.6620 0.6250 0.8799
5 8.9979 0.6266 0.8936
6 12.2626 0.6298 0.9210
7 3.0013 0.7660 0.9271
8 4.3232 0.7308 0.9313
9 6.2835 0.6987 0.9246
10 2.6034 0.8029 0.9185

Table 5.4: Decentralized approach. Metrics obtained for the test data varying N,
and with N, = 1. Case: 3 clients.

It can be observed that, contrary to what might be intuitively expected, the
best results in terms o loss and accuracy for the set of tests are obtained after 10
repetitions, while the best value for the AUC is reached with N, = 8, being better
than the one obtained after 10 rounds. This can be due to the fact that in each
repetition the weights of the models are adjusted according to the data of each
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client, and the data on which we are predicting have not been seen by any client. In
the same way, the convergence of the model can be seen when increasing repetitions
of the FL cycle, especially noticeable in the AUC, which goes from 0.5105 to 0.9185
in the last round, and 0.9313 in the best case.

In the same way, as we will observe in the following table, the same thing will
happen with the test set of each client, since we are not interested in overfitting
the models for a specific client, but rather that based on the data of each client,
they generalize in the best possible way. In Table 5.5 the results in terms of loss
and accuracy for each client’s test set evaluating using the model obtained after N,
repetitions, are presented.

Client 1 (test) Client 2 (test) Client 3 (test)
N. Loss Accuracy Loss Accuracy Loss Accuracy
1 6.4700 0.7143 3.7583 0.8333 8.6489 0.6186
2 6.0401 0.7143 3.4773 0.8333 8.0885 0.6186
3  8.4223 0.7143 4.8034 0.8333 11.2106  0.6186
4 7.2142 0.7200 4.1675 0.8333 10.2194  0.6186
5 29167 0.7513 1.4952 0.8467 4.1782 0.6441
6 3.1232 0.8000 1.5306 0.8750 4.5520 0.7118
7 0.1318 0.9714 0.0357 0.9883 0.2064 0.9548
8 0.219%4 0.9657 0.0505 0.9917 0.3503 0.9463
9 0.3861 0.9457 0.1813 0.9817 0.9088 0.8927
10 0.3553 0.9543 0.0921 0.9783 0.2908 0.9548

Table 5.5: Metrics obtained for the test set of each client varying N, with N, =1
fixed. Case: 3 clients.

Note that for client 1, the best results in terms of accuracy are obtained for
N, = 7, for client 2 with N, = 8 and with N, = 7 and N, = 10 for client 3. In
terms of the loss function, the best results are obtained with N, = 7. That is, in
most cases the best results for the tests set of each client are reached for N, = 7.
It is again observed that more repetitions do not necessarily lead to better results,
since these are made by aggregating the different weights obtained for each client,
which will vary with each repetition. In addition, the convergence of the method
can be clearly seen from the sixth repetition.

On the other hand, if we take N, = 10 and N, = 1, although according to
the Equation 5.1 the execution time is the same as in the case where N, = 1 and
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N, = 10, the results are actually worse. Specifically, in this case we obtain for the
test set a loss of 11.8120, and an accuracy of 0.6250, as opposed to the results
obtained for N, = 1 and N, = 10 (see the last row of Table 5.4). Concretely, taking
N, =10 and N, = 1, we obtain the same accuracy as for the case N, = N, =1, and
a worse value for the loss (see the first row of Table 5.4). This tells us that in this
specific use case is more appropriate to perform more repetitions of the federated
learning scheme instead of training more epochs on each client. In addition, this
may be because training more epochs on each client leads to overfitting on this
client, worsening the accuracy for the test set. Intuitively this reinforces the idea of
using federated learning to improve results in a decentralized data case.

5.1.3.1 Data Distribution

Let us study the distribution of the two categories present in the data for each of
the three clients (see Table 5.6). The objective is to analyze if the two classes are
distributed in the same way in the different clients, or if, on the contrary, a different
distribution is obtained in each one of them.

Number of data Normal (%) Pneumonia (%)

Client 1 1400 28.57 71.43
Client 2 2400 16.67 83.33
Client 3 1416 38.21 61.79

ALL 5216 25.71 74.29

Table 5.6: Data distribution for the three clients (without distinguishing train and
test sets).

These data have been selected manually, so that the distributions of the data
in the different clients are different. For example, in the case of the second client,
less than 17% of the samples correspond to images of patients without pneumonia,
while this percentage exceeds 38% (more than double) in the case of client 3. In
addition, if we compare with the global distribution of the data of the three clients,
we can see that between that of the third one and the global distribution, there is
more than a 12% difference.

The distribution of the data is one of the most important factors that can affect a
federated learning algorithm, in particular, the fact that they are unbalanced (as in
this case), is a key aspect to be evaluated. However, as we have seen in the above,
despite the unbalanced data, we managed to obtain a substantial improvement by
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distributing the data in 3 clients, compared to the case in which they are centralized
(passing the accuracy from 0.6619 in the centralized case to 0.7853 in the best per-
formance of the federated learning approach). In the following cases, the process
of allocating the data among the different clients will be a random process, so that
these differences in the distributions will not be so clear.

5.1.4 Federated Learning Approach (10 Clients)

Now, let us repeat the previous analysis using a larger number of data owners. In
this case, instead of decomposing the train set into 3 clients, we will decompose it
into 10 of them. Again we will use the model presented in Section 5.1.2. Table 5.7
shows the number of data for each client as well as the average computation time
per epoch is shown.

Number of data

Train Test Average training time per epoch (s)
Client 1 442 148 10.1
Client 2 412 138 9.7
Client 3 258 87 6
Client 4 326 109 7.9
Client 5 378 127 9
Client 6 393 132 9
Client 7 356 119 8
Client 8 468 157 11
Client 9 412 138 9.8
Client 10 462 154 11

Table 5.7: Number of train and test data of each client and average training time
per epoch. Case: 10 clients.

As we have already explained in the previous case, when training the model in
a centralized way, the average time per epoch (average over 10 epochs executed) is
138.6s. In this case, with 10 clients, if we repeat the process 10 times the average
time considering that one epoch is trained in each case (N, = 1), will be 110s (see
Equation 5.1), while if we train the model for the centralized case 10 epochs, the
execution time will be approximately 1386s. Let us see in Table 5.8 the results of
training these two cases for the test set.



Chapter 5: Federated Learning Applications 194

Centralized approach Decentralized approach

Loss  Accuracy AUC Loss  Accuracy AUC
(test) (test) (test) (test) (test) (test)

3.0694 0.6619  0.9429 4.7813  0.7212  0.9095

Table 5.8: Centralized approach vs decentralized approach. Case: 10 clients.

We can thus verify (although we will study this in more detail in a later sum-
mary of results), that applying federated learning techniques provides substantial
advantages over the centralized case. The advantages in terms of execution time
are evident (since the different clients will perform their computations in parallel,
and the number of data for each one will always be strictly smaller than in the cen-
tralized case), and as shown in Table 5.8, there is a very significant improvement
also with respect to the accuracy (although the values obtained for the other two
metrics are slightly worse). The most significant strength is that it can be observed
that in this case, the execution time of the decentralized case reduce by 92.06% the
time of the centralized approach, while the accuracy has also increased.

N, Loss (test) Accuracy (test) AUC (test)

1 14.3417 0.6250 0.4237
2 8.6290 0.6250 0.4328
3 6.7486 0.6250 0.4609
4 16.5803 0.6250 0.5406
5 12.1097 0.6250 0.6825
6 9.6882 0.6250 0.7758
7 5.7260 0.6635 0.8763
8 5.5559 0.6907 0.9055
9 3.8730 0.7340 0.9130
10 4.7813 0.7212 0.9095

Table 5.9: Decentralized approach. Metrics obtained for the test data varying N,
with N, =1 fixed. Case: 10 clients.

In Table 5.9 we show in detail the test loss, accuracy and AUC values obtained
by varying the number of repetitions of the federated learning process (i.e. varying
N,, with N, = 1). Specifically, in this case, the best results for the three metrics are
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obtained with the highest number of repetitions performed, N, = 10. Looking at
the precision, we can see that it is not until the sixth round that the value of this
metric starts to increase, going from 0.6250 during the first 5 repetitions, to 0.7340
in the ninth, and decreasing a little in the tenth to 0.7212. While in the case of 3
clients (see Table 5.4) the accuracy did not exceed 0.6250 until the 5th repetition
(when reached 0.6266), in this case it occurs from the 7th repetition onwards (with
an accuracy of 0.6635 en this round). This shows that in this second case the con-
vergence is slower, probably because each client has a smaller number of data than
in the first case. In this case it is very interesting to note that in terms of the three
metrics under study, loss, accuracy and AUC, the best results are obtained for round
9 instead of round 10, which would imply even less execution time, and therefore
a temporal reduction of approximately 92.85% compared to the centralized case.

Let us now see in Table 5.10 for which values of N, (remember that N, = 1) the
optimal results (in terms of loss and accuracy) are obtained for each client’s test
set, and what these values are. Note that the optimum of each metric is not always
obtained for the same value of N,, as is the case of clients 3, 7 and 10.

Loss Accuracy N.
(client test set) (client test set)

Client 1 0.2779 0.9662 9
Client 2 0.0001 1.0000 9
Client 3 0.1060 0.9655 10
Client 4 0.0330 0.9908 9
Client 5 0.0192 0.9843 9
Client 6 0.0940 0.9772 10
Client 7 0.3918 0.9412 9

0.4982 0.9664 10
Client 8 0.2372 0.9618 9
Client 9 0.0029 1.0000 10
Client 10 0.2432 0.9740 9

Table 5.10: Decentralized approach. Optimal values for each client’s test set. Case:
10 clients.

In Table 5.10 it can be seen that both in terms of loss and accuracy really suc-
cessful results are obtained for the test set of each client, with the worst result being
Client 7, and the best being Clients 2 and 9 (both with an accuracy of 100%, and
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Client 2 with a loss value slightly lower than Client 9).

Again, as in the case of 3 clients, when taking N, = 10 and N, = 1 the esti-
mated execution time is the same as in the case where N, = 1 and N, = 10 (see
Equation 5.1), but the results are actually worse. Specifically, in this case we obtain
for the test set a loss of 6.5796, and an accuracy of 0.6250, while this values are
4.7813 and 0.7212 respectively for the case of N, = 1 and N, = 10 (see the last
row of Table 5.9).

5.1.5 Comparison: Centralized vs Federated

Let us compare the results obtained with the centralized approach and the FL one
with 3 and 10 clients. Specifically, Table 5.11 shows the performance obtained in
each case under study in terms of loss, accuracy and AUC and the time reduction
obtained with the FL approach regarding the centralized one.

Test Test Test Execution Time
Loss Accuracy AUC time (s) reduction (%)

Centralized 3.0694 0.6619  0.9429 1386 —

approach

Decentralized

approach

3 clients 2.6034 0.8029 0.9185 401 71.07
10 clients 4.7813 0.7212 0.9095 110 92.06

Table 5.11: Comparison of the centralized approach and the two FL cases: 3 and 10
clients. Best performance in terms of loss, accuracy and AUC. The time reduction
column corresponds with the reduction obtained with the FL architectures regard-
ing the centralized approach.

In the case of 10 clients it is clearly observed that the results for the three metrics
are better in the case where 9 repetitions of the FL schema are performed instead
of 10, which also leads to a shorter computation time. With respect to the case of 3
clients, it is observed that in terms of loss and accuracy, the best results are obtained
in the tenth repetition, but this is not true for the AUC, which reaches its best value
in the eighth repetition, again implying less computation time.

In addition, let us study it in more detail the AUC and the ROC curves obtained
for the centralized approach and for the round which provides the best results in
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terms of AUC for the cases of three and ten clients, analyzing the one obtained for
each round N, € {1,...,10}, and for N, = 10 (see Figure 5.2). As already men-
tioned, it can be seen that the best results in terms of this metric are not obtained
for the maximum number of rounds performed (N, = 10), but for 8 and 9 rounds

respectively for the cases of 3 and 10 clients.
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Figure 5.2: ROC curves for each of the cases exposed in Table 5.11

In view of Table 5.2 it can be seen that they are very similar, despite the enor-
mous reduction in execution time provided by the FL approach as the number of
clients increases. It is clear that increasing the number of clients will reduce the
computation time, but it should be noted that in some cases this may be at the cost

of reducing the accuracy.

5.1.6 Federated Learning with Intermittent Clients

In the following, two problems that may arise related to client intermittency will
be discussed. As mentioned previously, the problem of intermittent clients can be
due to a wide range of reasons. The most common ones can be communication
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limitations, connectivity problems or issues related to computing infrastructures.
However, in this case concerning the health field, if we assume that this study could
involve the collaboration of different hospitals or health or research centers, all of
them with X-ray images from different patients, the intermittency could be due to
a new center deciding to participate in the training, or others deciding to drop out
for other reasons, such as privacy concerns. Therefore, it is important to analyze
the problems that may arise and how they could be addressed.

Suppose now that a new client enters the architecture, and one of the clients
which was participating in the training, leaves it. This fits with a real case where
a data owner decides to leave the training, either voluntarily or involuntarily (e.g.
problems with internet connectivity, technical issues, or even privacy concerns).
In the case of medical imaging, this can be very common if it is a study in which
different hospitals participate, and some leave the training (for any of the reasons
stated previously, among others), and others join it once it is started. To exemplify
this, first let us come back to the case of a federated learning schema composed by
3 clients. Let us suppose that a client leaves (we will study what happens when
client 1, 2 and 3 leave), and a new client enters, client 4, which will build using the
validation data.

Note that the new client that we are going to add (client 4), only consists of 16
images, compared to the 1400, 1416 and 2400 of those used previously. Thus, we
seek to test the influence of the balancing of the datasets used. We consider two
different options:

* Approach 1: When a client leaves, the weights obtained for that client in
previous repetitions are not taken into account for subsequent repetitions of
the training. The weights obtained for the new client are included in the
aggregation.

* Approach 2: When a client leaves, its last weights calculated are kept and
are used in subsequent aggregations to update the model. Again, the weights
obtained for the new client are included in the aggregation.

The results obtained for the prediction on the test set with each approach by
adding client 4 and removing each of the previous clients are presented in Ta-
ble 5.12.

In this case we cannot select one approach as better than the other, since by
eliminating the first client, the first approach is better in terms of accuracy and loss
than the second approach. The same applies to the third client, the second approach
is better than the first one. However, the opposite happens when eliminating the
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Approach 1 (test) Approach 2 (test)

Client removed Loss Accuracy Loss Accuracy

Client 1 2.4668 0.8092  2.8923 0.7949
Client 2 4.4945 0.7452  3.4701 0.7821
Client 3 2.1746  0.8237  3.5976 0.7340

Table 5.12: Results obtained by eliminating one client and adding a new one with
the two approaches described above. Case: 3 clients.

second client (the one that contained a larger number of data), in this case approach
2 produces better results than approach 1, both in terms of loss and accuracy.

Following this same line, the results of removing a client and adding a new
one in the case of the federated learning schema with 10 clients are shown. Again
in this case the client that we add, client 11, will have as data the images of the
validation set (16 images). We consider the same two approaches as in the case of
three clients In Table 5.13 the results obtained for the test set when removing each
one of the initial ten clients and adding client 11 are shown.

Approach 1 (test) Approach 2 (test)

Client removed Loss Accuracy Loss Accuracy

Client 1 4.0000 0.7500  4.5387 0.7131
Client 2 3.6074 0.7564  4.8299 0.7083
Client 3 3.7131 0.7548  4.3448 0.7228
Client 4 3.7189 0.7548  4.3951 0.7196
Client 5 3.7096 0.7548  4.2605 0.7228
Client 6 3.7111 0.7548  3.6957 0.7340
Client 7 3.9376 0.7436  4.8988 0.7051
Client 8 3.4686 0.7580  4.3015 0.7147
Client 9 3.3949 0.7596  3.7850 0.7260
Client 10 3.6860 0.7548 8.1755 0.6266

Table 5.13: Results obtained by eliminating one client and adding a new one with
the two approaches described above. Case: 10 clients.

In this case, it is clear that in the majority of cases (9 out of 10 for the loss, and
10 out of 10 for the accuracy), the best results are achieved with the first approach
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(something that did not seem to be clear when we study the case of 3 clients).
That is, without using in further rounds of the FL schema the weights obtained in
previous repetitions if one client leaves the training process.

It should be noted that the selection of one criterion or another will depend on
the type of data of each client, but in principle, it seems more convenient not to
keep the last weights calculated for the eliminated client, rather than not taking
them into account (for example, the frequency with which data are updated for
each client is key in considering whether or not to discard such weights).

Finally, let us suppose now that one of the clients involved in the process does
not send the updates after a pre-established time. As the rest cannot wait indefi-
nitely, a decision must be taken in advance: consider the previous update available
or not count on this client. In the same way, once this client sends its update after a
certain number of repetitions of the FL schema, it will have to be decided whether
it will be included or whether it should not be included until it sends the weights
corresponding to the current round. Then, the following two approaches can be
studied:

* Approach A: Until new weights are received from the client, the last update
received by the client is used. Once a new one is received, it is included
regardless of the repetition of the process.

* Approach B: If a client does not send its updates on time in a certain round,
the parameters are not included again, nor are those calculated in other rep-
etitions used. The weights of that client will only be included again when the
client re-trains the initialized model with the weights of the corresponding
repetition.

Let us illustrate this problem with the following example: suppose that once the
model is applied for the fifth time to each client, client i (for certaini € {1,...,N.})
does not send its weights after the pre-established maximum waiting time prior to
aggregation. Also, suppose that this client sends the updates at the end of repetition
10. The results obtained with the two approaches exposed for this example are
shown for each client in Table 5.14 for the case of three clients and in Table 5.15
for the case of 10 clients.

In this case, we find that approach B achieves better results than approach A in
the three clients test sets in terms of accuracy, and in 2 out of 3 regarding the loss.
In Table 5.15 the results for the 10-clients case are presented.

In addition, when comparing approaches A and B for 10 clients, we can see
that the models fail to converge in terms of accuracy by the end of the FL scheme
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Approach A (test)  Approach B (test)

Client i Loss Accuracy  Loss Accuracy

Client1 12.2229  0.6250  8.6411 0.6522
Client2  6.9331 0.6298 3.5930 0.7516
Client 3  2.0380 0.7436 3.0532 0.7997

Table 5.14: Results obtained for the test set considering the last repetition of the
FL schema and approaches A and B. Client i is the intermittent client considered in
this example. Case: 3 clients.

rounds. This is not entirely surprising, since we have already seen that in this case
it took 7 repetitions for the model to start converging by increasing the accuracy
to 0.6250, and in this case, the model undergoes the change in the configuration
of the clients in round 5. However, it is possible to compare these two approaches
in terms of loss. Thus, in this example we can see that in 7 out of 10 cases, better
results are obtained with approach A than with approach B, i.e. if a client does
not send its updates in the corresponding repetition, the previous ones will be used
until new weights are received. This is the opposite of what happened in the case
of 3 clients. However, what can be clearly observed here is that once the FL scheme
undergoes a change, namely some weights are not received in time and/or sent
with delay, more rounds will be needed to converge. Again, as already mentioned,
it is important to study which approach is suitable depending on the data used,
the characteristics of the clients (and the number of data each one owns) and the
objective of the problem.

5.1.7 Federated Learning Meets Differential Privacy

In Chapter 3 we exposed the benefits of applying differential privacy to deep learn-
ing models when optimizing the gradient descent process. This can also be applied
in the context of a federated learning architecture. First, we can apply global DP
when aggregating the weights in the server. This can prevent the clients from ex-
tracting information from the other clients. In particular this is quite important
when there are only two clients participating in the learning process, as both clients
will know the model form the other. However, by doing this we are assuming that
we trust the central server, which may be not trivial in most cases. In this sense,
it is particularly relevant to apply DP when training the model, for example on the
optimizer, before transmitting the weights that define the model to the server. In
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Approach A (test) Approach B (test)

Client i Loss  Accuracy Loss Accuracy

Client 1 5.6262  0.6250 6.7738 0.6250
Client2  4.1949  0.6250 4.3756 0.6250
Client3  4.9695  0.6250 8.2096 0.6250
Client 4 5.1496 0.6250  4.8699 0.6250
Client5 4.5158  0.6250 6.4545 0.6250
Client6  4.3505  0.6250 4.3655 0.6250
Client7  4.4714  0.6250 6.3264 0.6250
Client8  3.4311 0.6250 6.0426 0.6250
Client 9 5.1880 0.6250  4.9086 0.6250
Client 10  5.4487 0.6250  4.8596 0.6250

Table 5.15: Results obtained for the test set considering the last repetition of the
FL schema and approaches A and B. Client i is the intermittent client considered in
this example. Case: 10 clients.

cases where the server is not trusted, sending the model weights to it may make
possible the extraction of information by an undesired third party. Thus, by apply-
ing DP during the training process, the risks derived from the possible extraction
of information by means of the weights will be reduced. However, this may have
a negative impact on the results in terms of the error metrics analyzed once the
resulting aggregated model is obtained.

In order to test this approach and to evaluate the impact of incorporating DP
in the optimizer of a deep learning model in the context of a federated learning
architecture, we propose the following: given the present use case, we will take the
3 clients presented in Section 5.1.3, together with the model presented in this case.
The idea will be to apply different noise multipliers to an optimizer, namely the
DPKerasAdam optimizer and analyze the results obtained in each case in terms of the
accuracy and the AUC. In particular, it should be noted in this case the experiment
will be repeated 5 times with each noise multiplier in order to obtain the mean
values of these metrics in test as well as the standard deviation.

Specifically, 5 values of the noise multiplier have been tested (one of them O,
i.e. no noise is applied). The other values are: 0.25, 0.5, 0.75 and 1. In addition,
the normalization value [,, after testing different approaches, has been taken equal
to 5.
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First, Table 5.16 shows the results as a function of the AUC for the test set of
each individual client. Specifically, once the model has been trained for 10 rounds
in the federated architecture, it has been tested on the test set of each client (cor-
responding to 25% percent of the data as explained in Section 5.1.3). Table 5.17
shows the results in the same scenario but in terms of accuracy. In both cases the
mean and the standard deviation obtained after performing the training 5 times are
shown.

Mean AUC =+ std

Noise multiplier Client 1 Client 2 Client 3

0 0.997 £ 0.0002 0.999 + 0.0002 0.996 + 0.0003
0.25 0.871 £ 0.0530 0.905 + 0.0458 0.874 = 0.0459
0.50 0.785 £ 0.0618 0.801 £0.0534 0.757 £+ 0.0462
0.75 0.677 £0.1191 0.697 £0.1307 0.690 £+ 0.1307
1.00 0.701 £ 0.0726 0.684 £ 0.1029 0.706 £+ 0.0949

Table 5.16: Mean AUC and standard deviation for each client test set when varying

the noise multiplier (y).

Noise multiplier

Mean accuracy + std

Client 1

Client 2

Client 3

0 0.973 £0.0046 0.992 £ 0.0033 0.955 &+ 0.0075
0.25 0.795 £ 0.0207 0.884 £0.0154 0.734 +0.0270
0.50 0.767 £0.0210 0.829 £0.0288 0.654 + 0.0197
0.75 0.730 £ 0.0293 0.829 £ 0.0190 0.649 £ 0.0287
1.00 0.734 £0.0144 0.824 £0.0157 0.676 £+ 0.0350

Table 5.17: Mean accuracy and standard deviation for each client test set when
varying the noise multiplier (y).

In view of Tables 5.16 and 5.17 we can see, as expected, that the best results
with respect to AUC and the accuracy are obtained without applying differential
privacy, since we are not including noise in the data. In the same line, it can be
seen how the performance worsens as the noise multiplier increases, except for the
case of 0.75 and 1 in both cases, which is slightly better in the case where the noise
multiplier is 1. This is verified for the mean AUC and accuracy, but it can be noted
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that the variance for the case of 0.75 is higher (especially for the AUC, except for the
accuracy of client 3). In view of these results, it seems reasonable to apply DP with
a noise multiplier of 0.25 in order not to damage the performance so much while
adding an additional privacy layer, as the values analyzed which are higher than
0.25 have a very strong impact on the performance of the federated architecture.

On the other hand, given the initial test set (see Table 5.1), Table 5.18 shows
the results in terms of accuracy and AUC (both the mean and standard deviation),
after evaluating the resulting models on that dataset.

Accuracy AUC
Noise Multiplier Mean £ std  Mean % std
0 0.72+0.01 0.92+0.03
0.25 0.68 £0.02 0.83£0.03
0.50 0.66 £0.01 0.74+0.04
0.75 0.64 +£0.01 0.70 £0.07
1.00 0.68+£0.03 0.71 £0.10

Table 5.18: Mean and standard deviation of the accuracy and AUC obtained in
round 10 of federated training with each noise multiplier value analyzed.

In this case, when analyzing the prediction in the initial test set, it can be found
that the difference between the cases in which DP is not applied and the cases of
a noise multiplier € {0.25,0.5,0.75,1} are not so much disparate (compared to
the previous case) for the accuracy, where in the worst case the difference is about
8%. However, this number increases to at least a 9% difference in the case of the
AUC, where the most viable option for adding DP of those analyzed is again the one
where the noise multiplier is 0.25.

As might be expected, the impact of incorporating DP is clearly reflected in the
performance of the model, so assessing the impact and making a trade off between
privacy (measured using the noise multiplier), and the minimum expected perfor-
mance of the model, is a key point to take into account when designing the strategy.

These tests have been carried out by simulating a federated architecture ac-
cording to the client and server classes presented in Section 4.2.3 from Chapter 4.
Specifically, a cloud instance was deployed in the IFCAs cloud via OpenStack so
that 4 CPUs, 10.7GB of RAM, and 20GB of disk were available. In addition, in
terms of the libraries used, highlight the use of TensorFlow in its version 2.13.0 for
compatibility with the TensorFlow Privacy library in its version 0.8.10.
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5.1.8 Comparing Different Aggregation Strategies

We will conclude this use case by showing a performance comparison of the FL
architecture by training with the 3 clients proposed in Section 5.1.3 and using dif-
ferent aggregation strategies. Specifically, we have slightly modified the neural
network proposed in Section 5.1.2 by eliminating the second convolutional layer,
and we have trained the model during 10 epochs and 5 rounds. In this line, Ta-
ble 5.19 below shows the results obtained in terms of accuracy, loss and AUC by
applying the FL architecture on these data aggregating with FedAvg, FedMedian,
FedOpt and the FedAvgOpt strategy proposed in Section 4.2.5.8 from Chapter 4.
Additionally, FedAvgM was tested with momentum 0.5, showing that convergence
was not achieved despite the introduction of some initial parameters for the model
from the server side. Likewise with FedYogi, which despite converging, did not im-
prove substantially over the rounds, so it was decided not to include them in the
final comparison as they did not provide any information of interest in this case.
With respect to FedOpt, the parameters relating to the learning rate on the server
and client side (0.1), as well as the first and second momentum (0) and 7 = le™®
were left by default according to their default configuration in Flower. Also, in this
case, the initial parameters for the model to be trained were introduced from the
server side with a random initialization, in order to obtain greater stability when
training from the client side.

The results shown correspond to those obtained in the fifth round and for the
test set of each client.

FedAvg FedMedian FedOpt FedAvgOpt

Client 1 0.8486 0.8543 0.8886  0.9600
Accuracy Client2 0.9233 0.9200 0.9450 0.9767
Client 3 0.7938 0.7599 0.8249  0.9435

Client 1 0.9768 1.3829 0.2346 0.1080
Loss Client 2  0.4903 0.6891 0.1195 0.0492
Client 3 1.8409 2.5038 0.4224 0.1561

Client 1 0.9828 0.9869 0.9884 0.9981
AUC Client2 0.9879 0.9844 0.9961 0.9981
Client 3 0.9634 0.9674 0.9833 0.9941

Table 5.19: Chest X-Ray use case with 3 clients. Accuracy, loss and AUC in the test
set of each client with each aggregation strategy.
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In view of the Table 5.19, we can clearly notice the superiority in this case of the
aggregation strategy proposed in this thesis (see Section 4.2.5.8 from Chapter 4),
named FedAvgOpt. In particular, it allows us to obtain an accuracy and AUC much
higher in all the test sets of the three clients than the other three strategies explored.
In terms of loss, it performs better in all the three clients with the FedAvgOpt strate-
gies than with the other functions analyzed. It can therefore be concluded that in
this case FedAvgOpt allows to reach a final model with better performance than the
other explored aggregation methods.

5.1.9 Conclusions

In this first use case we have analyzed the application of a federated learning ar-
chitecture to a medical imaging case, specifically to a binary classification prob-
lem. First, we have explored and compared the performance of the same DL model
depending on whether it was applied in a centralized way to the whole training
dataset, or under a federated learning architecture simulating 3 and 10 clients re-
spectively from the training dataset. In both cases with FL the accuracy is better
than in the centralized case, as well as the loss. The AUC is slightly lower under the
FL approach but the reduction in training time derived from the parallel training
by dividing the original dataset into different clients stands out. Subsequently, we
have studied two client intermittency paradigms and two approaches respectively
to deal with them. Then, we have analyzed the impact of incorporating differen-
tial privacy (DP) during the training of the DL model to the 3-clients case, using
different values for the noise multiplier. Finally, we have tested the applicability of
the FedAvgOpt aggregation function proposed in Chapter 4, comparing the results
obtained in benchmarking with five classic aggregation functions of the state of the
art, obtaining in the test set of each client significantly higher results for both the
accuracy and the AUC with the proposed aggregation strategy.

5.2 Water Quality: Data Based Estimation of High
Frequency Nutrient Concentrations

The results presented in this section has been published in the journal Water Research
(Elsevier): Sdinz-Pardo Diaz, J., Castrillo, M., & Lopez Garcia, A. (2023). Deep
learning based soft-sensor for continuous chlorophyll estimation on decentralized data.
Water Research, 120726. [176].
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The following use case presented in this chapter belongs to the field of environ-
mental sciences, specifically, the objective is to use federated learning to estimate
continuous chlorophyll concentrations on distributed data.

While freshwater is an essential resource for life, water bodies are increasingly
coming under pressure, leading to water scarcity and a deterioration in water qual-
ity. In particular, climate change and unpredictable weather patterns and droughts
are contributing significantly to the strain on the availability of freshwater arising
from urban development and agriculture [191, ]. Nutrient pollution causing
excessive growth of algae, a phenomenon called eutrophication, is a significant
challenge to the management of water bodies, threatening the availability of safe
drinking water. Eutrophication and Harmful Algal Blooms (HABs) suppose not only
environmental, but also societal and economical problems, that are taking place in
many natural and artificial water-bodies around the world, like rivers, lakes and
reservoirs [ 193, 1.

Monitoring plays a key role in the contribution to water sustainability. How-
ever, the 2022 United Nations’ (UN) report [ 195] about the global progress on the
2030 Agenda for Sustainable Development has recognized that the lack of monitor-
ing, specially in the poorest countries, is limiting the identification of water quality
issues at an early stage, and consequently the application of preventive measures
before serious deterioration occurs. In addition, the existing sensor technology can-
not monitor certain parameters such as the nutrients, pigments or micro-pollutants
in real-time and with enough frequency to ensure proper risk management. In the
case of HABs, to date there exists barriers to detect them even at the first level of
an early warning system [196].

In view of the growing need to carry out this monitoring more accurately and
at a higher frequency, different studies have already proposed the use of ML or DL
models for this purpose [197]. These techniques allow exploiting the relationship
between a target variable and other parameters or surrogates that can be easily and
continuously measured with a high time resolution by means of robust and afford-
able sensors. The software-based sensor that processes the available surrogate data
by means of models and allows inferring the target variable(s) is called a soft-sensor.

In the field of AI, the models that conform the soft-sensor are data-driven mod-
els. Suitable surrogates are mainly hydro-physical indicators like temperature, pH,
electric conductivity (ECY), turbidity, etc. Regarding chlorophyll (Chl) estimation,
ML has been mostly applied to exploit spectral data and other water quality in-
dicators as proxies [198]. Among them, [199] developed ML models based on

INote that when using the term EC in this section we will always refer to electric conductivity.
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physical-chemical parameters and different algal species counts. In [200] authors
developed an early-warning protocol based on ML models, but they rely on vari-
ables (nutrient concentrations) that are not easy to obtain with high-resolution in
the long term, as well as in [201]. Recently, [202] applied ML models (Classifica-
tion and Regression Trees and Random Forests (RF) regressor) for algal bloom pre-
dictions using only basic and commonplace sensors as surrogates in two sampling
points of a reservoir, demonstrating its feasibility as low-cost and energy-efficient
soft-sensor. However, the error of the ML models was high if it is compared with
the average values of the Chl concentrations.

One inconvenient that we find when applying ML models to this field is the
absence of enough data to train the models. This can happen due to the way in
which data are acquired, in most cases involving qualified material and personnel
taking the measures in-situ. As this can be an expensive and time-consuming task,
the water masses monitoring datasets are not as large as some Al algorithms train-
ing requires for achieving a proper convergence. However, gathering the data from
different points all together for training a centralizing model can lead to a lack of
generalization duo the site-specific nature of such models. A possible solution to
this issue can be applying a federated learning architecture for combining individ-
ual models built on top of data from different sites.

In order to estimate the Chl concentration we are going to use basic hydro-
physical variables as well as in open-access meteorological ones as the input for the
data based models, as will be explained in the following section. With the aim of
improving the performance and the generalization ability of the models, three ML
training paradigms were considered: the individual approach, which only makes
use of data from a specific site, the centralized one and the federated learning
architecture. In addition, given the large amount of data per site that was available
in this use case, different data reduction scenarios were designed, in order to test
the different paradigms on more realistic scenarios that may occur specially when
the data are obtained by means of manual sampling.

5.2.1 Data Availability and Processing

For carrying out this study we have used an open-access dataset containing infor-
mation about two tributaries of the River Thames (England): the River Enborne and
The Cut. Two data files with information about the two tributaries were obtained
from the Environmental Information Data Centre platform [203] of the Centre for
Ecology and Hydrology (CEH) belonging to the United Kingdom’s Natural Envi-
ronment Research Council. This use case presents two zones with quite different
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conditions: while the River Enborne is relatively rural, The Cut is in an urbanized
catchment. In both cases we had hourly data from around two years (from Novem-
ber 2009 to February 2012 in the case of the River Enborne and from May 2010 to
February 2012 in the case of The Cut), containing information concerning hydro-
physical and chemical variables: Chl concentration (ugL™), turbidity (NTU), EC
(uScm™1), water temperature (Temp) (C°), pH, dissolved oxygen concentration
(mgL’l), percentage saturation of dissolved oxygen (%) and flow rate (m3s™).
For our study we have selected three hydro-physical features (Temp, pH and EC)
as inputs for the DL models. This selection has been made taking into account that
these are the easiest to collect due to the robustness and ubiquity of the sensors
that record them. The selected variables keep a close relationship with Chl con-
centration: first, the temperature affects the degradation and solubility of various
nutrient compounds, as well as the kinetic parameters of algal metabolism. Second,
pH determines the solubility of carbon dioxide and minerals in water and directly
or indirectly influences metabolism. Finally, the EC is a proxy for the nutrient con-
centrations [ 197] available for algal growth.

In addition, we are interested in using additional variables that can be obtained
from open source repositories in order to try to obtain models as informed as pos-
sible. In this sense, meteorological variables are of special importance because of
their impact on the up-welling of this type of nutrients. Then, three meteorological
variables have been used: global irradiance (Global) (W / m?), air temperature (C°)
at 2 meters above the ground (T2m) and wind speed (m/s) at 10 meters above the
ground (WS10m). These data were obtained from the Photovoltaic Geographical
Information System (PVGIS) [204] which provides hourly data based on data from
satellites and reanalysis for given location and dates.

The hydro-physical data of the River Enborne and The Cut had been already
curated by the CEH and the University of Reading [205]. Initially, 20412 obser-
vations were available for the River Enborne and 15636 for The Cut. However,
after removing the missing values (NaN), these were reduced to 18850 and 14162

records in each case respectively.

It is important to note here that although a previous curation of the data has
already been carried out, with a first visual inspection of the data it seemed neces-
sary to perform an outlier detection process, as such data could damage the global
convergence of the developed models. In this sense, we want to detect values that
may come from failures in the sensor measurement (unnatural outliers), without
eliminating values that, even if they seem anomalous, may represent the occurrence
of an algal bloom. In particular, being able to predict those values that are associ-
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ated with the occurrence of an algal bloom is very important in this type of task,
then it is critical that these values are not eliminated. Therefore, the InterQuartile
Range (IQR) technique or Tukey’s test was implemented to detect outliers in the
physico-chemical predictor variables as follows: be Q; for i € {1,2,3} the three
data quartiles, then the lower and upper limits established are presented below:

lower limit = Q; —3(Q5; — Q;) (5.2)
upper limit = Q5 + 3(Q3 — Q;). (5.3)

Those values below and above the lower and upper boundaries respectively
were considered outliers. Just a few outliers were found in the River Enborne (4 in
the pH time series and 2 in the WS10m’s one) and some more in The Cut (171 in the
EC time series and 24 in the pH’s one). Considering the large amount of data that
is handled in this work, the outliers were directly removed, as the outliers of each
variable entailed less than 1% of the observations. Regarding the target variable,
Chl concentration, deleting exceptionally high values that could be attributed to an
algal bloom would be detrimental to the performance of the soft-sensors. As an ab-
solute value of Chl may be perfectly feasible, the focus was put on the change rate
with respect to the previous value, which can give more information about the fea-
sibility of a value. In addition, transforming the Chl concentration into Chl growth
rates, considering an exponential behavior, results in a transformation of the dis-
tribution of the variable, becoming normal. This allowed implementing parametric
methods, as the Tukey’s one. Considering x, the value at instant of time t, t; and
t; two consecutive time instants (t; > tj), the growth rate of x is calculated as
follows:

In(x,.)—In(x,)
growth rate = ——— (5.4)
ti—t;

Once the growth rate had been calculated according to Eq. 5.4, the Tukey’s
test was applied and eventually the detected outliers were removed. This process
was repeated as many times as necessary so that there were no more outliers to
eliminate, recalculating the new growth rates, and considering the lower and upper
limits calculated with the initial data distribution.

Figures 5.3 and 5.4 shows the time series with the Chl concentration as well as
the outliers detected with the criteria indicated above in the first round. In the case
of the River Enborne, we have performed the outliers detection and suppression
until round number 3 (in which no more anomalous values are detected with the
established criteria), while this number rises to 5 rounds for the case of The Cut.
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Figure 5.3: Outliers detection of the Chl concentrations for the river Enborne.

1st round: Outlier detection - Chlorophyll levels (The Cut)
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Figure 5.4: Outliers detection of the Chl concentrations for the river the Cut.

Note that, concerning the three meteorological features, they were aggregated

taking the maximum in the last 24 hours for each observation, representing the
extremest conditions each day. It was made like this because the meteorological
situation is likely to exert a delayed effect on the algal growth. For example, the
wind blowing across the water surface pushes the water from the upper layer away

while deeper water rises, but this takes time to occur.
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In Figure 5.5 the distribution of the six features that were used to train and test
the models is shown respectively once the data have been processed following the
steps described above. Specifically, the distribution in the train and test sets for the
two rivers is shown by means of violinplots.

Features distribution
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Figure 5.5: Violin plots with the features distribution for the river Enborne and The
Cut in the train and test splits.

In addition, Table 5.20 shows different statistics associated with the features
analyzed, as well as the target variable, calculated after processing the data.
Finally, Figures 5.6(a) and 5.6(b) shown the correlations between the six fea-
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EC Temp pH Global WS10m T2m Chl
Ecosystem  Statistics (uScm™1) (C°) (W/m2) (m/s) €°) (ugL™)
River Min 215.00 0.20 7.24 0.00 1.45 -2.07 0.50
Enborne Max 769.00 19.50 8.94 944.01 12.62 25.81 17.10
Mean 476.58 10.27 7.97 431.17 5.36 12.95 3.45
Std 77.64 425 0.22 238.41 1.72 5.83 1.56
River Min 329.00 1.70 7.23 0.00 1.45 -0.93 0.20

The Cut Max 1877.00 2290 8.39 924.01 11.24  27.28 92.90
Mean 959.06 12.68 7.71  435.53 5.17 14.10 4.64
Std 117.87 4.54 0.13 247.68 1.67 6.38 4.75

Table 5.20: Statistics associated to each parameter for the rivers Enborne and The
Cut.

tures by means of triangle heatmaps, obtained using the Pearson correlation. In
view of Figures 5.6(a) and 5.6(b) we can note that the linear correlation between
the predicting variables and the predicted one is stronger in the case of Enborne
than in The Cut, especially highlighting the negative correlation between EC and
Chl and between pH and Chl.
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(a) River Enborne. (b) River The Cut.

Figure 5.6: Pearson correlations between the six features (Enborne and The Cut).

Triangle heat-map.

Additionally, for the data of both rivers, as expected, a positive correlation very
close to one is observed between the temperature and T2m, as well as for T2m
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and the irradiance (global) and temperature and irradiance. One correlation that
stands out for its unusual performance in each of the rivers, is the 0.63 correlation
that occurs between EC and temperature in Enborne, which is drastically different
in The Cut, where it is -0.1. This gives us a clear evidence of the different nature of
the data obtained in each river.

5.2.2 Deep Learning Model Analyzed

The ANN architecture implemented in this work has been selected after analyzing
different configurations, varying the number of layers, as well as the number of
neurons in each one, the rate in the caps dropout, the inclusion of regularization,
the optimizer used and its learning rate, as well as the batch size (finally set to 128),
among other factors. The ANN applied to this use case is presented bellow:

* Dense layer. Filters: 128. Activation: ReLU. Input shape: number of fea-
tures.

* Dropout layer. Rate 0.4.

* Dense layer. Filters: 64. Activation: ReLU.

* Dropout layer. Rate 0.2.

* Dense layer. Filters: 32. Activation: ReLU.

* Dropout layer. Rate 0.1.

* Dense layer. Filters: 16. Activation: ReLU.

* Dense layer. Filters: 1 neuron (the output). Activation: ReLU.

The ANN were compiled using the RMSprop optimizer with 1 x 10~ as learning
rate and the Mean Squared Error (MSE) as loss function. The Mean Relative Error
(MRE) was used as metric to evaluate the performance of the models. Although
the use of other error metrics such as MAE was considered, MSE seemed to us the
most appropriate due to its higher penalty on the peaks (as it takes the square of the
error). Be y € R" the real value and y € R" the output obtained with the trained
model. Then, the MSE, MAE and MRE are defined as follows:

n

1 —
MSE==3(y;=7), (5.5)

n i=1

1< —
MAE = - (v =¥i)). (5.6)

i=1

1<Ky, =7
MRE = —ZM. (5.7)
ni= o i
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5.2.3 Methodology

In this use case we will compare the performance of three learning paradigms:
individual, centralized and federated learning.

Individual Learning (IL). The first decision that naturally arises when facing
environmental ML models is to train using the data from each sampling area inde-
pendently, due to the site dependence that characterizes ML models. That is, in the
case of the rivers Enborne and The Cut, the models are trained individually with
data from each river. Thus, two models are obtained and evaluated on data from
each river independently.

In this approach, after data curation and pre-processing, the last 20% was kept
apart as test set (unseen data to test the models once trained). From the other
80%, the last 15% was used as validation set while the rest was used as training
set. The proposed model were initially trained on the training set for 500 epochs
and considering a batch size of 128, taking the validation set for quality control
through the observation of the loss function. The number of epochs at which the
optimum of the loss function is reached (the lowest MSE in the validation set, but
also looking at the performance in the train set) is kept to train the models with the
whole available data (training + validation). Finally, the models are tested using
the test set.

Regarding data scaling, the same process was followed in both cases using
sklearn MinMaxScaler: the scaler was fit and applied individually to each train-
ing set. Subsequently, the test dataset was transformed using the corresponding
adjusted scaler.

Centralized Learning (CL). In the case where no additional privacy or technical
restrictions apply to the data, another approach that emerges intuitively is to train
the model on data from both zones gathered together. Especially in this case where
the data are taken from two rivers with quite different environmental conditions,
it is of special interest to test this approach to build a more general model. In this
approach, each data partition for both rivers were joined together, but the models
were tested on the test data from each river separately. As in the previous approach,
the models were initially trained during 500 epochs and considering a batch size of
128. Again, the validation set was used as reference to obtain the optimum number
of epochs to train the model with the whole available training data.

It is important to note that in order not to train with biased data so that there is
an imbalance whereby too much data from one river falls in the train relative to the
other, the same train-validation-test split described in the previous approach (IL)
was performed on both rivers before centralizing the data. In this case, the scaler
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was fitted with the centralized training data, and afterwards, it was applied to the
case of each test set individually.

Federated Learning (FL). Finally, we are going to explore the applicability of
FL to this use case. Specifically, there are two potential clients: each one of the
rivers (Enborne and The Cut). The same model introduced previously was applied
but in this case under a FL architecture. The model was trained in each client
for a certain number of epochs N,, and the scheme was repeated for a number
of rounds N,. Three casuistry were considered regarding the number of epochs
and rounds: N, € {10,50,100}, and associated to each of them a maximum of
N, = 500/N, training rounds. The number of rounds of the scheme was optimized
according to the MSE obtained for the validation and train sets of each client. In
the same way, the number of epochs for training the DL model was selected among
the three analyzed values using the validation MSE, seeking a balance between the
two rivers. As in the CL approach, the model was tested with the test set from each
river independently.

5.2.4 Results and Discussion

In this section the main results for each scenario (training with three or six fea-
tures) are presented in terms of the MRE for both train and test sets and for each
learning approach: IL, CL and FL. Finally, we will show some examples simulating
scenarios of data reduction in order to analyze the impact on models and learning
architectures of having data sampled at lower or higher frequencies

Training with 3 features Table 5.21 shows the results for the case where the
input are the three hydro-physical variables mentioned in Section 5.2.1: EC, Temp
and pH.

Enborne The Cut

Approach MRE (train) MRE (test) MRE (train) MRE (test)

IL 0.16 0.19 0.56 0.17
CL 0.21 0.18 0.65 0.17
FL 0.19 0.17 0.40 0.23

Table 5.21: Summary of results in terms of MRE for train and test with the three
approaches and using three features.

For the FL case the results are shown for the number of epochs in which the
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optimum is reached for the validation set for each river (verifying N, < 500/N,).
Specifically, in this case it was reached with the same number of epochs for both

rivers.

In order to analyze the performance of the predictions on the test set in a more
visual way, Figure 5.7 shows the predictions obtained with each learning approach

and the observed values.
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Figure 5.7: Prediction obtained for the test set of each river with the three learning

approaches using the three physico-chemical features.
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In both cases (Figures 5.7(a) and 5.7(b)) it can be observed that the centralized
model creates peaks (specially in the first observations in both rivers), while it is
not able to reproduce accurately the significant peaks that are present in both rivers
in the first 500 observations. Motivated by these inaccuracies, the meteorological
variables were added in order to enhance the models.

Coming back to the results presented in Table 5.21, we can note that in the
case of River Enborne the best approach in the training phase was the IL, however,
when it was trained in a FL scheme with The Cut, although the training error was
slightly worse, the test error improved. In the case of The Cut, the training error
with the IL and the CL approaches were notably high, which to some extent was
expected as already occurred with the nutrients estimations in a previous study
using the same data [ 197]. Additionally, the statistics presented in Table 5.20 show
that the maximum value for the Chl concentration (92.90 ugL_l) is far from the
mean value (4.64 ugL™!), revealing that there must exist a peak that may have
caused the high error. This is graphically shown in Figure 5.4, where the peak is
seen around observation 2000. However, the test error in these cases was lower,
which is attributable to the absence of such high peaks in the test set. The FL
approach had different effects in River Enborne and The Cut. In the first case the
train error was not as low as with the IL, but the test error was lower, avoiding
the overfitting to the train fraction obtained with the IL. On the contrary, in The
Cut the FL approach did not provide any advantage in terms of the performance of
the model for the test, but a large reduction of the train error and a better balance
between these two is reached.

In order to check whether each feature contribute to the performance of the
models, we have studied the Shapley Additive Explanations (SHAP) values [ 1.

The SHAP values are a technique that can be used to compute how much each
feature has contributed to the current prediction, considering that the features with
the largest mean absolute Shapley values are the most important ones. Specifically,
the SHAP values assign to each feature the change in the expected model forecast
when conditioned on that feature [206]. For calculating this values the Python
library shap has been used (version 0.42.1). The SHAP values obtained with the
four approaches analyzed (IL, CL and FL) for the case of three features are shown
in Figure 5.8.

In view of Figure 5.8, EC is the more relevant feature independently of the
learning paradigm in the case of River Enborne. It is also the more relevant in
The Cut for the IL and FL paradigms, but closely followed by Temp, which is the
more relevant for the CL approach in this river. According to Figure 5.5 Temp is the
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variable that shows more difference between the two rivers, and the CL approach
seems to rely on this variable to assign the intrinsic characteristics of each river.
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Figure 5.8: Mean of the absolute value of the SHAP values obtained for each feature
with the three different approaches exposed in Table 5.21 for each river (3 features).

Training with 6 features Following the same scheme as in the previous case,
Table 5.22 shows the results obtained when the meteorological variables are added.
For the FL approach, the optimum configuration obtained in view of the validation
set for River Enborne is shown in the third row while the optimum for The Cut
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is shown in the fourth row. In both cases the model has been trained during 10
epochs but different number of rounds (50 for Enborne and 40 for The Cut). The
optimum of the validation MSE was obtained for Enborne with N, = 10, while
an improvement was obtained for The Cut with N, = 100. However, since the
evolution of the validation seemed clearer with N, = 10 than in the cases where
the model is trained for 50 and 100 epochs, we have selected this first scenario (in
addition to the fact that in the production use case it makes more sense to train
the same number of epochs in both cases, in order to perform the training once).
It should be noted that the results obtained in terms of training and test in each of
these three cases (varying the number of epochs) were very similar.

Enborne The Cut

Approach MRE (train) MRE (test) MRE (train) MRE (test)

IL 0.15 0.18 0.36 0.21
CL 0.20 0.18 0.45 0.19
FL (Enborne) 0.18 0.19 0.39 0.26
FL (The Cut) 0.19 0.18 0.39 0.26

Table 5.22: Summary of results in terms of MRE for train and test with the three
approaches and using six features.

In accordance with this reduction in the train error of all the approaches in The
Cut, the best results for this river are those obtained with CL for train and with
IL for the test set. Additionally, the best results for River Enborne were achieved
through the IL for the train test but with the IL, CL and FL schemes for the test set,
the latter providing a better balance between the errors of the two splits.

In view of Table 5.22 it can be seen that the inclusion of the meteorological vari-
ables had a positive impact in the train set, especially in the IL and CL approaches
in The Cut (see the train MRE). This is also supported by the SHAP values.

Note that Figure 5.9 shows the mean of the absolute values of the SHAP values
for each feature and each learning paradigm. Specifically, it can be seen that with
the IL and the CL approaches in The Cut, the meteorological variables have a high
impact, on the contrary than in River Enborne. However, in the FL approaches, EC
and Temp are the most significant features in both rivers. A possible explanation is
that, as the rivers are close to each other, the meteorological variables distribution is
very similar (as shown in Figure 5.5) and the FL approach does not obtain relevant
information from them to differentiate each site.
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Figure 5.9: Mean of the absolute value of the SHAP values obtained for each feature
with the four learning approaches presented in Table 5.22 for both Enborne and The

Cut.

In order to visualize the performance of the models along the time line in the
test sets we have plotted the observed Chl values together with those predicted
with each approach in Figure 5.10, making zoom in some specific areas to show the
forecast both in stable regions and in the peaks. Note that for the FL case only the
model obtained for the optimum in the validation set of each river is shown. In view
of Figure 5.10, it is remarkable that the prediction with the FL approach is smoother
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than that obtained with the other learning approaches. This fact resulted in the

underestimation of several prominent peaks but a much more accurate prediction

in stable periods, although still being able to represent the occurrence of peaks.

On the contrary, both the individual and the centralized approaches present more

fluctuating predictions, and in the case of River Enborne they tend to overestimate

the predictions and produce some peaks that are not seen in the observed values,

as in the cases shown in the enlarged views.
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Figure 5.10: Prediction obtained for the test set of both rivers with each learning

approach using six features.

Again, regarding Figure 5.10, for the test set of Enborne in the enlarged section
on the left it can be seen that the IL captures the magnitude of the peak better than
the FL one, although this approach is also able to reproduce it (although at a lower
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magnitude than the real one). In the enlarged section of the right (around the
observation 3100) it can be observed that IL and FL are able to detect the presence
of the peak better that CL. In the case of The Cut, in the flat periods all the models
tend to underestimate the predictions.

Additionally, between the observations 1000 and 1500 there is a sharp peak
followed by a stepped descent, where only the IL approach is able to get close to
the peak. The data have been checked in order to elucidate the reason of this
mismatching and it was found that this peak was characterized by an unusual low
EC and high WS10m. In particular, when the peak reached its maximum (11.9
ugL™1) the EC was 579 uScm™* and the WS10m had reached 10.28 m/s in the last
24 hours. If we compare with the values shown in Figure 5.5 it can be confirmed
that these values are scarcely represented in the data, being in the very low range
of EC values and in the very high range of WS10m values. The second period of
mismatching is around the observation 2500. This period is characterized by a
continuous high EC, with values above 1000 uScm™! that are not well represented
in the training fraction of the data. In the case of The Cut and first zoom made in
the figure, it can be seen how the the models are able to reproduce such peak, as
well as its subsequent downward zone and stability.

Data reduction It is important to note that in several use cases we will probably
have less data available for training the models. Then, in order to study the perfor-
mance of each learning approach when we have few data available, the results of
three data reduction scenarios are shown in the following. Note that in the case of
the River Enborne initially there were 18636 observations available, while in the
case of The Cut there were fewer observations (13928).

The first scenario analyzed consisted in equalize both datasets by taking only
the observations that were taken in common dates. This scenario was intended
to avoid the possible influence of the number of data in the proposed models. It
should be remarked that the data from November 2009 to May 2010 in River En-
borne are eliminated in this scenario, as these dates were not available in The Cut.
This reduces the variability of data in the Enborne’s dataset, as practically the first
half of a water year is removed. With this reduction both datasets have 12960 ob-
servations, which implies a reduction of 30.5% in River Enborne and 6.9% in The
Cut. The results obtained as MRE of train and test are shown in Table 5.23, when
the six features are used, and the predictions obtained in each case (IL, CL and FL)
and the related observed values are displayed in Figure 5.11.
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Enborne The Cut
(n, =10368) (n, =10368)

Approach MRE (train) MRE (test) MRE (train) MRE (test)

IL 0.13 0.20 0.44 0.20
CL 0.19 0.22 0.40 0.19
FL (Enborne) 0.19 0.18 0.40 0.24
FL (The Cut) 0.19 0.17 0.39 0.22

Table 5.23: Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with the data reduced to coincident

dates in both sites.

River Enborne (test) - Data reduction: same dates

14 Observed values
Predicted - Centralized
—— Predicted - Individual

—— Predicted - FL
10 ~ T~

<
2
=3
© ~—
=3 T~~~
c T~
o 81 ~— ~—
3 ~ ~_
/g 6 ~—_
/,,/ 2 ~_
= ~_
_— o A~ ~_
s 2 10 —
57 : : : , : — s,
=1 0 500 1000 1500 2000 2500 =]
S6 " o
= Observations €
a5 o 6
S S
2 2
o : N :ﬁ\’_
CE z
, 2
100 200 300 1450 1500 1550 1600
Observations Observations
(a) River Enborne.
River The Cut (test) - Data reduction: same dates
2 Observed values
Predicted - Centralized
o/ —— Predicted - Individual
.g/ / —— Predicted - FL
© 8
=}
c
8
g 6
S/ —
z/s T
—
—
~—
/ ~
2 y ~
c 10 C6
2 -
s 0 500 1000 1500 2000 2500 =4
5 8 Observations 55
g gs
g ° 8
z =3
o 4 o
2
50 100 150 200 250 1950 2000 2050 2100
Observations Observations

(b) River The Cut.

Figure 5.11: Prediction obtained for the test set of rivers Enborne and The Cut with
each model analyzed. Data reduction: same dates.
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In the first scenario analyzed the results remain very similar to those obtained
with the original dataset, which allows dismissing the effect of the amount of data
to explain the better results obtained in River Enborne. The results for River En-
borne continue being better than those for The Cut, which is attributable to the
distribution of the data represented by the statistics shown in Table 5.20. Again
in this case the best performance for the Enborne test set is obtained with the FL
architecture.

It is important to highlight that in all the scenarios presented in this section, the
train, validation and test sets have been recalculated, again taking the last 20% of
the complete dataset for the test set and the last 15% of the train set for validating.
To be able of comparing this new scenario with the previous one (in which we have
more data for training the model), during all this three data reduction experiments
we have taken in the FL approach N, = 10, and optimized in each case the optimal
number of rounds.

The second scenario was based on the idea that the data are collected with
low frequency, having in mind that in many situations the monitoring is carried out
manually. Therefore the data were resampled with a frequency of 24 hours (starting
at 8 a.m.), simulating a sampling frequency of once a day. The observations were
reduced to 617 for training in the case of River Enborne and 466 in The Cut. As one
of the main advantages of soft-sensors is their ability to predict with high frequency,
the predictions in the test set are made hourly. That is to say, in this scenario the
possibility to use low frequency data to predict high frequency data is tested with
the different approaches. The results obtained in terms of the MRE for this data
reduction scenario are detailed in Table 5.24.

Enborne The Cut
(n, =617) (n, = 466)

Approach MRE (train) MRE (test) MRE (train) MRE (test)

IL 0.28 0.19 0.61 0.19
CL 0.21 0.25 0.51 0.19
FL (Enborne) 0.18 0.19 0.53 0.21
FL (The Cut) 0.18 0.19 0.53 0.21

Table 5.24: Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with data reduced to a periodicity
of 24 hour for training, and testing every one hour.
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Again, in this case we can make a visual inspection of the predictions obtained
with each approach in the test set with each architecture, zooming in on different

areas of interest, as shown in Figure 5.12.
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Figure 5.12: Prediction obtained for the test set of rivers Enborne and The Cut with
each model analyzed. Data reduction: 24 hours.

The pronounced reduction of data has a negative effect on the train error in
all the scenarios except for the FL approach in River Enborne. The penalty is more
remarkable in The Cut, which is attributable to the lower capacity to learn about the
pronounced peak. However, in this same scenario the test error is not practically
penalized, which suggests that one observation a day can be enough, at least with
the amount of data available in this study. The optimum models considering the test
error are obtained with the FL approaches for River Enborne, and with the CL one
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for The Cut. In addition, with respect to the train set the best results are obtained
with the IL approach for both rivers, although in the case of River Enborne the FL
approach is less overfitted, in other words it presents a higher generalization ability.
Again, the predictions obtained in each case and the observed values can be seen
in Figure 5.12.

Following with the focus on the ability to predict at high resolution when few
and widely spaced data are available, the next scenario uses data collected weekly
for the training phase. Although this seems a drastic data reduction, this sampling
scenario can be considered realistic enough, as it is not uncommon to perform man-
ual sampling only once a week, where access to the sampling area is difficult or
when there are limited resources. As in the previous example, the prediction with
the test set is made hourly. The MRE for both train and test datasets is shown in
Table 5.25.

Enborne The Cut
(n, =91) (n, = 66)

Approach MRE (train) MRE (test) MRE (train) MRE (test)

IL 0.21 0.19 0.60 0.23
CL 0.22 0.24 0.48 0.26
FL (Enborne) 0.22 0.17 0.55 0.24
FL (The Cut) 0.22 0.17 0.57 0.23

Table 5.25: Summary of results in terms of MRE for train and test with the three
approaches and using six features in a scenario with data reduced to a periodicity
of one week. Prediction: every one hour.

Again in this case, the optimum for Enborne test set is reached with the FL
approach and for The Cut test set the FL approach performs better than IL and the
same as CL. As for both training set, the optimum is obtained with the IL approach
as expected. We can observe that the error for Enborne test set has decreased (using
the FL approach for Enborne) with respect to the previous case despite the reduction
of the number of training data, and we can conclude that in this case a reliable
generalization to higher resolution data is obtained. This example clearly shows
the generalization capacity of the FL approach in both cases with respect to the IL
architecture (with the number of rounds in which the optimum was obtained for
the validation of each river respectively) in cases of low resolution, closely spaced
and few data.
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Finally, the predictions for the test set of this data reduction scenario can be

found in Figure 5.13.

River Enborne (test) - Data reduction: 1 week

4 Observed values

Predicted - Centralized
—— Predicted - Individual
—— Predicted - FL

-
Y

-
1

\

Chl concentration

Chl concentration
T

200 300 400

Observations

\
\
\
\ chi

[
o ® 5 N

Chl concentration
IS

700 800 900

Observations

2
600

o\ ®

1500
Observations

1000

(a) River Enborne.

2000

2500

River The Cut (test) - Data reduction: 1 week

P

Chl concentration
w

~

1300 1350 1400 1450 1500
Observations

concentration

\

501

~
n

W AR

Observed values
Predicted - Centralized
Predicted - Individual
Predicted - FL

\f |

o

1500
Observations

1000

2000

2500

N

Chl concentration
w

ey

2100 2150 2200 2250 2300
Observations

~

(b) River The Cut.

Figure 5.13: Prediction obtained for the test set of rivers Enborne and The Cut with

each model analyzed. Data reduction: 24 hours.

5.2.5 Conclusions

ML and DL techniques show a strong capability to predict Chl concentrations based
on basic hydro-physical variables that can be measured with robust and economic
sensors. Additionally one can introduce openly available meteorological features,
which can have a notably positive impact.

Regarding the learning paradigm, IL normally provides better results on the
training set, but combining the information of two sites in a FL paradigm can re-
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sult in a higher generalization ability, as it has been demonstrated for the case of
River Enborne. In the case of The Cut, in spite of not having achieved such advan-
tage, the FL. models are not notably penalized in comparison with the IL. Therefore,
the FL paradigm can be recommended when data privacy issues occur, as well as
any other difficulty to share the data from a site, without imposing a penalty on
the performance of the models. Additionally, in all cases under this approach, the
number of epochs multiplied by the number of rounds of the scheme is fewer than
the number of epochs used by the IL or the CL, resulting in a lower computational
cost and time. In general, in view of the results obtained in this use case, it is more
convenient to apply the federated architecture instead of the centralized one in the
case where it is intended to use the data from both zones.

These conclusions are maintained in the tested data reduction scenarios, where
it has been also concluded that low frequency data can be used to predict high
frequency data.

As already mentioned, a case study which such different ecosystems, a priori
is not the most suitable one for the application of the FL architecture, due to the
different distribution of the data in both sites or clients. In a natural way, in or-
der to have a larger amount of data for training, the use of the CL could arise.
However, this paradigm has provided the poorest prediction ability in this study,
concluding that the FL architecture is generally more convenient. Thus, in this use
case we have seen that the data from the urban environment (The Cut) can help the
generalization by including new and more varied casuistry to the more rural envi-
ronment (River Enborne). The results show the interest of FL (especially compared
to the centralized one) with special focus on its application when privacy or tech-
nical conditions require it, as well as in the case where there is little data available
at a particular point, contributing to a better generalization of the models.

5.3 Climate Sciences: Vertical Integrated Liquid Now-

casting using Weather Radar Data

The results exposed in this section had been published in the journal Earth Science In-
formatics (Springer): Sdinz-Pardo Diagz, J., Castrillo, M., Bartok, J., Heredia Cachd,
L., Malkin Ondik, I., Martynovskyi, I., Alibabaei, K., Berberi, L., Kozlov, V. & Lépez
Garcia, A. (2024). Personalized Federated Learning for improving radar based precip-

itation nowcasting on heterogeneous areas. Earth Science Informatics, 17, 5561-5584

[177]
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In this third use case we are going to consider an scenario related to the mete-
orology field. Specifically, we are going to use weather radar images that, among
other variables, capture the vertical integrated liquid (VIL), which is the reflectivity
recalculated to water content by Marshall-Palmer formula and summed vertically.
Then the VIL (kg/m?) is defined as the vertical integrated quantity of liquid water
content (LWC) (kg/m®). The objective of this analysis is to make short-term pre-
dictions (specifically, for the next 5 minutes) of this variable, in order to anticipate
meteorological catastrophes.

Weather radars are a useful tool for precipitation nowcasting, whose frequency
and intensity is expected to be affected by climate change, as well as various other
types of extreme weather events [207, , s ]. Reviewing the literature
we can find clear evidence about this, such as a fatal flash flood (see for instance
[211]) and the deadliest European tornado since 2001 [212, 1.

On the other hand, regarding meteorology-oriented DL, blurry predictions are
an interesting challenge [214], requiring a special treatment of loss functions, for
example using Generative Adversarial Networks (GAN) [215, ]. Regarding
radar-based storm nowecasting, the approach called DGMR [217] is currently the
state-of-the-art, and concerning precipitation nowcasting using DL models, several
works analyze the use of different models to better accomplish this task. In [218]
the authors propose the use of the Trajectory GRU model instead of the classic Con-
volutional LSTM which was used for example in [219]. However, to our knowledge,
our work published as [177] is the first study in which FL and PFL architectures
have been applied to try to improve the predictions from classical models using
meteorological radar images.

The motivation for applying a FL architecture to this use case comes from the
increasing demand for collaboration in the climate sciences field without sharing
data, as in many cases such data can be private or have restricted access. In parti-
cular, there is a growing demand for weather forecasts with high spatial accuracy,
which is driving private weather forecasting products, for example through the in-
stallation of private infrastructures such as radars. Their distributed nature, as well
as the often proprietary nature of the data, makes them an ideal fit for testing and
applying a FL architecture. In addition, high-resolution radars produce large vol-
umes of data, which are not convenient to share in order to train a centralized
model.

In addition, due to the inherent nature of the radar data, in this case we have
analyzed the use of a novel Personalized Federated Learning (PFL) approach. The
aim of PFL is to address some of the major challenges that faces FL, like its poor con-
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vergence on highly heterogeneous data and its lack of generalization ability beyond
the global distribution of the data [220]. In the case where we have different radars
located in multiple locations, it is clear that the adaptability of a global model will
vary depending on the test area. Therefore, we are interested in comparing this
novel approach with the classical federated scheme (as in the previous sections),
as well as in the case of training the individual model in each data capture area,
and using as benchmark a classical model of the state of the art of radar image
nowecasting, the COTREC method.

5.3.1 Data Availability and Preprocessing

Throughout this study, we will use compact X-band meteorological radar. The radar
used in this study is located in the borderland between Czech and Slovak republic.
The radar features a parabolic antenna with a diameter 1160 mm which results in
half power beam width 1.8°. The device sensitivity is 10 dBZ at 200km range.

The radar detects precipitation as 3D volumes of high reflectivity (radar beam
reflections on water droplets, ice crystals and hail). Data are available as hdf5
files storing each day’s information. In each file there are measurement products
(ground truth) approximately every five minutes throughout the day and 5 minutes
nowecasts obtained using the COTREC method which will be exposed within the
methodology (Section 5.2.3).

As we stated above, in this use case we are going to focus on the vertically
integrated liquid (VIL), given in kg /m?, which is defined as the vertical integrated
quantity of liquid water content (kg/m3).

Radar image data related to VIL are highly dependent on the season and the
time of the year. Therefore, in this case, having images captured every 5 minutes,
we have chosen to use data from four months of the first available year. Specifically,
we have selected the first four months available, April, May, June and July 2016,
which can also represent significant periods in terms of precipitation.

The original radar images are 400km wide square centered at the radar posi-
tion. However, since most of the information is concentrated in the center of the
images, they were cropped from 400x400 to 100x100 (centered in the middle of
the original image). Afterwards, they were used on the different models described
in Section 5.3.2 to make 5-minute predictions (nowcast) of those images. Some
examples of the images obtained concerning the VIL after re-scaling the resolution
to the new dimensions (100x100) are shown in Figure 5.14.

From Figure 5.14 we can note that a large part of each image does not contain
any precipitation (no rain present), with several images being totally blank and ex-
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Radar images (VIL) - examples
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Figure 5.14: Radar images examples (regarding VIL). Images obtained after re-
scaling to 100x100 resolution.

posing a high seasonal component. This goes hand in hand with the meteorological
events that occurred at the time the radar image was acquired.

For training and testing the models, a split has been made following the tem-
poral order of the images, so that the first 80% of images (28025) is used as the
training set, and the last 20% (7007 images) is used as test set. In addition, since
many of the available images are blank (no rainfall), additional processing has been
performed on them, which is explained in Section 5.3.4. In addition, the validation
process was performed once the data had been distributed, in order to apply the
approach that should be followed in a real-world scenario. This is explained in the
methodology (Section 5.3.2).

Table 5.26 shows some relevant statistics according to the images to be predicted
in the test set, after data processing. Specifically, these statistics are those related
to the mean of the VIL in each of the images.

An important particularity of the data used in this study is that the information
contained in the images usually lies in the center of the initial full image. Therefore,
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Min Max Mean  Median Variance Skewness Kurtosis
Zone 1 0 4,2192 0.1201 0.0224 0.0500 3.1100 12.2513
Zone 2 0 3.1011 0.1193 0.0236 0.0592 4.0793  22.2058
Zone 3 0 3.7380 0.1133 0.0249 0.0452 3.0060 10.0654
Zone 4 0 3.2316 0.0956 0.0158 0.0316 2.8355 9.2811

Table 5.26: Statistics regarding the mean VIL in each of the images to be predicted
in the test set of each of the four zones under study. In the case of the minimum
and the maximum, the average of the min and max values for each of the images
are shown.

dividing them in four quadrants to have four artificial clients results in a high diver-
gence among them. In consequence, while the client with the data from the upper
left quadrant of the original image will have more information in the lower right
corner, this is reversed for the client with the images in the lower right quadrant.
However, this is convenient in order to compare this case and use it as a benchmark
to extrapolate to different scenarios with multiple radars, since in both cases such
divergences will also be appreciated, being data captured in different regions or
countries.

5.3.2 Methodology

In order to perform the 5-minutes nowcast of the VIL based on the radar images
from the immediately last 5, 10 and 15 minutes, we propose to compare four dif-
ferent approaches. We will use the classic COTREC method as benchmark and
compare the training of a DL. model under three different architectures, namely in-
dividual learning, federated learning and a novel personalized federated learning
approach.

5.3.3 Benchmark Model: COTREC

First, highlight that the Tracking of Radar Echoes by Correlation (TREC) method
[221] is a nowcasting technique that is based on a comparison of two consecutive
images of radar reflectivity. For each block of radar pixels, this method identifies
a motion vector by maximizing the cross-correlation coefficient between the two
consecutive reflectivity images. It can be considered as an image processing algo-
rithm.
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As [222] emphasizes, “while TREC is successful in tracking the movements of
individual radar echoes, in practice, it usually captures the direction of individual
rain cells instead of moving the entire meteorological system on a larger scale”.
Due to this drawback of the TREC method, various alternatives such as Continuity
Tracking Radar Echoes by Correlation (COTREC) [223] have been developed. A
recent paper [ 224] presents a detailed overview of the features of the novel refined
methods of the TREC concept that emerged during the last decades.

In this use case we will analyze the COTREC method as a benchmark for com-
paring the three deep learning paradigms presented bellow.

5.3.4 Deep Learning and Federated Learning Models

First, note that in this use case we have data from one single radar. However, as
we are interested in analyzing the scalability of a FL and PFL architecture in a real
use case with multiple clients with distributed data depending on the capture area,
we have divided the data artificially into 4 different zones. Figure 5.15 shows how
the examples displayed in Figure 5.14 are divided by splitting each image into four
quadrants.

In this sense, in order to carry out the nowcasting of the VIL using DL we will
apply the same ANN following three learning approaches considering 4 zones (as
we have split the initial images into 4 new areas): training individually in each of
the areas where the data are distributed (IL), under a FL architecture and with the
novel PFL method proposed.

In addition, Figure 5.16 shows the average of all the radar images available in
April, May, June and July 2016 by zone once processed. In view of this figure we can
note that the distributions of the images in each quadrant are very different from
each other, being quite heterogeneous zones. Then, when training the model in a
federated way, this may difficult the model convergence, since each model would
have seen data with different statistics. However, we are interested in keeping these
differences because they better reflect real use cases, where radar images will have
very distinct distributions if they come from clearly differentiated areas, such as
radars located in various countries.

It is important to note that, for training the deep learning models, we have
processed the input data in the following way: for predicting the image captured
in the next 5 minutes, we introduced the 3 images available immediately before.
Thus, by taking the three images we are not only be capturing the speed of the
movement and the change in the amount of vertical integrated liquid, but also the

acceleration.
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Split data in four zones - examples
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Figure 5.15: Example of an image where the four quadrants into which it has been
divided to create the four zones are shown in blue.

In addition, another important part of the processing carried out is that we have
eliminated from both the train and test sets those records in which the three images
prior to the predictor were empty (blank, no rain). This has also been extrapolated
to analyze the results with the COTREC method, taking into account only the error
obtained when predicting with the remaining images. The motivation lies in the
fact that in these cases, the natural answer would be to predict that there will be
no rain (as the three previous images were without rain). Including in the neural
network so many empty images can lead to a lack of appropriate adjustment in
cases where there are heavy rain events, which as can be seen in the distribution
are infrequent even after carrying out this processing, but at the same time are an
important factor that nowcasting models must predict accurately.

Table 5.27 shows the number of data for train and test in each of the four zones
after carrying out this data pre-processing.

Concerning the training of the DL model, in order to select the model to be used
for testing purposes, we need the carry out a validation process. In this case, we
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Mean of all images (train and test) by zone
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Figure 5.16: Average of all the radar images available in April, May, June and July
2016 by zone once processed.

have performed k-fold cross validation with five folds. Time Series cross-validator
from scikit-learn has been used for this purpose in order to keep the temporal order
of the images. A key point here is to decide on which dataset to perform the val-
idation (as we would not centralize the data). Following a real use case, the four
data owners (corresponding to the four zones involved) must agree on the model
to be trained. In this case, in view of Table 5.27, we have decided to carry out the
validation process using the data from zone 4, as it has the largest number of data
for training after processing. Several simple convolutional network architectures
have been tested as well as different values for the batch size. The selected one is
presented in Section 5.3.6.

5.3.5 Personalized Federated Learning

The implemented FL scheme follows the idea presented in [6], such that the aggre-
gation of the models trained in each zone (in this use case each zone represents a
client), is performed using a weighted average according to the number of training
data of each client. In addition, a novel PFL paradigm is considered and applied.
In these two cases but also for the individual training we will consider the same DL
model based on a convolutional neural network, as will be explained in the next
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Train  Test

Zonel 4194 1585
Zone2 4055 1286
Zone 3 4022 1380
Zone 4 4457 1494

Table 5.27: Number of data after processing in each zone for train and test.

section.

PFL includes a wide group of different strategies to further tailor an FL model
to better fit each client’s data, while maintaining privacy and security [225]. Ac-
cording to the taxonomy proposed in [220], PFL approaches can be classified in
two main types: Global Model Personalization and Learning Personalized Models.

The approach presented in this use case and already discussed in [ 177] falls into
the first group because, at least initially, there is a global model. In fact, it could
be considered a kind of Transfer Learning in which the knowledge learned from
a source domain (the weights from the whole ensemble of clients) is transferred
to a target domain (each particular client). In the following, we will refer to the
approach followed in this study regarding PFL as adapFL (standing for adaptive
federated learning).

In the adapFL architecture (proposed in [177]), once the federated training has
been carried out for each client during N, epochs and for N, rounds. In this use
case, the variability in each zone with respect to the others is high, as shown in
Figure 5.14. Therefore, it is appropriate that after conducting the federated train-
ing, in order to achieve a more robust model by having been trained with more
data, these are trained a certain number of epochs on the data of each zone locally,
which we have called adaptive federated training (adapFL). The main goal is to be
able to capture in each case the peculiarities of each zone before evaluating the re-
sults in the test set of that area, but starting with the knowledge and generalization
ability provided by the FL model. An intuitive idea of the adapFL architecture is
summarized in the pseudocode given in Algorithm 7.

In particular, we are interested in analyzing the feasibility of the adapFL ap-
proach for the case in which images from different areas are available. The goal
is to study whether we can allow improving the results that would be obtained by
training locally in each zone while maintaining the privacy of the images by not
sharing them, or if on the contrary, it is more convenient to carry out an individual
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training in each zone, respecting the differential factors of each one of them.

Algorithm 7 Adaptive federated learning (adapFL)
INPUT: clients (list with all the clients participating on the training, for each

client x contains the features and y the labels); n (total number of training data
from all clients); model (ML/DL model to be trained); N, (number of epochs); bs
(batch size); N, (number of rounds of the FL training).

1: function ADAPTIVEFEDERATEDTRAINING(clients, n, model, n,, batch_size, n,)

2 forie[1,...,N.]do
3 we[] > empty list for saving the weights
4 for client € clients do
5 model.train(client[’], client[%’], epochs=n,, batch_size=batch_size)
6: w_client <— model.get weights()
7 w.append (‘dw%%l]‘ -w_client)
8 end for
9 weDw
10: model.set_weights(w) > Update the model with the aggregated weights
11: end for
12: je1
13: for client € clients do
14: model.train(client[*’], client[‘’], epochs=N,, batch_size=bs)
15: model.save(f'model_ind_{j}.h5’)
16: jej+1
17: end for

18: end function

In short, the three learning schemes (including the individual one) are presented
in Figure 5.17 in order to compare the different training paradigms of the deep
learning model.

In this sense, as the federated training can be carried out in each zone in parallel,
in order to make the comparison as fair as possible, it is desirable that the total
number of epochs that are trained individually (NeU )) is equal to the number of
epochs that the model is trained locally in the federated scheme (N e(F L)) times the
number of rounds (N,) of the FL training plus the number of epochs the model is
trained later in each zone (Ne(”) in the adapFL approach. That means:

0 =N, . NFL 4 O
N® =N, -NFD 4+ N
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In the current use case analyzed the following values have been fixed: NEU) =
100, N = N = 10 and N, = 10 for the classic FL architecture and N, = 9 for

the adapFL method.
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Figure 5.17: Schema of the three learning paradigms implemented: individual,

federated and adaptive federated learning.

5.3.6 Convolutional Neural Architecture

Both in the case of individual learning in each zone and in the case of the adapFL
schema, we have developed a neural network architecture composed of the follow-

ing convolutional layers:

* Conv2D layer. Filters: 128. Kernel size: (3, 3). Activation: ReLU. Input

shape: (50,50,3).

* Conv2D layer. Filters: 64. Kernel size: (3, 3). Activation: ReLU.
* Conv2D layer. Filters: 32. Kernel size: (3, 3). Activation: ReLU.
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* Conv2D layer. Filters: 16. Kernel size: (3, 3). Activation: ReLU.
* Conv2D layer. Filters: 16. Kernel size: (3, 3). Activation: ReLU.
* Conv2D layer. Filters: 32. Kernel size: (3, 3). Activation: ReLU.
* Conv2D layer. Filters: 64. Kernel size: (3, 3). Activation: ReLU.
* Conv2D layer. Filters: 128. Kernel size: (3, 3). Activation: ReLU
* Conv2D layer. Filters: 1. Kernel size: (3, 3). Activation: ReLU

The architecture is kept purposely simple, as the intent of this paper is to eval-
uate the potential of the FL and PFL approaches for this use case, not to establish a
new state of the art model in precipitation or vertical integrated liquid nowcasting
based on radar images.

The model has been compiled with Adam [226] as optimizer and the mean
squared error (MSE) as loss function and this metric and the mean absolute error
(MAE) as quality metrics for monitoring. In addition, the skill score (calculated as
given in [227]) will be calculated. The skill score can be obtained from the MSE
and allow us to compare the DL models with a baseline one. Then, the skill score for
the model .# (SkillScore_, can be defined as given in Equation 5.8, being MSE _,
the MSE for the model .# and MSE; the MSE for a baseline model. In our study
we have considered COTREC as the baseline model for calculating this metric.

MSE ,

SkillS =1-
illScore MSE,,

(5.8)
Again, as previously explained, this model has been validated using the data

from zone 4. Specifically, the mean MSE obtained in the five folds is 0.0326.

5.3.7 Results and Analysis

In this section, the results obtained in each of the zones test sets when evaluating
each of the following approaches are exposed and analyzed:

¢ The COTREC method as benchmark,
* An individual learning model trained for 100 epochs in each area (IL),
* A FL model trained 10 epochs during 10 rounds (FL),

* A PFL model in which the FL model is trained 10 epochs for 9 rounds, ending
with a local training of 10 epochs on the data of the testing zone (adapFL).
We will have 4 models for this approach (one for each area), while we will
only obtain one FL model for the previous approach.
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Tables 5.28 and 5.29 and 5.30 summarize the results obtained in terms of the
MSE and MAE respectively in the test set of each of the four zones and with the
four approaches. Note that we have calculated these two metrics taking the mean
error in each image, and then the mean of all of them as stated in [228] and [229].

COTREC Individual FL AdapFL

Zone 1  0.2306 0.1399 0.2000 0.1352
Zone2 0.1756 0.1057 0.1612 0.1005
Zone3  0.2235 0.1220 0.1286 0.1082
Zone4  0.1095 0.0852 0.0958 0.0815

Table 5.28: MSE (kg/m?) obtained in the test set with the different approaches in
each zone.

COTREC Individual FL AdapFL

Zone1 0.0708 0.0618 0.0649 0.0606
Zone2  0.0650 0.0530 0.0590 0.0517
Zone3  0.0729 0.0607 0.0576 0.0565
Zone4  0.0514 0.0482 0.0484 0.0464

Table 5.29: MAE (kg/m?) obtained in the test set with the different approaches in
each zone.

In view of the results shown in Tables 5.28 and 5.29, the best performance
is reached using the adapFL architecture. Moreover, all the three DL approaches
achieve better results than the benchmark model (COTREC). It should be noted
that with the conventional FL architecture, the results of the COTREC model were
improved substantially, but not those of the IL, since the latter has a better capacity
to adapt to the data captured in its corresponding area. Thus, with the adaptive
step of the adapFL architecture, we managed to improve the results of the FL ar-
chitecture, but also those of the IL approach. Note that the adaptive step in adapFL
can be seen as a kind of transfer learning from the FL. model.

From Table 5.28 we can see that the MSE is reduced in the adapFL approach
with respect to the FL approach by more than 30% for zones 1 and 2, by more than
20% for zone 3, and by more than 10% for zone 4. The results closest to those of
adapFL are those obtained with individual training, with adapFL providing a slight
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improvement in the generalization ability derived from the fact that it relies on
more data during the training of the initial FL architecture.

Finally, we have analyzed the skill score (defined as given in Equation 5.8) in
order to check which model given a greater improvement regarding the baseline
model (COTREC). The values obtained for the skill score are shown in Table 5.30
for the individual, federated and adapFL approaches. In view of Table 5.30 we can
note that the greatest improvement in relation to the COTREC model is obtained in
the four cases with the adapFL architecture.

COTREC Individual FL AdapFL
Zone 1 - 0.3933  0.1327 0.4137
Zone 2 - 0.3981  0.0820 0.4277
Zone 3 - 0.4541  0.4246 0.5159
Zone 4 - 0.2219 0.1251 0.2557

Table 5.30: Skill score obtained with each approach in the test set of each zone.

In order to check the predictions obtained for each area, Figures 5.18(a), 5.18(b),
5.19(a) and 5.19(b) show two examples for each area in which the image to be pre-
dicted is displayed together with the predictions obtained with the adapFL method.
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Figure 5.18: Example of predictions for the zones 1 and 2 with adapFL.
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Zone 3 Zone 3 Zone 4 Zone 4
Original Original Original Original
o (example 1) o (example 2) o (example 1) o (example 2)
10 10 10 10
t E t B
<20 <20 <20 " ] <20
8 8 8 8 ']
5 5 5 5
g 30 g 30 S 30 S 30
a ] 'l' a a a
40 40 40 40
50 - 50 50 50
0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
Distance (km) Distance (km) Distance (km) Distance (km)
Pred AdapFL Pred AdapFL Pred AdapFL Pred AdapFL
o (example 1) (example 2) o (example 1) o (example 2)
10 10 10
t E t B
X 20 x < 20 L <20
s | . s 3 3 i
5 5 5 5
g 30 2 g 30 S 30
o a o a
20 40 40
50 50 50
0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50 0 10 20 30 40 50
Distance (km) Distance (km) Distance (km) Distance (km)
(a) Zone 1. (b) Zone 2.

Figure 5.19: Example of predictions for the zones 3 and 4 with adapFL.

Predicting a central area Once we have the four individual models and the mod-
els trained in a federated way, we are interested in seeing how the last ones perform
in a different region. To do this, we take the 50x50 central crop of the original im-
age (so that it is of the same resolution as the images of each of the 4 zones). An
example of an image where this division is taken is shown in Figure 5.20, where
the central area selected is the one framed within the red square.

Let us consider all the images within this quadrant and evaluate the predictions
that would be obtained with the FL model and the four adaptive FL models for each
of the 4 initial areas. Also, we compare it with the IL model on that area and the
adapFL one with the adaptive phase performed in such zone (the central one), but
the FL model only on the first 4 zones. Since part of the images that we evaluate
are part of the training set of each individual zone, we will take the same test set as
in the previous cases, corresponding to the last 20%. Again, the same processing
will be carried out in each zone regarding the blank (empty, no-rain) images and
the input for the DL models. The results obtained in each case for the train and
test set and both for the MSE, MAE and skills core are shown in Table 5.31. Note
from this table that the first three rows correspond to models that have explicitly
seen data from the central zone training set (COTREC, IL over the central zone, and
adapFL with FL over the four initial zones and personalized with the adaptive phase
over the central area with a configuration (9,10)). The rest of the models shown
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in Table 5.31 have not directly seen training data from the central zone, although
each of the four initial zones contain part of the data from the central area. We
have highlight the best results obtained for each metric in these two cases.

Split data: central zone boxed in red - examples
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Figure 5.20: Example of images showing the four quadrants into which it the initial
images have been divided to create the four zones (black) and the central area
(marked in red).

From Table 5.31, we can highlight several points. First, note that it makes sense
to analyze the performance of the FL. model since each initial area has part of the
central zone analyzed in this case. Intuitively, the best results should be obtained
with the models trained in the same zone, in this case IL in the central zone and
adapFL on the central zone. In addition, we can note that the COTREC model is
largely worse than the other approaches analyzed, so it can be extrapolated that in
this scenario it is more convenient to apply DL models.

Concerning the training dataset, the adapFL approach is the one that performs
best on the central zone in terms of MSE, and the individual one with respect to the
MAE (followed by adapFL over the central zone). In the same line, regarding the
test set the best results for MSE are obtained with the individual model, followed
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by the adapFL ones over zones 3 and 4. In the test set the best result with respect
to the MAE is obtained with the adapFL model over zone 4 followed by the basic FL
model, being in this case the FL approach better than the individual model trained
over the current area of study.

The skill score (calculated using with COTREC as baseline) shows a greater
difference between the MSE for the baseline model and the other approaches than
in the previous case where the four initial zones were analyzed (greater than 0.83
in all cases for the train set and greater than 0.94 in all cases for the test set).

Table 5.31: Comparison of the MSE (kg/m?), MAE (kg/m?) and skill score obtained
in the train and test sets of the central zone with the different approaches analyzed.

Central zone

MSE MSE MAE MAE Skill Score  Skill Score
Model Train Test Train Test Train Test

COTREC 0.0798 0.2547 0.0308 0.0735 - -
IL zone central 0.0118 0.0121 0.0130 0.0207 0.8521 0.9525
adapFL (central) 0.0067 0.0129 0.0149 0.0199 0.9160 0.9494

FL (four areas) 0.0128 0.0140 0.0161 0.0195 0.8396 0.9450
adapFL (zone 1)  0.0111 0.0130 0.0174 0.0210 0.8609 0.9490
adapFL (zone 2) 0.0103 0.0134 0.0165 0.0201 0.8709 0.9474
adapFL (zone 3) 0.0112 0.0123 0.0169 0.0200 0.8596 0.9517
adapFL (zone4) 0.0114 0.0123 0.0159 0.0187 0.8571 0.9517

Coming back to the predictions obtained in the central area, in order to analyze
in a visual way the predictions obtained with FL and with the proposed PFL ap-
proach, we present Figure 5.21. This figure shows three images obtained from the
central quadrant of resolution 50 x 50 and their corresponding prediction obtained
using the FL approach applied to the four initial areas and the adapFL one (adapted
to the central area).

In view of Figure 5.21 we can observe how the predictions are very similar to the
actual observed image to be predicted. Moreover, if we focus on the first example,
we can see how adapFL is able to predict more accurately, for example in the zone
near (40,40), or in the example 3 in the zone near (20, 30), while in those two
regions the FL model does not predict any occurrence of VIL.
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Example of predictions (central zone)
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Figure 5.21: Example of predictions of the test set of the central zone. Federated
learning approach with N, = 10 and N, = 10 and adapFL method with the config-
uration (9,10).

It is also interesting to analyze the non-independent identically distributed (i.i.d.)
nature of each of the five zones proposed. Assuming the privacy-preserving deep
learning approach (FL and adapFL), we are going to calculated the divergences
(d;;) following the Equation 4.9 proposed in Section 4.4 from Chapter4, which
was inspired by the equation proposed in [147].

The results obtained in each case for d;; in the first round are summarized
in Table 5.32. In view of the values obtained for d; ..,;rq Vi € {1,2,3,4}, the
lowest value is obtained with respect to the third zone, which is consistent with
this being the adapFL model that gives the best results in the central zone in the
test set regarding the MSE. However, the best test result is obtained with zone 4 (for
MAE and 3 and 4 for the MSE), which is the second with the greatest divergence,
and is also the model with the greatest error in the train (of the indexed ones).
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This high divergence in training is reflected in the MSE of the train, while allowing
a better generalization in the test. Presumably, this is due to the rainfall levels in
zone 4 during the period incorporated in the training, which will be similar to that of
the central zone test (covering summer periods). It is evident that the divergence
between the central zone and the other four areas represents the lowest values
(last row of Table 5.32), since each of the 4 initial zones contains a quarter of
the information of the central one. The table above provides information on the
differences between the different zones, highlighting for example that the smallest
divergence regarding the initial four areas is reached between zones 3 and 4, so
it may be reasonable to create models agreed between these two areas, separately
from the other two, making clients’ clusters. In addition, note that zone 1 presents
the greater divergence with respect to the other three initial areas, so including this
one may be damaging the performance of the overall FL. model.

ij 1 2 3 4 Central
1 - 0.6563 0.6310 0.6413 0.5729
2 | 0.6563 - 0.6275 0.6296 0.5850
3| 0.6310 0.6275 - 0.6055 0.5677
4 | 0.6413 0.6296 0.6055 - 0.5743
Central | 0.5729 0.5850 0.5677 0.5743 -

Table 5.32: d; ; calculated for each combination of zones.

5.3.8 Conclusions

In this section our main objective was to analyze the feasibility of a novel PFL archi-
tecture, in particular the so-called adapFL approach, to a use case of meteorological
radar images. Specifically, the objective was to use the available images to predict
the precipitation expressed as VIL in the next 5 minutes. The complexity of this
task, involving the use of images, makes it a good fit for using DL models based on
convolutional neural networks.

In particular, to analyze the applicability of the PFL technique to this case, the
results obtained in the four artificially distributed zones were compared with the
COTREC method, as well as with the training of the same convolutional network
on each of the zones individually and the training with a conventional FL architec-
ture. Specifically, for the test set, we obtained improvements in all four cases when
applying the adapFL architecture both for the MSE and MAE. Moreover, when we
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extrapolated these results to the central zone, which has a part in each of the four
initial ones, the optimal results for the training set regarding the MSE are also
achieved with the application of the adapFL architecture trained on all the four ini-
tial areas and adapted to the central one. Regarding only the individual models,
in this case, the best results are achieved with the individual training on the fourth
zone, which is in contrast with the results obtained for the divergence between the
different artificial regions. This may be attributed to these regions having more in
common in the test set than in the train, e.g. due to seasonality.

The results obtained throughout this study give us a promising idea about the
applicability of this PFL architecture to this type of meteorological radar images,
since as mentioned, the results improve those of individual training in all the ana-
lyzed cases and that of the classic COTREC method. In this sense, future work has
been drawn from the very approach of this benchmark study, and it is to extrapo-
late this type of analysis to radar data distributed in different countries or regions.
In that case, the differential behavior of each zone may lead to the introduction
of measures considering these divergences, like the creation of different clusters of
clients. It should be noted that in this study one of the zones was very different
regarding the data used for training from the others on average (see Figure 5.16,
zone 3), but the model was not degraded. Instead, this variability in the data distri-
bution in the different clients in some cases may even lead to better generalization
ability in the event of unseen data.

5.4 Summary and Wrap Up

In this chapter, the federated learning (FL) architecture presented in detail in Chap-
ter 4 has been put into practice. Its potential has been shown in a wide variety of
fields, from medical imaging, where critical privacy restrictions usually apply, wa-
ter quality prediction and nutrient estimation on distributed data, where technical
issues that impose data centralization may occur, and finally climate sciences in a
case of radar images, which in many cases come from private companies that would
not want to share them with other parties.

Additionally, in the first case (medical imaging), the issue concerning the pres-
ence of intermittent clients has been analyzed, but also the incorporation of differ-
ential privacy (DP) to the training of the models under a FL architecture. Finally, in
this case we have also studied different aggregation strategies and their impact in
the prediction of the global model, showing that the approach proposed in Subsec-
tion 4.2.5.8 from Chapter 4 and named FedAvgOpt, can improve the convergence re-
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garding other classical aggregation functions in certain scenarios (as demonstrated
in [130] in another case using medical images, specifically brain magnetic reso-
nance images).

In the second use case studied, the performance of the individual learning (IL),
centralized learning (CL) and FL paradigms has been compared in a case where the
data belong to two fundamentally different ecosystems. Then, in this case we show
the advantages that the FL architecture can bring even in the case of non i.i.d. data.
Furthermore, different data reduction scenarios have been explored, simulating the
case where the data are sampled at different frequencies.

Finally, in the third use case presented (regarding vertical integrated liquid now-
casting), we have tested a novel PFL architecture, named adapFL. This has been
compared with the classical federated training case and with the case of individ-
ual training in each of the artificially distributed zones of data capture (simulating
different areas or regions). In this case it is observed that adapFL provides a bet-
ter convergence than the other of the architectures analyzed and than the one of
the vertical integrated liquid (VIL) nowcasting state of the art models, the COTREC
method. Additionally, the DL models have been tested in a central area of the ini-
tial data and the weight divergence between the different distributed areas has also
been analyzed following the equation proposed in Section 4.4 from Chapter 4.

All in all, the advantages of the application of the FL architecture in different use
cases have been shown to be particularly useful to improve the predictions made
with classical machine learning approaches (usually individual or centralized). Fur-
thermore, this technique allows to take into account the privacy of the data involved
by not making them leave the centers, institutions or devices that have generated
them even for training purposes.
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Abstract

This last chapter presents the contributions made in this doctoral the-
sis divided into two parts: those concerning privacy aspects related to
data processing and curation, and those related to privacy preserving
machine learning and the development of machine and deep learning
models with privacy restrictions and using privacy enhancing technolo-
gies. In order to detail the contributions derived from the pre-doctoral
stage in the form of scientific papers, the publications carried out within
the framework of this thesis are presented, both in terms of publica-
tions in high impact scientific journals and peer reviewed international
conferences. Also, the contributions carried out during the period of
international stay are discussed, as well as the invited talks at national,
international and online conferences and the posters presented. Next,
the main open source software developed is presented. Finally, some
lines for future work in the field and perspectives are presented.

6.1 Main Contributions

This thesis has as a conductive thread the study, analysis and implementation of
privacy techniques in a context of data science, artificial intelligence, machine and
deep learning (AI/ML/DL), followed by practical implementations in real applica-
tions.

In this sense, several lines of action are distinguished in this document in the
different chapters, depending on whether the focus is on the processing of the data
itself or on the algorithms and models developed and served. The aim is to cover
the whole machine learning lifecycle with special focus on privacy and security
issues, from data processing to the analysis, model development and deployment
(even exploring the advantages that some privacy preserving architectures can also
provide in terms of model performance). Then, the contributions made in this
thesis, distinguished by area, are summarized in key items as follows:

* Regarding privacy aspects in a data processing context:
- I have developed and implemented an open source Python library for
checking the level of anonymity of a dataset: pyCANON.

- I have developed and implemented an open source Python library for
anonymizing sensitive tabular data: anjana.
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— Ihave studied and reviewed different pseudonymization techniques and
best practices of use.

- I have analyzed the state of the art concerning differential privacy, in-
cluding local and global DP, but also Rényi DP and d-privacy or metric-
DP. T have introduced the development of differentially private DL mod-
els and the use of DP for data publishing and analysis.

Part of the work presented above is framed within the context of the Hori-
zon Europe project EOSC SIESTA, which seeks to provide users with a cloud
platform composed of a set of tools, services and methodologies for the effec-
tive exchange of sensitive data in the EOSC. Thus, a prototype integration of
these tools (anonymization, pseudonymization and differential privacy) has
been developed in the context of such project together with their application
to different use cases.

* Regarding privacy aspects in the development of data-based Al/ML/DL mod-
els:

- I have implemented a complete FL architecture, following the concepts
introduced in Chapter 4, as part of the Horizon Europe project AI4EOSC,
offering this functionality within the cloud platform developed by the
project. Additionally, a secret management system that allows the par-
ticipation of only authenticated clients with a token has been integrated.
More information about this integration is given in Appendix C.

- I have integrated different functionalities for the training of FL archi-
tectures in AI4EOSC, including support for metric differential privacy
and carbon footprint monitoring. Concerning the former, a proposal for
integrating metric privacy into FL architectures is introduced with the
additional goal of preventing client inference attacks (in addition to the
privacy preservation derived from the inclusion of classical differential
privacy). See Appendix C for more details.

— I have carried out a detailed analysis of different FL application use
cases: medical imaging, water quality and weather nowcasting.

— I have studied the impact of including DP in a FL scheme applied to a
medical imaging use case.

- I have designed a new aggregation method (FedAvgOpt) that can im-
prove the convergence of the classic aggregation strategies used in FL in
the use cases analyzed (see Section 4.2.5.8). In this line I have compared
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the performance of different aggregation strategies in two a medical
imaging use cases (one presented in Chapter 5 and one in Section 6.2).

I have evaluated the impact of the application of a FL architecture in-
stead of simple individual training in a use case concerning water quality
monitoring in the case of two heterogeneous clients. I have analyzed the
impact in the model performance in different data reduction scenarios
and the significance of each feature according to the applied training
architecture (including FL).

I have proposed a novel PFL architecture (adapFL) based on the idea
of transfer learning applied to a weather nowcasting based on a radar
images use case. The idea here was to present how the PFL architecture
can improve predictions in different areas of the radar with respect to
the centralized training.

6.2 Publications and Other Achievements

This section highlights different achievements accomplished during the course of

the doctoral thesis related to publications in scientific journals, international con-

ferences, invited lectures and talks, scientific posters presented and software devel-

opment.

6.2.1 Scientific Journals

The following are articles which I have published as main author in high impact

journals that are directly related to the scope of this thesis:

2025 Nguyen, G.*, Sainz-Pardo Diaz, J.*, Calatrava, A., Berberi, L., Lytvyn, O.,

2024

2024

Kozlov, V,, Tran, V., Moltd, G., & Lépez Garcia, A. (2025). Landscape of ma-
chine learning evolution: privacy-preserving federated learning frameworks
and tools. Artificial Intelligence Review, 58 (2), 51.
https://doi.org/10.1007/s10462-024-11036-2.

*These authors contributed equally to this work.

Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2024). An Open Source Python
Library for Anonymizing Sensitive Data. Scientific Data, 1289.
https://doi.org/10.1038/s41597-024-04019-z.

Sainz-Pardo Diaz, J., Castrillo, M., Bartok, J., Heredia Cachd, I., Malkin
Ondik, I., Martynovskyi, I., Alibabaei, K., Berberi, L., Kozlov, V. & Lépez Gar-


https://doi.org/10.1007/s10462-024-11036-2
https://doi.org/10.1038/s41597-024-04019-z
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cfa, A. (2024). Personalized Federated Learning for improving radar based
precipitation nowcasting on heterogeneous areas. Earth Science Informatics,
17, 5561-5584.

https://doi.org/10.1007/s12145-024-01438-9.

2023 Sainz-Pardo Diaz, J., Castrillo, M., & Lépez Garcia, A. (2023). Deep learn-
ing based soft-sensor for continuous chlorophyll estimation on decentralized
data. Water Research, 120726.
https://doi.org/10.1016/j.watres.2023.120726.

2023 Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2023). Study of the performance
and scalability of federated learning for medical imaging with intermittent
clients. Neurocomputing, 518, 142-154.
https://doi.org/10.1016/j.neucom.2022.11.011.

2022 Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2022). A Python library to check
the level of anonymity of a dataset. Scientific Data, 9(1), 785.
https://doi.org/10.1038/s41597-022-01894-2.

Other articles to which I have contributed substantially and that are related to ma-
chine learning lifecycle and data analysis and processing are as follows:

2025 Berberi, L., Kozlov, V,, Nguyen, G., Sainz-Pardo Diaz, J., Calatrava, A., Molto,
G., Tran, V. & Lépez Garcia, A. (2025). Machine learning operations land-
scape: platforms and tools. Artificial Intelligence Review 58, 167.
https://doi.org/10.1007/s10462-025-11164-3.

2023 Heredia Cacha, 1., Sainz-Pardo Diaz, J., Castrillo, M., & Lopez Garcia, A.
(2023). Forecasting COVID-19 spreading through an ensemble of classical
and machine learning models: Spain’s case study. Scientific Reports 13, 6750.
https://doi.org/10.1038/s41598-023-33795-8.

Preprints (under review):

2025 Sainz-Pardo Diaz, J. & Lopez Garcia, A. (2025). Enhancing the Conver-
gence of Federated Learning Aggregation Strategies with Limited Data. arXiv
preprint arXiv:2501.15949.
https://arxiv.org/abs/2502.01352.

Accepted for presentation and publication at the proceedings of the 3rd IEEE
International Conference on Federated Learning Technologies and Applications
(FLTA25).


https://doi.org/10.1007/s12145-024-01438-9
https://doi.org/10.1016/j.watres.2023.120726
https://doi.org/10.1016/j.neucom.2022.11.011
https://doi.org/10.1038/s41597-022-01894-2
https://doi.org/10.1007/s10462-025-11164-3
https://doi.org/10.1038/s41598-023-33795-8
https://arxiv.org/abs/2502.01352
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2025 Sainz-Pardo Diaz, J., Athanasiou, A., Jung, K., Palamidessi, C., & Lopez Gar-
cfa, A. (2025). Metric Privacy in Federated Learning for Medical Imaging: Im-
proving Convergence and Preventing Client Inference Attacks. arXiv preprint
arXiv:2502.01352. https://arxiv.org/abs/2501.15949.

6.2.2 Peer Reviewed Conference Papers

With respect to the presentation and publication of papers at international high
impact peer reviewed conferences, the following works have been presented:

2024 Sainz-Pardo Diaz, J., Heredia Canales, A. Heredia Cacha, I., Tran, V., Nguyen,
G., Alibabaei, K., Obregén Ruiz, M., Rebolledo Ruiz, S., Lopez Garcia, A.
(2024). Making Federated Learning Accessible to Scientists: The AI4EOSC
Approach. In Proceedings of the 2024 ACM Workshop on Information Hiding
and Multimedia Security (IH&MMSec '24). Association for Computing Ma-
chinery, New York, NY, USA, 253-264.
https://doi.org/10.1145/3658664.3659642.

2023 Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2023). Comparison of machine
learning models applied on anonymized data with different techniques. IEEE
International Conference on Cyber Security and Resilience (CSR), Venice, Italy,
2023, pp. 618-623.
https://doi.org/10.1109/CSR57506.2023.10224917.

6.2.3 International Stay as Visiting Researcher at INRIA

Visiting researcher at INRIA Paris-Saclay center. This 3-month stay has been su-
pervised by the Director of Research Catuscia Palamidessi, PhD. During this period
I joined the group Cométe (Privacy, Fairness and Robustness in Information Man-
agement) and we collaborated in privacy aspects related with the incorporation of
differential privacy in federated learning architectures. We also analyzed the con-
cepts of metric-privacy and Rényi-DP, and the implications of including global-DP
and metric-privacy from the server side with fixed clipping by varying the aggre-
gation function. Furthermore, we studied the protection of this methods against
client inference attacks in federated learning. This collaboration led to a preprint
that is currently under review [154].

Dates: September 6, 2024 to December 5, 2024 (3 months).

Location: INRIA Saclay. Batiment Alan Turing, Campus de I'Ecole Polytechnique.
Palaiseau, ile-de-France, France.


https://arxiv.org/abs/2501.15949
https://doi.org/10.1145/3658664.3659642
https://doi.org/10.1109/CSR57506.2023.10224917
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6.2.4 Invited Talks

The following are invited talks that I have given at national and international work-

shops, seminars or meetings:

2025

2025

2025

2025

2025

2024

2024

Sainz-Pardo Diaz, J. (2025). Event: NeuroAl, from neurons and connec-
tomes to engrams (in Spanish: NeuroAl, desde las neuronas y conectomas
a los engramas). Summer courses International University Menéndez Pelayo
(UIMP). Talk: Federated Learning. Santander, Spain. 25-29 August, 2025.

Sainz-Pardo Diaz, J. (2025). Event: Accelerating Research with AI4EOSC:
Real Use Cases Exploiting the Platform. Talk: Introducing the AI4EOSC plat-
form. Online, May 9, 2025.

Agenda of the event: https://indico.ifca.es/event/3441/.

Sainz-Pardo Diaz, J. (2025). Event: Exploring AI4EOSC: Al and LLMs from
Theory to Practice. Talk: Why AI4EOSC? Take advantage of the platform. On-
line, 7 March, 2025.

Agenda of the event: https://indico.ifca.es/event/3390/.

Sainz-Pardo Diaz, J. (2025). Event: EOSC SIESTA All Hands Meeting. Talk:
Data privacy tools in EOSC SIESTA, anjana, pyCANON and differential privacy.
Instituto de Fisica de Cantabria (IFCA), Santander, Spain, 4-5 February, 2025.

Agenda of the event: https://indico.ifca.es/event/3384/.

Sainz-Pardo Diaz, J., Aguilar Gomez , E & Lloret Iglesias, L. (2025). Event:
Artificial Intelligence and Software Engineering Winter School. Workshop:
the eyes of Al Topic: Federated learning applications. University of Doha for
Science and Technology (UDST), Doha, Qatar, 19-22 January, 2025.

Webpage of the event: https://www.udst.edu.qa/AiSeschool.

Sainz-Pardo Diaz, J. (2024). Event: Joint Workshop PTI Digital Science -
PTI Green Horizon (in Spanish: Workshop conjunto de la PTI Ciencia Digital
y la PTI Horizonte verde). Talk: Al and development of Al-based solutions.
Online, 17 September, 2024.

Webpage of the event: https://pti-cienciadigital.csic.es/evento/ jornada-pti-
horizonteverde-cienciadigital/.

Sainz-Pardo Diaz, J. (2024). Event: Data in research: challenges and op-
portunities (in Spanish: Los datos en investigacion: retos y oportunidades).


https://indico.ifca.es/event/3441/
https://indico.ifca.es/event/3390/
https://indico.ifca.es/event/3384/
https://www.udst.edu.qa/AiSeschool
https://pti-cienciadigital.csic.es/evento/jornada-pti-horizonteverde-cienciadigital/
https://pti-cienciadigital.csic.es/evento/jornada-pti-horizonteverde-cienciadigital/
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2024

2024

2024

2024

2023

Summer courses International University Menéndez Pelayo (UIMP). Talk: Dis-
tributed Learning: advantages and risks. Practical session: Federated Learning
demonstration. Santander, Spain. 26-28 August, 2024.

Programme of the event: https://wapps001.uimp.es/uxxiconsultas/ficheros/
5/6842965SL.pdf.

Sainz-Pardo Diaz, J. & Heredia Cachd, I. (2024). Event: Zero-code tools
& BMZ Community partners workshop. Talk: Advanced Al for scientists: the
AI4EOSC platform approach. Madrid, Spain. 10-11 June, 2024.

Webpage of the event: https://ai4life.eurobioimaging.eu/event/workshop-

hackathon-uploathon-madrid/.

Sainz-Pardo Diaz, J. (2024). Event: AI4EOSC webinars (3): Introduction to
Federated Learning. Talk: Demo: Federated Learning in AI4EOSC. Online, 22
April, 2024.

Agenda of the event: https://indico.ifca.es/event/3134/
Sainz-Pardo Diaz, J. (2024). Event: Flower Al Summit 2024. Talk: Federat-

ing Al in the European Open Science Cloud. London, United Kingdom. 14-15
March 2024.

Webpage of the event: https://flower.ai/conf/flower-ai-summit-2024/
Lépez Garcia, A. & Sainz-Pardo Diaz, J. (2024). Event: Flower monthly

(January 2024). Talk: Federated Learning in the European Open Science Cloud.
Online, 3rd January, 2024.

Online talk: https://www.youtube.com/watch?v=40C2y0kCvPY.
Sainz-Pardo Diaz, J. (2023). Event: AI4EOSC user’s workshop. Talk: Feder-

ated Learning with Flower. Institute of Informatics of the Slovak Academy of
Sciences (IISAS), Bratislava, Slovakia. 15-16 November 2023.

Agenda of the event: https://indico.scc.kit.edu/event/3845.

6.2.5 Scientific Posters

Regarding the presentation of scientific posters in congresses and conferences, the

list of contributions is detailed below:

2023

Sainz-Pardo Diaz, J. & Lépez Garcia, A. (2023). Application of federated
learning to medical imaging scenarios. AIHUB CSIC Summer School. Caix-
aForum Macaya, Barcelona, Spain. 4-8 July, 2023. [7].


https://wapps001.uimp.es/uxxiconsultas/ficheros/5/6842965SI.pdf
https://wapps001.uimp.es/uxxiconsultas/ficheros/5/6842965SI.pdf
https://ai4life.eurobioimaging.eu/event/workshop-hackathon-uploathon-madrid/
https://ai4life.eurobioimaging.eu/event/workshop-hackathon-uploathon-madrid/
https://indico.ifca.es/event/3134/
https://flower.ai/conf/flower-ai-summit-2024/
https://www.youtube.com/watch?v=4OC2y0kCvPY
https://indico.scc.kit.edu/event/3845
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2023 Sainz-Pardo Diaz, J. & Lépez Garcfa, A. (2023). Privacy preserving tech-
niques for data science. X Doctoral Symposium and V Dissemination Sympo-
sium of the G9 Group of Universities (in Spanish: X Jornadas Doctorales y
V Jornadas de Divulgacién Grupo de Universidades del G9). Universidad de
Oviedo, Oviedo, Spain. 31 May - 2nd June, 2023. [8].

6.2.6 Software

As for the software developed within the framework of the present doctoral the-
sis, the following contributions should be highlighted (curated list including only
relevant Python libraries and software products and extensions developed):

* Sainz-Pardo Diaz, J., & Lépez Garcia, A. anjana.
DOI: https://zenodo.org/records/11186382.

* Sainz-Pardo Diaz, J., & Lépez Garcia, A. pyCANON.
DOI: https://doi.org/10.20350/digital CSIC/15280.

* Sainz-Pardo Diaz, J., Heredia Cacha, I., & Kozlov, V. AI4EOSC federated server.
GitHub repository: https://github.com/ai4os/ai4os-federated-server.

* Sainz-Pardo Diaz, J., Heredia Cach4, L., Tran, V. & Lopez Garcia, A. AI4EOSC
extensions to the Flower library.
GitHub repository: https://github.com/ai4os/ai4-flwr.

* Sainz-Pardo Diaz, J. & Lépez Garcfa, A. AI4EOSC Flower (maintained fork of
the original Flower library).
GitHub repository: https://github.com/AI4EOSC/flower.

6.3 Future Work and Perspective

The field of data science, especially enhanced by the development of solutions based
on artificial intelligence models, is a constantly growing field with applications in
multiple sectors. This, together with the increasing generation of data and infor-
mation, often of a sensitive nature because it is associated with identified or iden-
tifiable persons, or because it contains confidential data of entities or institutions,
highlights the importance of preserving privacy in these environments. Ensuring
the protection of information throughout the data lifecycle, from its acquisition to
the implementation, deployment and production of models, is becoming increas-
ingly essential. The future of artificial intelligence and data science is also closely


https://zenodo.org/records/11186382
https://doi.org/10.20350/digitalCSIC/15280
https://github.com/ai4os/ai4os-federated-server
https://github.com/ai4os/ai4-flwr
https://github.com/AI4EOSC/flower
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tied to alignment with the regulatory framework. It is essential that technological
progress and the development of advanced solutions go hand in hand with legisla-
tion and emerging ethical issues.

In addition, the availability of more powerful and affordable processors fosters
on-device processing, which drives the development of Al models in a distributed
way. The application of federated learning (FL) architectures and other decentral-
ized methods without dependence on a central server becomes crucial, expanding
the scope of possible applications concerning IoT and edge devices. In addition,
complementary measures such as differential privacy (DP), metric differential pri-
vacy, homomorphic encryption (HE) and its multi-key variant (MKHE), whose ap-
plicability will depend on suitable computational conditions, should be explored in
practical scenarios. From a more general perspective, privacy restrictions in data
processing and analysis in such devices are becoming increasingly relevant, ensur-
ing security in distributed systems that process data locally rather than in central-
ized servers.

Regarding data processing and analysis, future work involves further develop-
ing and updating the two libraries developed and presented within the scope of
this thesis, pyCANON and anjana, incorporating additional functionalities to evalu-
ate both the usefulness of the data and its resistance to different types of attacks. It
is also important to continue exploring the scalability and impact of differential pri-
vacy in different scenarios, its integration with FL and its combined use with other
privacy preserving technologies (PETs) such as HE. Moreover, privacy in data ex-
change between organizations requires the inclusion of PETs that allow information
sharing without compromising confidentiality, also including advanced techniques
based on secure multi party computation (SMPC).

In terms of data acquisition, the generation of synthetic data is positioned as a
key solution for training models without the risks associated with data protection
regulations, while ensuring adequate statistical representativeness. It is also key to
further investigate different types of privacy attacks, such as inference, membership
and model inversion attacks, and to develop mitigation strategies within distributed
architectures such as FL or other decentralized serverless solutions.

Along the same lines, future work (already in progress) on FL is extensive. In ad-
dition to PETs and attack prevention, future research focuses on developing aggre-
gation functions for dealing with heterogeneous data, designing measures for drift
detection, monitoring and prevention, and optimizing cryptographic tools such as
HE to reduce computational costs while maintaining integrity. All this development
is also relevant for serverless decentralized architectures, where other practical im-
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plementation issues take center stage.

Privacy in generative Al environments and large-scale language models (LLMs)
is another emerging challenge. Training these models requires enormous computa-
tional resources, and federated learning arises as a suitable alternative to optimize
their efficiency. The development of this type of models is a key area of scientific
research concerning artificial intelligence and enhancing its development with dis-
tributed training (and also taking into account privacy issues) will be key for taking
advantage of federated resources and for improving access to research information,
for example through the training and integration of specialized agents.

Another key aspect is the development of efficient algorithms for secure data
exchange, as well as research in trusted and secure execution environments (TEEs
and SEEs). In the same line, developing cryptographic methods resistant to the
challenges arising from quantum computing is a current challenge that cannot be
lost sight of when working in data science environments where sensitive data is
handled.

The tools and methodologies presented throughout this thesis must be available
(and indeed they are) both to the general public and, in particular, to the research
community, as every day, researchers work with increasing volumes of data. The
scientific method ranges from systematic observation and data collection to exper-
imentation, analysis, hypothesis formulation and subsequent revision or modifica-
tion. Since data are an essential component of the scientific process, it is essential
to consider the challenges that arise when dealing with sensitive information, ei-
ther because of its nature or because it is protected in the context of research. In
these cases, privacy issues take on a central role, and the solutions proposed in this
thesis and concerning the future work are quite useful. This becomes even more
relevant when seeking to exploit the potential of data through its analysis, as well
as in the development and deployment of artificial intelligence models. Therefore,
it is important that all the tools presented in this thesis are accessible to the research
community, so that they can take advantage of their potential and carry out their
research with a focus on the privacy and security of the information handled.
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APPENDIX

BASIC ALGEBRA FOR
CRYPTOGRAPHY

This aim of this appendix is to highlight basic notions of algebra that are essen-
tial to understand and deepen some of the cryptographic aspects presented when
introducing the pseudonymization methods (Chapter 2), and the concept of Homo-
morphic Encryption (HE) and Multi-Key Homomorphic Encryption (MKHE) (Chap-
ter 4).

A.1 Algebraic Structures

Let us start introducing the basic algebraic structures: semigroup, monoid, group,
ring and ideal.

Definition A.1.1. Monoid, semigroup. A monoid is a semigroup for which the
existence of a neutral element is verified. A semigroup is a pair (S,*) with S # 0
and * an application from S x S to S, with S x S = {(x,y) : x,y € S} the cartesian
product of S with itself, such that given the pair (a,b) € S x S, the result will be
a = b. In addition, the associative property is verified for . The existence of a
neutral element implies that the semigroup (S, ) is a monoid, and is given by the
assumption that de€ Ssuchasexx =xxe =x, Vx €8S.

Definition A.1.2. Group. A group is a monoid given by the pair (G, ) which
verifies the existence of a inverse element. This means that Vx € G, 3% € G such

267
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as x x X = X » x = e, with e the neutral element of the monoid.
If in addition it is verified that the monoid is commutative, then the group is
abelian.

Definition A.1.3. Ring. A ring is a tern (R, +, -) where:
* (R,+) is an abelian group.
* (R,-) is a commutative monoid.
* The distributive property is verified:
x-(y+2)=x-y+x-2, VYx,y,z€R.
Definition A.1.4. Ideal. An ideal I of a ring (R, +, -) is a subset of R such as (I, +)

is a subgroup of (R,+)and x - y,y-x €I, Vx €I and Yy €R. An ideal I of a ring
R is principal if 3x € I such as I = (x).

Definition A.1.5. Integral domain. Be (R, +,) a ring and A all the elements a € R
such as 3a’ € R with aa’ = a’a = 1. Then x € R is a divisor of zeroif 3y €A, y #0
such as x - y = 0. A ring without non-zero divisors is known as integral domain

(or domain).
Now, let us introduce the notions of quotient ring and polynomial ring:

Definition A.1.6. Quotient ring. Be I an ideal I of the ring (R, +,-). The quotient
ring noted as R/I is the set of cosets given by:

R/I={r+I|r €R},
verifying:
s (r+I+(s+I)=(r+s)+IVr,s€Rr.
e (r+I)-(s+I)=(r-s)+IVr,s€R.

Definition A.1.7. Polynomial ring. Be (R, +, ) a ring. The polynomial ring over
R, denoted as R[x] is the ring of all the polynomials with coefficients in R. Formally:

R[x]={ag+a;x +ayx*+---+a, ;x" ' +a,x"|n>0Aa; €R,Vi{l,...,n}}.

Finally, let us introduce the definition of cyclotomic polynomial, which will be
used during the brief introduction to ring learning with errors (RLWE).



269 J. Sdinz-Pardo Diaz

Definition A.1.8. Cyclotomic polynomial. For n € N the n-th-cyclotomic poly-
nomial is defined as:

$a(0)= [ ] x-w),

o(w)=n
with o(w) = min{n > 1|w™ = 1} (i.e. the order of w € C*).
Equivalently, it is the unit polynomial whose roots are all the n-th primitive roots
of the unit (i.e. e with ged(k,n)=1).

A.2 Homomorphisms and Isomorphisms

Definition A.2.1. Morphism. A morphism (or homomorphism) of groups be-
tween the two groups (Gq,*) and (G,, o) is a function ¢ : G; — G, verifying
Y(eg,) = eg, with eg, the neutral element of the group with the set G; Vi € {1,2},
and Vx,y € Gy, (x * y) = (x) o p(y).

Definition A.2.2. Ring homomorphism. Be (R,,+,-) and (R,,+,-) two rings, an
application v : Ry — R, is a ring homomorphism if it is a group homomorphism
for the abelian groups (R;,+) and (R,,+) and it is verified that:

o Y(r-s)=yY(r)-Y(s) Vr,s €R;.
o Y(r+s)=Y(r)+yY(s) Vr,s €R;.

* Be 1, and 1, the unity elements of R; and R, respectively, then: y(15 ) =
1R .

2

If the function v is inyective, it is a ring monomorphism, if 1 is suprayective it
is a ring epimorphism, and if ¢ is biyective it is a ring isomorphism.

A.3 Introduction to Cryptosystems

Let us start this section by introducing the concepts of cryptosystem and crypto-
analysis.

Definition A.3.1. Cryptosystem. A cryptosystem [230] is defined by the tuple
(@,€6,4,8,9) verifying:

* P contains all the possible plaintexts.

* % contains all the possible ciphertexts.
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* . contains all the possible keys.

* Yk e X, de, € &, e : @ — €, an encryption rule and a corresponding
decryption rule d, € 2, d;. : € — 2, such as d;(e;(x)) =x Vx € 2.

Definition A.3.2. Cryptoanalysis. We can define cryptoanalysis as the study of
different methods and techniques which can be used for breaking cryptosystems.
In particular, modern cryptography employs many techniques from computational
mathematics, as well as from algebra and number theory.

As already introduced in Chapter 2, cryptographic systems are typically based
on 3 types of algorithms: symmetric key, asymmetric key and hash functions. While
hash functions where already introduced in Chapter 2, in the following the present
the schemes of symmetric and asymmetric key.

* Private or symmetric key, where a single key is used. In this approach,
a private key is used to encrypt the information and this same key is used
to decrypt it. The main disadvantage concerns the difficulty of sharing keys
(since the key has to be known by both parties in the communication). Thus,
the major problem with symmetric key schemes is that before transmitting a
ciphertext between two agents, it is necessary to securely communicate the
key k between them, which in practice is difficult to achieve. However, it is a
very efficient scheme that requires small key size.

* Public or asymmetric key, where a pair of keys is used, one public key and
one private key. The idea behind asymmetric key schemes, consisting of a
private key and a public key, is to find a cryptosystem in which it is com-
putationally infeasible to determine d, given e, with e, being the public key
(accessible to anyone in order to determine that a person is who he/she claims
to be), and d, the private key, known only to the owner of that key pair (as
defined in Definition A.3.1). Thus, if Bob is the owner of the key pair e, and
dy, he can encrypt information using d,, and decrypt it using ;. Other party,
e.g. Alice, will only know about Bob’s e, but not his d;.. Regarding signatures
schemes, Bob can use his private key d, to sign a message and Alice can use
his public key e, in order to verify that it was Bob who signed it.

The main disadvantage asymmetric key scheme is that it is not efficient, being
the encryption and decryption much slower than in the case of symmetric key,
also requiring a larger key size. The major advantage is that the public keys
can be distributed publicly and only the private key must be remain protected.
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A.4 Essential (and Beautiful) Results from Algebra
for Cryptography

The following definitions and theorems are essential in cryptographic algebra. For
example, they are fundamental for defining and applying the RSA cryptographic
system enunciated in Chapter 2.

Definition A.4.1. Euler’s function. The Euler’s function ¢ is a function defined
as ¢ : N\ {0} — N verifying:

¢(n)=|{meN|m <nAgcd(m,n) =1}|.

Proposition A.4.1. The Euler’s function is the cardinal of the multiplicative group
Z./nZ (also noted as Z,).

Theorem A.4.1. Fermat’s Little Theorem. Be p a prime number. Then Ya € Z it is
verified aP = a (mod p).

Theorem A.4.2. Euclidean Algorithm. Be (R, ¢) an euclidean domain and be a, b €
R such as ¢p(a) = ¢(b). Let us define the following succession of elements from R.

* ro=aandr; =bh.

* Vi>1, ri=riy—qariq if rieg #0, with ¢(r;) > ¢(riy) — 1.
Then the following is fulfilled:

* The succession given by {r;|i € N} is finite (i.e. Ik € N) such as r, = 0.

* Be j € N the maximum value with r; # 0. Then r; = gcd(a, b).

Finally, as many HE schemes rely on polynomial rings over modular integers,
let us recall the Chinese Remainder Theorem:

Theorem A.4.3. Chinese remainder theorem. If I, ...,I, are ideals of a commuta-
tivering R such as I;+1; = RYi # j, the the following application 1) is an isomorphism:

Y:R— ﬁR/Ii:
i=1

with y(r)=(+1,r+1,,...,r+1,)Vr €R.
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A.5 Ring Learning With Errors

The idea behind the ring learning with errors approach (RLWE) is to introduce struc-
tured noise into computations over rings. Specifically, the following quotient ring is
usually considered when working with ring-with-errors schemes: R, = Z,[x]/(p(x)),
with p(x) a cyclotomic polynomial. For example, R; = Z,[x]/(1 —x") can be con-
sidered (with g prime).

Then, given a pair (a(x), b(x)) with b(x) = a(x)-s(x)+e(x) with a(x) a random
polynomial uniformly extracted from R, and e(x) the error distribution (e.g. from a
Gaussian distribution), it is difficult to distinguish from other pair (a(x), c(x)), with
c(x) a uniformly random extraction from R,. Given this assumption, the security
of RIWE is stated. Indeed, the search RLWE problem refers to recovering the secret
polynomial s(x) given multiple RLWE samples (a;(x), b;(x). Assume that we have
m samples, s(x) can be calculated solving the following equations system:

by(x) = a;(x) -s(x) +e;(x)
by(x) = ay(x) - s(x) +ey(x)

by (x) = @ (x) - 5(x) + €, (x)

Note that the ring structure of RLWE enables homomorphic cryptography with
a ring homomorphism supporting both addition and multiplication of ciphertexts

[231].
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APPENDIX

FEDAVGOPT IMPLEMENTATION

In this Appendix we show how to integrate the aggregation strategy proposed in
Section 4.2.5.8 and in [130], known as FedAvgOpt, within the Python Library for
FL flower.

First, we define the class FedAvgOpt, which inherits from the strategy FedAvg.
In order to properly apply the FedAvgOpt strategy, we also define the function that
will be minimized (g(x) in Section 4.2.5.8) for calculating the value of a as given
in problem (P;) from Section 4.2.5.8, using the Nelder-Mead optimization method.
This class is presented in Code B.1.

1 import flwr as fl

2 from typing import Dict, List, Optional, Tuple, Union
3 from flwr.common import (

4 FitRes,

5 NDArrays,

6 Parameters,

7 Scalar,

8 ndarrays_to_parameters,

9 parameters_to_ndarrays,

10 )

11 from flwr.server.client_ proxy import ClientProxy
12 from flwr.common.logger import log

13 from logging import WARNING

14 from functools import reduce

15 from scipy.optimize import minimize

16 from numpy.linalg import norm

17 import numpy as np

20 class FedAvgOpt (fl.server.strategy.FedAvg) :

22 def _ repr_ (self) -> str:
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23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41

42
43

44
45

46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71

72
73
74
75
76
77
78

def

"""Compute a string representation of the strategy."""
rep = f"FedAvgOpt (accept_failures={self.accept_failures})"
return rep

aggregate_fit (
self,
server_round: int,
results: List[Tuple[ClientProxy, FitRes]],
failures: List[Union]

Tuple([ClientProxy, FitRes], BaseException
11,

) —> Tuple[Optional[Parameters], Dict[str, Scalar]]:

fedavg_parameters_aggregated, metrics_aggregated = (
super () .aggregate_fit (
server_round=server_round,
results=results,
failures=failures
))
if fedavg_parameters_aggregated is None:
return None, ({}

weights_results = [
(
parameters_to_ndarrays (fit_res.parameters),
fit_res.num_examples
)

for _, fit_res in results

num_clients = len([num_examples
for (_, num_examples) in results])
x0 = [1] % num_clients
value = minimize (
min_aggregation, x0,
method='Nelder-Mead', args=weights_results
)

alpha = np.array(value['x'])

# FedAvgOpt strategy

num_examples_total = sum(
num_examples
for (_, num_examples) in weights_results

weighted_weights = [
[layer » num_examples * alpha_i for layer in weights]
for (weights, num_examples), alpha_i
in zip(weights_results, alpha)

# Compute average weights of each layer
weights_aggregated: NDArrays = [
reduce (np.add, layer_updates) / num_examples_total
for layer_updates in zip (xweighted_weights)
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79

80 parameters_aggregated = ndarrays_to_parameters (

81 weights_aggregated

82 )

83

84 metrics_aggregated = {}

85 if self.fit_metrics_aggregation_fn:

86 fit_metrics = [

87 (res.num_examples, res.metrics) for _, res in results
88 ]

89 metrics_aggregated = self.fit_metrics_aggregation_fn(
90 fit_metrics

91 )

92 elif server_round == 1: # Only log this warning once

93 log (WARNING, "No fit_metrics_aggregation_fn provided")
94

95 return parameters_aggregated, metrics_aggregated

96
97
98 def min_aggregation (alpha, weights_results):

99 weighted_weights = [

100 [layer * num_examples % alpha_i for layer in weights]
101 for (weights, num_examples), alpha_i

102 in zip(weights_results, alpha)

103 ]

104

105 num_examples_total = sum(

106 num_examples for (_, num_examples) in weights_results
107 )

108

109 wg: NDArrays = [

110 reduce (np.add, layer_updates) / num_examples_total
111 for layer_updates in zip(*weighted_weights)

112 ]

113

114 agg_weights = 0

115 for wj, _ in weights_results:

116 agg_weights += norm(

117 [norm(a — b) / norm(a + b)

118 for a, b in zip(wg, wj)]

119 )

120

121 return agg_weights

Example Code B.1: Defining the FedAvgOpt class in flower. This strategy inherits
from the class FedAvg.

Thus, to use this strategy with the Flower library, we simply import it and pass
it to the server as follows, introducing the function to find the aggregate metric (if
any) and the minimum number of clients, as detailed in the following code:

1 # Create the strategy. In this example we consider 3 clients as the

2 # minimum, and we introduce and function which should define the
3 # aggregation metric to be used
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4 strategy = FedAvgOpt (

5 min_available_clients=3,

6 min_fit_clients=3,

7 evaluate_metrics_aggregation_fn=aggregation_metric,
8
9

10 # Define the Flower server
1 # (runs in port 5000 during 10 rounds):
12 fl.server.start_server (

13 server_address="0.0.0.0:5000",
14 config=fl.server.ServerConfig (num_rounds=10),
15 strategy=strategy,

Example Code B.2: Starting the Flower FL server using the aggregation strategy
FedAvgOpt.
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APPENDIX

FEDERATED LEARNING IN
AI4EOSC

Part of this appendix was presented in the 12th ACM Workshop on Information Hiding
and Multimedia Security (2024) and published in the conference proceedings as fol-
lows: Sdinz-Pardo Diaz, J., Heredia Canales, A., Heredia Cachd, I., Tran, V., Nguyen,
G., Alibabaei, K., Obregon Ruiz, M., Rebolledo Ruiz, S. and Lopez Garcia, A Making
Federated Learning Accessible to Scientists: The AI4EOSC Approach. In Proceedings of
the 2024 ACM Workshop on Information Hiding and Multimedia Security (IH&MMSec
24). Association for Computing Machinery, New York, NY, USA, 253-264.[232].

Due to the rise of this privacy preserving machine learning technique, within the
framework of the European project AI4EOSC, this functionality was implemented
as a tool for allowing to deploy a federated learning to which the participating
clients can connect for training.

C.1 AI4EOSC Platform

The AI4EOSC platform arises within the European project of the same name, and
aims to be a user friendly and intuitive platform for Al model development within
the framework of the EOSC. With this objective, it provides users with a simple
and intuitive IDE for developing AI/ML/DL models (VSCode or JupyterLab) allow-
ing seamless access to computational resources to accelerate model development,
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including access to GPUs for model training.

The platform has been developed following the Platform-as-a-Service (PaaS)
cloud computing model, whereby hardware and software resources are managed
to provide an environment in which users can run, deploy and instantiate in an easy
way.

For the development of this platform, different open-source software solutions
have been used, such as Nomad, employed as scheduler and orchestrator for man-
aging containers; Consul, the service for automating network configurations and
Traefik, the load balancer and reverse proxy that exposes the jobs. It should be
noted that the platform has a dashboard for intuitive user access, being a single
web application developed using Angular, Jest, and the Material Angular UI compo-
nent library. In addition, it has an API written in Python using FastAPI (logic API)
and the Nomad Python client to deploy jobs to the cluster.

The main objective of the platform is to provide users with advanced features for
distributed, federated, composite learning, metadata provenance, MLOps, event-
driven data processing, and provision of AI/ML/DL services. Thus, as far as we are
concerned in this chapter, we are going to focus on the integration of the function-
ality of FL to allow users to carry out federated training using the platform in an
intuitive and simple way. Specifically, the idea is that users can deploy in a few
simple interactive steps from the dashboard a FL server with the desired charac-
teristics in terms of aggregation function, number of clients, etc. Subsequently the
clients can be deployed on external cloud machines, locally, or within the platform
in different deployments.

In the following sections the successful integration of the Flower framework for
FL into the AI4EOSC platform is presented, provide an overview of the challenges
faced during the implementation and the development of various extensions and
modifications to the library in order to add more functionalities.

C.2 Federated Learning in AI4EOSC

For the allowing users to test and deploy a federated learning architecture on the
platform, the Python framework Flower has been used. Specifically, a tool called
“federated server” has been created, so that once the different clients have agreed
to start the federated training, one of them will be in charge of initializing the
server on the platform. When initializing the server, different functionalities can be
customized, such as the aggregation function used, the number of training rounds,
the way to measure the evaluation metrics, the minimum number of clients needed
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to start the training, etc. Thus, once the server is initialized with the features agreed
upon by the different participating clients, the server can be started and the clients
can connect to it for starting the process.

The following is a step-by-step guide on how to deploy the federated learning
server in the AI4EOSC platform, as well as the process by which clients are con-
nected to the training:

C.2.1 Deploying and Starting the Federated Learning Server

As already stated, the server is deployed from the dashboard, following a few simple
steps to configure it:

* Deployment options: deployment title, deployment description, custom do-
main for the endpoint (if needed) and service to run (fedserver, JupyterLab or
Visual Studio Code).

Then, the user can select the docker image and docker tag to use for deploy-
ment. As will be explained later, we have implemented a secret management
systems so that the federated server can be configured including tokens for
authenticating the clients when connecting with the server. In order to make
use of this option, the docker tag tokens must be selected.

In addition, in this step users can select if they want to monitor the carbon
footprint (CO, emissions), as will be detailed later.

* Hardware configuration: for running the server no special hardware re-
quirements are necessary, as the model training is done on the clients’ side,
and they will have the highest computational requirements, for example in
terms of RAM, CPUs and GPUs. However, the users can select the resources
needed from the server side (number of CPUs, RAM memory and disk mem-

ory).

* Federated configuration: is the most important part, as it includes the spec-
ifications that the federated training must satisfy. Specifically, the parameters
to be filled in by the user and additional options are the following.

— Federated rounds: number of rounds that the training process will be
repeated.

— Minimum number of clients: number of clients that must be connected
to the server and ready to train the models to start the process.
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— Federated metric: is the metric used for monitoring and validating. More
than one metric can be included.

— Federated aggregation strategy: is the function or strategy that the server
will apply to aggregate the models received from the clients. It must be
selected among different predefined options, including FedAvg, FedProx
or Adaptive Federated Optimization using Adam among others.

— The user can select if they want to apply differential privacy or metric
privacy with fixed clipping from the server side. Then, they can cus-
tomize the noise multiplier, the number of sampled clients and the clip-
ping norm.

If the server has been created with tokens, the user will have the possibility to
create labeled tokens (e.g. one token for each client), which can be distributed to
the participating clients to allow only those who have a token to connect.

Once the server is created, the user can access the IDE (if selected), or access the
monitoring terminal (if fedserver was selected). In the first case, it will be necessary
to run the server to start waiting for the connection of the clients as well as to
receive the information from them:

/srv# cd aidos-federated-server/

/srv/aidos-federated-server# python3 fedserver/server.py

Example Code C.1: Running the FL server from an AI4EOSC deployment using an
IDE.

Once the server is running, the clients can start connecting, obtaining from the
server an evolution similar to the one shown in the Code Example C.2, in which 2
clients connect to the server in the first round.

INFO : Starting Flower server, config: num_rounds=5, no round_timeout
INFO : Flower ECE: gRPC server running (5 rounds), SSL is disabled
INFO : [INIT]

INFO : Requesting initial parameters from one random client

INFO : Received initial parameters from one random client

INFO : Starting evaluation of initial global parameters

INFO : Evaluation returned no results ("None™)

INFO :

INFO : [ROUND 1]

INFO : configure_fit: strategy sampled 2 clients (out of 2)

Example Code C.2: First round of a FL training started from the AI4EOSC platform
with two clients connected.
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C.2.2 Creating and Running the Clients

To create the clients it is only necessary to create a class that inherits from the class
fl.client.NumPyClient from Flower. Specifically, once each client have read
the data and created the model, he/she can create Client class, and then connect
to the server using the endpoint where it is deployed, as shown below:

1 (...)

2 import flwr as fl

3 from pathlib import Path

4 import tensorflow as tf

5 import certifi

6 (...)

7 class Client (fl.client.NumPyClient) :

8 def get_parameters(self, config):

9 return model.get_weights ()

10

11 def fit(self, parameters, config):

12 model.set_weights (parameters)

13 model.fit (x_train, y_train, epochs=3, batch_size=16
14 return model.get_weights (), len(x_train), {}

15

16 def evaluate(self, parameters, config):

17 model.set_weights (parameters)

18 loss, accuracy = model.evaluate(x_test, y_test)
19 return loss, len(x_test), {"accuracy": accuracy}
20

21 # Start -> connecting with the server

22 # Fill with the UUID of the deployment of the FL server (AI4EOSC):

" "

24 # Fill with the name of the site in with the server is deployed

25 # (ifca or iisas). This can be found in the URL:

" "

26 center =

27 # Degine the endpoint and start the connection with the server:

28 end_point = f"fedserver-{uuid}.{center}-deployments.cloud.aideosc.eu"
29 fl.client.start_numpy_client (

30 server_address=f"{end_point}:443",

31 client=Client () .to_client(),

32 root_certificates=Path(certifi.where()) .read_bytes(),

33 )

Example Code C.3: Creating the C1lient class and connecting with the server de-
ployed in the given endpoint.

C.2.3 Extensions and Modifications to the Flower Library

In order to include different functionalities to the federated training performed in
the platform, various modifications to the original library and extensions have been
implemented. The most relevant ones are presented below.
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C.2.3.1 Running the Server Behind a Proxy

In order to effectively manage the distribution of resources according to the re-
quests of the platform users, on the AI4EOSC platform Traefik is used as reverse
proxy or load balance that exposes jobs under the specific domain. Thus, for the
correct deployment and exposure of the fedserver in the platform, as well as the
connection of the clients to it, it was necessary to make some modifications to the
Flower library.

First, note that the connection of the different clients to the federated learning
server using Flower is performed using the gRPC (gRPC Remote Procedure Call) pro-
tocol, which facilitates efficient communication between distributed applications.
Specifically, a gRPC server is deployed to carry out this connection, which is re-
sponsible for listening and answering to the client requests. If the gRPC server is
running behind a load balancer (as in the case of AI4EOSC, using Traefik as reverse
proxy), clients may not be able to connect to the server. In version 1.6.0, Flower used
the peer () method from grpc.ServicerContext in order to identify unique
Flower clients and avoid duplicate clients. However, in some situations (like when
running the gRPC server behind a load balancer or a proxy), different clients can
have the same peer identifier (in this case corresponding to the same IP port), as
HTTP/2 connections are multiplexed (gRPC uses HTTP/2 as transport protocol).
The solution that we proposed in order to solve this issue was already included in
version 1.7.0 of the Flower library.

C.2.3.2 Client Authentication

In the simplest scenario the clients only need to introduce the IP of the server (or
endpoint) to connect to the training. However, when working with FL architectures
where multiple parties are involved (one server and multiple clients), it is important
to maintain the integrity and security of the process.

In this regard, poissoning attacks are a major challenge in FL. These attacks can
be performed by a client that enters deliberately wrong labels for its data in order
to damage the overall accuracy of the model, by introducing other kind of data
for training, or just by sending random weights or parameters for the model. The
solution proposed within AT4EOSC consists of developing an authentication system
for clients prior to their incorporation into the federated training through the use
of tokens.

The tokens themselves are considered as secrets and must be managed in a
secure and systematic manner. In the case of a security breach where the secret
or token is exposed, it has to be revoked, and there would be no direct way to
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modify the server to accept another secret. Therefore, the implementation of a
secret management service, specifically HashiCorp’s Vault [233], has been adopted
for storing the tokens. The federated learning server retrieves a list of authorized
tokens for client authentication from the secret management service and verifies if
the client’s provided token is included. Users can manage tokens (add or revoke)
through the service’s native command-line client, using the graphical user interface
or simple from the AI4EOSC dashboard.

In order to integrate this service with the Flower library, an extension has been
implemented to work alongside the Vault service that stores the secrets (it can be
found in [234]). In addition, some modifications to the Flower framework has been
developed in order to manage the credentials that allow to enable or disable the
connection to the clients based on the token introduced (see [235]).

In the Example Code C.4 we show how the token interceptor is created using
the secrets stored in Vault and how the server is started including the interceptor.
Note that the strategy and the other federated settings (e.g. number of rounds)
are generated using the information provided when creating the deployment and
can be retrieved by means of the environment variables in which this information
is stored (as well as parameters specific to each aggregation function, as the case
of u for FedProx given in MU_FEDPROX).

In addition, note that in order to get the secret path, we need to get the de-
ployment universally unique identifier (UUID) and the ID of the user (USER), to-
gether with the virtual organization to which he/she belongs (given in the NOMAD_ -
NAMESPACE parameter and obtained automatically from this environment vari-
able).

1 (...)

2 FEDERATED_ROUNDS: int = int (os.environ['FEDERATED_ROUNDS'])
3 FEDERATED_METRIC = os.environ['FEDERATED_METRIC']

4 FEDERATED_MIN_FIT_CLIENTS: int = int(

5 os.environ["FEDERATED_MIN_FIT_CLIENTS"]

6 )

7 FEDERATED_MIN_AVAILABLE_CLIENTS: int = int(

8 os.environ["FEDERATED_MIN_AVAILABLE_CLIENTS"]

9 )

10 FEDERATED_STRATEGY: str = os.environ['FEDERATED_STRATEGY']
11 MU_FEDPROX = os.environ["MU_FEDPROX"]

12 FEDAVGM_SERVER_FL = os.environ["FEDAVGM_SERVER_FL"]

13 FEDAVGM_SERVER_MOMENTUM = os.environ["FEDAVGM_SERVER_MOMENTUM"]
14 UUID: str = os.environ['NOMAD_JOB_NAME'] [8:]

15 USER: str= os.environ['NOMAD_META_owner']

16 VAULT_TOKEN: str = os.environ['VAULT_TOKEN']

17 (...)

18 from aid4flwr.auth.vault import VaultBearerTokenInterceptor
19 # Include token interceptor

20 nomad_path = f"users/{USER}/vo.{NOMAD_NAMESPACE}.eu"
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21 token_interceptor = aid4flwr.auth.vault.VaultBearerTokenInterceptor (
22 vault_addr="https://vault.services.fedcloud.eu:8200/",

23 vault_token=VAULT_TOKEN,

24 vault_mountpoint="/secrets/",

25 secret_path=f"{nomad_path}/deployments/{UUID}/federated",
26 )

27

28 log (INFO, "Token interceptor created")

29

30 )

31 # Start the server

32 fl.server.start_server (

33 server_address="0.0.0.0:5000",

34 config=fl.server.ServerConfig/(

35 num_rounds=FEDERATED_ROUNDS
36 ),

37 strategy=strategy,

38 interceptors=[token_interceptor],

Example Code C.4: Flower server with token interceptor.

However, different modification have been performed in the current code de-
pending on whether metric privacy or DP is used or not, and also depending on
whether the user wants to monitor the carbon emissions derived from the training,
as will be explained in the following sections.

It is important to note that this kind of authentication will be useful to pre-
vent unauthorized clients from participating in the training for malicious purposes.
However, it will not prevent poisoning attacks in case an authenticated and trusted
client misbehaves and sends misleading weights. However, if this happens and the
server has a module capable of detecting anomalous behavior in a client (e.g. drift),
it will be able to revoke the token that such client used to authenticate and thus
prevent the connection in the upcoming rounds.

C.2.3.3 Integrating Metric Privacy

As mentioned in Section 4.5, there are different ways to include DP in a FL archi-
tecture. In particular, in Flower we have the possibility to use it from the client side
as well as from the server side, with fixed or with adaptive clipping of the norm of
the gradients.

In order to integrate this functionality into the AI4EOSC platform, when the
clients initialize an FL server to perform the federated training, we have included
the function for adding server side DP with fixed clipping. In order to use it, we have
integrated the classDifferentialPrivacyServerSideFixedClipping from
Flower (specifically from flwr.server.strategy). Thus, when deploying the
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server from the dashboard the user can select whether to use DP or not, and in
the first case, they must introduce the clipping norm, the noise multiplier and the
number of sampled clients.

Additionally, we were interested in introducing the notion of metric privacy, in
order to, as discussed in Section 4.5 and tested in [ ], improve the performance
of the model with respect to the case with server side DP, while preventing client
inference attacks.

For this purpose, a new class has been implemented for this purpose, namely
MetricDifferentialPrivacyServerSideFixedClipping, also consider-
ing the distance metric proposed in Section 4.5). Then, we can ensure that metric
privacy is fulfilled regarding the metric given in Equation 4.10 in each round of the
FL scheme. Thus, to integrate this functionality with the use of the Flower library
to perform a federated training, this new class can be found in the folder in which
we can find the different aggregation functions for the server (see Appendix F from
[1547). This class inherits from Strategy, so it can be used with the different
strategies defined. The main changes in this function regarding the function for
including server side DP can be found in the function that computes the updates,
clip, and pass them for aggregation (aggregate_fit). Specifically, we modify
it in such a way that when adding the Gaussian noise, instead of introducing the
noise multiplier, we enter it divided by the distance calculated in each round. The
function implemented for calculating the distance is shown in Example Code C.5:

1 def distance_metric(

2 self,

3 results: list[tuple([ClientProxy, FitRes]],

4 ) —> float:

5

6 parameters = []

7 for _, res in results:

8 parameters.append (parameters_to_ndarrays (res.parameters))
9

10 norm_params = []

1 for i, param in enumerate (parameters):

12 param_i = parameters[i]

13 for j in range(i+l, len(parameters)):

14 param_7j = parameters[j]

15 norm_wij = np.mean ([

16 np.linalg.norm(param_i[k]-param_j[k])
17 for k in range (len(param_j))

18 1)

19 norm_params.append (norm_wij)

20

21 print (f'Distance metric: {max(norm_params)}')
22 return max (norm_params)

Example Code C.5: Function for calculating the distance for integrating metric pri-
vacy from the server side with fixed clipping.
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This process is integrated when deploying the server, once the user has selected
to use metric privacy from the server side, in a transparent way for the user, and
does not require any modification on his/her part, nor from the client side.

Not that in order to use this functionality we maintain our own fork of the Flower
library including this new feature.

C.2.3.4 Carbon Footprint Monitoring

Training ML/DL models, especially large-scale ones, require significant computa-
tional resources, often relying on energy from fossil fuels. This contributes to green-
house gas emissions, aggravating climate change, which makes it crucial to monitor
the training emissions and energy consumption (and thus put the focus os the sus-
tainability challenges arising from the computing requirements).

In a FL architecture the processing is distributed among multiple machines,
which avoids overloading centralized servers and reduces cooling demand in data
centers. Unlike centralized learning, where all data must be transmitted and stored
in a central server (which involves high energy consumption in transmission and
storage), in FL only model updates are exchanged, which reduces the communica-
tion bandwidth and transmission requirements. Furthermore, FL takes advantage
of the processing power of local devices, potentially reducing the requirements of
a centralized infrastructure. However, while this may suggest energy gains, some
studies such as [236] shows that depending on the configuration (also taking into
account the aggregation strategy used), FL can emit more carbon emissions that
centralized learning. Specifically in FL we have to take into account the communi-
cation cost and that we will need to have multiple machines or nodes available and
connected in order to perform the training. Then, if the model requires many iter-
ations/rounds between the server and the clients, the energy cost per transmission
may exceed the local processing savings.

Thus, with the purpose of making users aware of the carbon emissions derived
from their training, when the user deploys a the FL server, the possibility of mon-
itoring the carbon emissions is integrated. For this, we have used the codecarbon
Python library [237]. We encountered two problems in this regard: (1) clients may
not want to share their emissions with each other or with the server, for privacy
reasons, as this may reveal information about their computer systems, or for other
technical reasons. This makes it difficult in practice to monitor the consumption
derived from the complete FL scheme; (2) following the previous point, from the
platform we cannot force the clients to use this functionality from the client side if
they do not want to, since the idea would be to monitor the local consumption of the
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training in each client, and that this information would be sent by all clients to the
server that would aggregate it together with the emissions of the server (specially
during the aggregation process) to get the global consumption of the training.

However, as this information is key in order to align with the ML/DL best prac-
tices concerning sustainability, we have integrated this functionality into the FL
server deployed in AI4EOSC. As emission monitoring often goes hand in hand with
the optimization of model architectures, training algorithms and hardware usage,
this can motivate the development of more efficient models that achieve similar
performance with fewer resources.

Thus, users can choose to deploy the server using the CO, emissions monitoring
functionality. Specifically, on the server side we monitor the aggregation process of
the models, and aggregate the results received in terms of emissions derived from
the local training in each client (clients can decide whether or not to send this infor-
mation). For this purpose, we have created a class that inherits from the different
aggregation strategies and patches the aggregate_fit function, where the in-
formation is received from all participating clients in terms of model parameters
and metrics. If the clients have tracked their emissions using codecarbon they can
send them together with the metrics and model parameters, and the server would
sum up the emissions of all the clients together with the emissions derived by per-
forming the aggregation. Then, the total emissions per round can be obtained. To
be able to send this information, the client class is defined as follows:

(..2)

from codecarbon import EmissionsTracker

(...)

def get_parameters(self, config):

1
2

3

4

5 class Client (fl.client.NumPyClient) :
6

7 return model.get_weights ()

8

9

def fit(self, parameters, config):

10 model.set_weights (parameters)

11 tracker = EmissionsTracker ()

12 tracker.start ()

13 model.fit (x_train, y_train, epochs=3, batch_size=16)
14 em_co2 = tracker.stop()

15 print (f"Client Carbon Emissions: {em_co2} kg CO2")
16 return model.get_weights (), len(x_train), {"emissions": em_co2}
17

18 def evaluate(self, parameters, config):

19 model.set_weights (parameters)

20 loss, accuracy = model.evaluate(x_test, y_test)

21 return loss, len(x_test), {"accuracy": accuracy}

Example Code C.6: Class of the Flower client including carbon emissions monitoring
with codecarbon.
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On the other hand, from the server side a class has been created to be used

instead of the strategy defined as the corresponding Flower class, in case the user

selects the option of monitoring the CO, emissions. Specifically, in order to contem-

plate the cases of integration with DP from the server side and metric privacy from

the server side (in both cases with fixed clipping), three classes have been imple-

mented for each of these scenarios (aggregation without DP, with DP or with metric

privacy). The Example Code C.7 shows the class implemented for a base strategy,

defined on the basis of the parameters introduced by the user when deploying the

server.

VO P N Y A W N

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40

(...)
from codecarbon import OfflineEmissionsTracker
DATA_CENTER = os.environ['NOMAD_DC']

if DATA_CENTER == 'iisas-aideosc':
COUNTRY = 'SVK'

else:
COUNTRY = 'ESP'

(...)
class AggregateEmissions (type (strategy)):
def __init__ (self, strategy):
params = strategy.__dict__
super () .__init__ (x*params)

def aggregate_fit (self, server_round, results, failures):
server_tracker = OfflineEmissionsTracker (
country_iso_code=COUNTRY, save_to_file=False
)
server_tracker.start ()
aggregated_parameters, aggregated_metrics = (
super () .aggregate_fit (server_round, results, failures)

# Emissions from clients
client_emissions = [
res.metrics["emissions"] for _, res in results
if "emissions" in res.metrics
]
total_client_emissions = (
sum(client_emissions) if client_emissions
else 0.0

# Server-side emissions

server_emissions = server_tracker.stop()

emissions = total_client_emissions + server_emissions
print (£"ROUND {server_round}.")

print (f"Total Carbon Emissions: {emissions} kg CO02.")

return aggregated_parameters, {"total emissions": emissions}

Example Code C.7: Tracking CO, emissions from the server side in a FL training.
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In the case where aggregation including server side DP or metric privacy is
used, the function aggregate_fit will be analogous to the previous case, but
the class constructor will be re-defined as given in the Code Example C.8. Note
that in the Code Example C.8, the version for for server side-DP is given, and
using the class MetricDifferentialPrivacyServerSideFixedClipping
(also from flwr.server.strategy, from the AI4EOSC version of the Flower li-
brary [235]) instead of Di fferentialPrivacyServerSideFixedClipping
we will have the implementation for the case of metric privacy.

1 (...)

2 from flwr.server.strategy import (

3 DifferentialPrivacyServerSideFixedClipping
4 )

5 from codecarbon import OfflineEmissionsTracker
6 (...)

7 NOISE_MULTIPLIER = os.environ["NOISE_MULT"]

8 CLIPPING_NORM = os.environ["CLIP_NORM"]

9 SAMPLED_CLIENTS = os.environ['SAMPLED_CLIENTS']
10 DATA_CENTER = os.environ|['NOMAD_ DC']

1 if DATA_CENTER == 'iisas-aideosc':
12 COUNTRY = 'SVK'

13 else:

14 COUNTRY = 'ESP'

15 (...)
16 class AggregateEmissionsDP (

17 DifferentialPrivacyServerSideFixedClipping

18 )

19 def __init__ (self, strategy):

20 super () .__init__ (

21 strategy,

22 noise_multiplier=float (NOISE_MULTIPLIER),
23 clipping_norm=float (CLIPPING_NORM),

24 num_sampled_clients=SAMPLED_CLIENTS

25 )
Example Code C.8: Tracking CO, emissions from the server side in a FL training.
Case with server side DP with fixed clipping (class constructor).

C.3 Summary and Conclusions

This section presents the integration of a federated learning server within the frame-
work of the AI4EOSC platform, specially implemented using the Flower library pre-
sented in Section 4.7.

Within the platform, users can request the computational resources needed for
their applications, including GPUs to train the models from the client side. Re-
garding federated training, the server can be deployed in an intuitive and user-
friendly way on the platform, and clients can be deployed on external machines
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in the cloud, locally, or within the same platform in different deployments with
different resources.

In addition, it has been described how several modifications and extensions have
been integrated to the original framework in order to provide more functionalities
to the users, as well as to solve some issues that arose during the integration:

* First, modifications were made to allow the server to run behind a proxy,
which were already integrated into the Flower library.

* Subsequently, a secret management service was integrated to manage tokens
to be used by clients to connect to the server (if this functionality is enabled).
Tokens for authenticating are created from the dashboard in an intuitive way,
so that tokens may be revoked if needed as well as new ones can be created.

* While server side DP was available in the Flower library, we have first inte-
grated this option so that the server is deployed with such functionality if
required by the user, who has to enter the associated parameters when de-
ploying the server from the dashboard. Additionally we have also incorpo-
rated the functionality to apply metric privacy with fixed clipping from the
server side, following what was presented in Section 4.5.

* Finally, the possibility to monitor the CO, emissions derived from the training
has been integrated. This requires changes on the clients side, but with a few
lines of code the emissions of each client can be monitored and then the server
can receive them and add them in each round together with its own.

All these functionalities allow users to have at their disposal a platform that
allows them to carry out a complete FL workflow, including client authentication,
PETs and emissions monitoring, all framed within the scope of the EOSC, thus en-
hancing collaboration as a key pillar for the development of open science.



APPENDIX

COMPUTING FACILITIES

In this last appendix I would like to acknowledge the computing facilities that I
disposed of during the development of this PhD thesis.

First, I had access to the IFCA cloud computing system, that operates under
OpenStack and which is composed of 158 computing nodes, 4734 CPU cores with
8256 GB of RAM on machines of different brands. In addition, concerning storage
capacity, I used a NextCloud instance at IFCA provided with 200GB of memory.

On the other hand, I had access to the computing facilities available within the
AI4EQSC platform, which has the following resources: 716 CPU cores with 2080GB
of RAM, 7315GB of disk memory and 27 GPUs (3 NVIDIA A100, 16 NVIDIA Tesla
T4 and 8 NVIDIA Tesla V100). These resources are distributed in two data centers,
one located at IFCA and the second one in the Institute of Informatics of the Slovak
Academy of Sciences (IISAS), in Bratislava, Slovakia.
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