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Abstract: We report a characterization of the polarization fluctuations observed when
gain-switching vertical-cavity surface-emitting lasers (VCSELs) for quantum random number
generation (QRNG) applications. We compare our experimental measurements with the results
obtained from a stochastic rate equations model that incorporates the intrinsic parameters of the
VCSEL found using the state-of-the-art experimental techniques. The good agreement obtained
between our experiments and simulations can be used to establish a validation process that
permits to monitor the device behaviour to detect malicious intrusion or malfunctioning of the
QRNG. Simulations of the model are used to look for parameters that maximize the QRNG
performance. Along this direction we consider the performance when considering a VCSEL
with vanishing values of the amplitude and phase anisotropies. We show that in this system
the obtained raw bits have a low bias value that is independent on the sampling time chosen to
obtain the random bit and on the parameters of the modulation. We also use the simulations
of the model to predict the QRNG performance at high modulation frequencies. We show that
random bits obtained at several Gbps rates, after appropriate post-processing, fully pass the NIST
statistical test.

© 2023 Optica Publishing Group

1. Introduction

Weak coherent pulses (WCPs), obtained from attenuation of semiconductor laser pulses, are used
as single photon sources in most commercial and research Quantum Key Distribution (QKD)
systems from early 1990s [1, 2]. Several QKD protocols with state-of-the-art performance have
been demonstrated using WCPs [2]. Pulses of light generated by gain-switched semiconductor
lasers have random phases because of the random character of the phase of the spontaneous
emission photons that seed these pulses during their formation. Random-phase pulses emitted by
gain-switched semiconductor lasers also find applications in quantum random number generation
(QRNG) [3–7]. QRNGs stand out from hardware physical random number generators because
their randomness stems from quantum processes, this being the best guarantee for offering
optimum privacy and security while maintaining high performance [3–10]. There are many other
different strategies for obtaining QRNG apart from phase-noise QRNGs. Device-independent
randomness expansion using entangled photons [11] and source-independent QRNGs [10,12]
have been recently described. QRNGs based on the detection of single-photon events [13–17]
and multiphoton QRNGs [18–34] have been demonstrated. QRNGs find applications including
cryptography [9, 35], Monte Carlo simulations [36], weather prediction , quantitative finance [8],
data processing [8], industrial testing [8], gambling [37], fundamental Physics tests [37] etc.
Specific applications of QRNGs can also be found in fundamental physics tests and particularly



in quantum communications because using these generators is a necessary security requirement
for QKD [2].
Two main types of semiconductor lasers have been used in the gain-switching regime for

QRNG: edge-emitters and vertical-cavity surface-emitting lasers (VCSELs). In edge-emitters
based QRNGs, pulses of light with random phases and similar amplitudes are generated by
periodic gain-switching of a single-mode laser (typically a distributed feedback laser) from below
to above its threshold. Large phase fluctuations induced by spontaneous emission appear when
the laser is biased below threshold. Spontaneous emission is a mechanism that generates quantum
fluctuations, as it can be ascribed to the vacuum fluctuations of the optical field [21,38]. Phase
fluctuations can be converted into amplitude fluctuations by using an unbalanced Mach-Zehnder
interferometer [24,25]. From these amplitude fluctuations random numbers are obtained after
proper digitization. Advantages of these QRNGs include fast operation at Gbps rates (up to 68
Gbps [26]), multi-clock frequency flexibility, simplicity, robustness, low cost, the high signal
level that permits the use of standard photodetectors, and the integration on an InP platform [27].

VCSELs offer several advantages in comparison to edge-emitters, including lower fabrication
costs, high coupling efficiency to optical fibers, lower threshold current, single longitudinal mode
operation, compactness, high energy efficiency, ease of 2D array packaging, and on-wafer testing
capability [39]. Recent work has shown micro-transfer-printing of bottom-emitting VCSELs on
silicon nitride photonic integrated circuits enabling scalability towards low-cost and large-volume
production [40]. VCSELs usually show two orthogonal linearly polarized modes in such a way
that polarization switching (PS) between them can be observed when changing the temperature
or the bias current applied to the device [39, 41].
Gain-switching of VCSELs has also been used for QRNG because when the applied bias

current is modulated from below to above the threshold value the linearly polarized mode that
is preferably excited is random since it is determined by the sequence of spontaneous emission
noise events [33, 42–48]. QRNGs based on VCSELs have the advantages of low fabrication cost,
small size, compactness, and simplicity (coherent detection is not required). Since the initial
demonstration by Chizhevsky of random number generation based on the fluctuations of the
linearly polarized modes when gain-switching the VCSEL [42] just a few theoretical [44–47] and
experimental analysis [33,43,46,48] have been performed. In Ref. [33] a large random bit stream
was experimentally obtained that, after appropriate post-processing, fully passed all tests in the
standard test suite for random number generators provided by the National Institute of Standards
and Technology (NIST) [49].

QRNGs based on edge-emitters or VCSELs belong to the class of trusted-device QRNGs [4].
In these systems it is very useful to build a model of the physical entropy source to guarantee
unpredictability, in the sense that the device is generating randomness of genuine quantum
origin [32]. In gain-switched edge-emitter lasers the results of numerical simulations of the
stochastic rate equations that quantify the phase noise have been compared with the experimental
results for validating the operational limits of the phase-noise QRNG [32]. This validation process
can be used to check the device performance in order to detect malfunctioning or malicious
manipulation of the QRNG [32]. A good quantitative description of experimental phase noise
using stochastic rate equation modelling can only be obtained when extraction of the parameters
of the semiconductor laser is performed [32,50]. To the best of our knowledge a similar validation
process for QRNGs based on gain-switching VCSELs has not been performed yet.

In this work we characterize the polarization fluctuations found in gain-switched VCSELs by
comparing experimental measurements with the results obtained from a stochastic rate equations
model that incorporates the VCSEL’s intrinsic parameters found using the state-of-the-art experi-
mental techniques [51–53]. The good agreement found between our experiments and simulations
is a solid step towards establishing a validation process similar to that defined for QRNGs based
on gain-switched edge-emitters [32]. The model can be used to detect malfunctioning of the



QRNG and to select optimal parameters to maximize the QRNG performance. We note that the
comparison between experimental and theoretical results was not performed in [46]. We show
that a current-dependent linear dichroism must be considered in the simulations for obtaining
a good quantitative agreement between experimental and theoretical results. This dependence
was not considered in [46]. We also theoretically analyze a situation, not considered in [46],
in which a VCSEL with vanishing values of the amplitude and phase anisotropies is used as
entropy source in order to optimize the QRNG performance. We show that in this system the
obtained raw bits have a low bias value that is independent on the sampling time chosen to
obtain the random bit and on the parameters of the modulation. Finally, we also use the model
to predict the QRNG performance at high modulation frequencies, values that are beyond our
experimental capabilities. We extend the initial theoretical results obtained in [46] to predict that
the probability of excitation of a given polarization mode depends on the linear birefringence
parameter. We show that random bits obtained at several Gbps rates fully pass the NIST test after
appropriate post-processing, extending in this way the results obtained in [33] for 100 Mbps.
The paper is organized as follows. In Section 2 we describe the experimental setup and the

VCSEL device. Section 3 is devoted to show our theoretical model. In Section 4 we present our
comparison between theoretical and experimental results. In Section 5 we present the theoretical
results for a VCSELwith no anisotropies. Section 6 is devoted to describe the QRNG performance
at high modulation frequencies. Finally, in Section 7 the conclusions are summarized.

2. The experiment

The experimental all-fiber setup is shown in Fig. 1. A quantum-well VCSEL (Raycan) based on
InAlGaAs active region and emitting close to a wavelength of 1550 nm is used in our experiments.
The same laser was used in [33, 46, 48]. The nominal modulation bandwidth of the VCSEL
is 2.5 GHz. The VCSEL is mounted in a laser mount (Thorlabs LDM56M) that includes a
bias-tee. This mount has a maximum RF modulation frequency of 600 MHz. The VCSEL is
gain-switched by applying a superposition of two electrical signals: a constant bias current , �off ,
provided by a current source (Thorlabs LDC200C), and a radiofrequency (RF) square signal
provided by a pulse pattern generator (Anritsu MU181020A). A temperature controller (Thorlabs
TED200C) is used to keep a constant temperature of the laser, 25 >C, during all the experiments.
At this temperature, the threshold current of the VCSEL, �th, is 2.51 mA. An optical isolator (OI),
is used to minimize optical feedback effects in the VCSEL. A polarization controller (PC) is
combined with a polarization beamsplitter (PBS) to separate the two linearly polarized modes
of the VCSEL. Two fast-photodetectors that include an amplification stage (Thorlabs PDA8GS,
9 GHz bandwidth) are used in combination with a real-time high-speed oscilloscope (13 GHz
bandwidth) to measure the signal corresponding to each linearly polarized mode.

TheVCSEL emits in a single longitudinal and transversemode over the whole bias current range.
However a polarization switching (PS) from the short-wavelength (labelled as H−polarization) to
the long-wavelength (labelled as G) linearly polarized mode appears when increasing the bias
current. The PS is illustrated in Fig. 2 of Ref. [46] in which the polarization-resolved light-current
characteristics and the optical spectrum before and after PS are shown. The optical frequency
splitting between the H and the G linear polarizations is aH − aG= 29.8 GHz. The bias current
at which PS is observed, �PS, is 6.73 mA (6.50 mA) when increasing (decreasing) that current.
This narrow hysteresis cycle indicates that the bistable behavior of the linear polarizations is only
observed in a very small current range (0.23 mA width).

The VCSEL is gain-switched by applying a square-wave modulation of period ) . A constant
bias current (�off , such that �off < �th) and a periodic voltage, + (C), such that + (C) = +on during
half of the period and + (C) = 0 during the rest of the period) are applied to the bias-tee. Fig. 2
shows the time traces of the G− and H−signals measured at the oscilloscope, +G and +H , when the
bias current is slightly below threshold, �off= 2.5 mA, +on=1.3 V, and )= 10 ns (that corresponds



Fig. 1. Schematics of the experimental setup. OI: optical isolator, PC: polarization
controller, PBS: polarization beam splitter, PD: photodetector, OSC: oscilloscope.

to a modulation frequency, 5mod, of 100 MHz). +G and +H are proportional to the power of the
G− and H−linearly polarized modes. The VCSEL switches-off in all the cycles in such a way that
there is a random excitation of both linearly polarized modes induced by spontaneous emission
noise. Fig. 2 also shows that the total power, proportional to +G + +H , fluctuates much less
than the individual linear polarizations [46, 54]. There are some pulses in which one of the
polarizations dominates over the other during all the pulse (see for instance the pulses #2, #3,
and #10). In some other pulses there is a strong competition between both polarizations (see for
instance the pulses #1, and #4).
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Fig. 2. Experimental time traces of the signals corresponding to the G-polarization (blue
line), H-polarization (red line), and total power (black line). The signals at the sampling
time are also plotted with symbols. 5mod = 100 MHz, �off = 2.5 mA, +on = 1.3 V, and
CB = 4.5 ns.

One way of obtaining random numbers from the above mentioned polarization fluctuations
is by regularly sampling the G−and H−signals at a sampling time, CB, measured with respect to
the beginning of each modulation cycle. We consider that each modulation cycle begins when



+on is applied (for instance, C = 20 ns for the first cycle in Fig. 2). In this way for the < cycle
the signals are sampled at C< = CB + <) where <=0,1. . . is a natural number. We also show in
Fig. 2 the regularly sampled signals, +G (CB) and +H (CB) (see blue and red circles, respectively).
The comparison between +G (CB) and +H (CB) is one way for determining the obtained random bit.
We consider that if +G (CB) > +H (CB) (+G (CB) ≤ +H (CB)) we obtain a "0" ("1") bit, in a way similar
to [46].
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Fig. 3. (a) Probability of excitation of the G− polarization as a function of �on and +on
for 5mod = 100 MHz, �off = 2.5 mA, and CB = 4.5 ns. Experimental and simulated
values are plotted with circles and solid lines, respectively. (b) Linear dichroism as a
function of �on for which the simulated results of part (a) are obtained.

In order to quantify the probability of obtaining a certain bit, we define the probability of
excitation of the G−polarization, %(- > . ), as the probability of obtaining +G (CB) > +H (CB), that
is the probability of obtaining a "0" bit, ?(0). Fig. 3(a) shows with circles that probability as a
function of +on and as a function of the current when +on is applied, �on. The modulation and
sampling conditions are those of Fig. 2. Each of the points has been obtained with 104 bits.
The relation between �on and +on has been obtained by using the V-I curve since the modulation
frequency is small. %(- > . ) increases when �on increases because the G−linearly polarized
mode is excited at large values of the applied current in cw-operation [46]. The remaining
experimental results will be presented in Section 4 when compared with the theoretical results.

3. The Model

In this section we present the theoretical model, the Spin Flip Model (SFM), that describes the
dynamical evolution of the linearly polarized modes of a single-mode VCSEL [55]. The linearly
polarized complex electric fields in the G and H directions are �G (C) and �H (C), respectively.
There are two carrier variables. The first one is � (C) = (# (C) − #C )/(#th − #C ) where # (C), #th,
and #C are the carrier number, carrier number at threshold, and carrier number at transparency,
respectively. The second one is =(C), that is the difference of the carriers associated with the



spin-up and spin-down levels. The rate equations that describe the dynamical evolution of those
variables are [52, 53, 55, 56]
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and �C = #C/(#th − #C ).
The function '(�) corresponds to the non-linear carrier recombination. In our simulations the

injected current, �, follows a square-wave modulation of period ) , i.e., � (C) = �on during )/2, and
� (C) = �off during the rest of the period. Gaussian white noises, b+ (C) and b− (C) are considered to
simulate the effect of spontaneous emission noise. Both noises have zero mean < b8 (C) >= 0 and
time correlation given by < b8 (C)b∗9 (C ′) >= X(C − C ′) where 8, 9 correspond to subindexes + and -.
The parameters W0 and W? are the linear dichroism and the linear birefringence of the VCSEL,
respectively. Within the framework of the SFM, the W0 parameter is essential to describe the
polarization behavior of the VCSEL [39]. This parameter can be measured from the difference
between the spectral widths of the two linear polarizations [52, 57]. The measurement of this
parameter under cw-operation has shown that it depends on the bias current [52,58] and therefore
we consider in our model that W0 = W0 (�on). That dependence is illustrated in Fig. 3 of Ref. [52]
in which W0 is shown to decrease linearly with �on when �on ∼ �PS for another VCSEL that has a
polarization behavior similar to that described in the previous section. The meaning of the rest of
the VCSEL’s parameters can be found in Table 1.

4. Comparison between theoretical and experimental results

In order to perform a comparison between our experimental results and the results of the
theoretical model an extraction of the intrinsic parameters of the VCSEL is desirable. The
parameters of our VCSEL are obtained using the techniques described in [51–53] in which
high resolution cw-optical spectrum measurements are the basis of the extraction process. The
numerical values of the VCSEL parameters are included in Table 1. Using these parameters we
have integrated numerically Eqs. (1)-(4) using the Euler-Maruyama method [59, 60] with an
integration time step of 0.05 ps.



Table 1. VCSEL’s parameter values

Parameter Meaning Value

^ Field decay rate 33 ns−1

W? Linear birefringence 103.34 ns−1

W0 Linear dichroism variable

U Linewidth enhancement factor 2.8

V(� Spontaneous emission parameter 6.5 · 10−4

W Decay rate of � 1.59 ns−1

�# Differential gain 1.7 · 104s−1

#C Carrier number at transparency 2.04 · 107

#th Carrier number at threshold 2.43 · 107

WB Spin-flip relaxation rate 2100 ns−1

� Nonradiative coefficient 2.1 · 107 s−1

� Radiative coefficient 6.0 · 107 s−1

� Auger coefficient 7 · 106 s−1

Wefirst show the theoretical results obtained for %(- > . ) when W0 is constant and independent
of �on. Fig. 3(a) shows the simulated results for three different values of W0 (0.1, 0, and -0.1
ns−1) when using the same experimental conditions considered in Fig. 3(a). This figure shows
that we can not get a good agreement between experimental and theoretical results when using a
single W0 value. So as to get that agreement we need to consider the dependence of W0 on �on.
Fig. 3(b) shows the value of W0 that must be considered for each value of �on in order to get
that good agreement. We note that W0 is then considered as a fitting parameter since we do not
measure it directly. We follow this procedure because if we consider the W0 = W0 (�on) relation
obtained with the measurement procedure of Refs. [52, 57] we do not get a good agreement.
This is because the procedure in [52, 57] only applies to cw-conditions while in our experiment
there is a fast dynamical variation of the current between two different values. In this way the
relation W0 = W0 (�on) shown in Fig. 3(b) represents an effective value of W0 due to the modulated
operation of the device.
We show in Fig. 4(a) the time evolution of the power of the two linearly polarized modes

obtained with the same modulation conditions that were considered in the experimental results
of Fig. 2 and Fig. 3. A good agreement between our theoretical and experimental results is
observed. Fig. 4(a) shows that are some pulses in which one of the polarizations dominates over
the other during all its duration (see for instance the pulses beginning at 510 and 600 ns). There
is also a strong competition between both polarizations in some of the pulses (see for instance
the pulses beginning at 520 and 590 ns). If a much smaller modulation frequency is considered,
the G−polarized mode always dominates at the end of all pulses because the stable solutions are
reached. These solutions correspond to those observed in the cw-light current characteristics,
i.e., a large and a small value of the power for the G− and H−polarization modes, respectively.
We have checked that situation in our experiments and in our numerical simulations.

The dynamical evolution of the carrier number normalized by its value at threshold is shown
in Fig. 4(b). This figure shows that the number of carriers decrease below the threshold value



after the laser is switched-off (see, for instance, Fig. 4(b) for 515 < C < 520 ns) in such a
way that spontaneous emission noise dominates the evolution of both linearly polarized modes.
Fluctuations due to spontaneous emission then rule which linear polarization mode will be
preferably excited during the next pulse.
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Fig. 4. (a) Simulated time traces of the power of G (blue line) and H (red line) polarization
modes. The total power is also plotted with black line. (b) Simulated time traces of the
ratio between the carrier number and carrier number at threshold. 5mod = 100 MHz,
�on = 15.8 mA (+on = 1.3 V), �off = 2.5 mA, W0 = −0.013 ns−1, and CB=4.5 ns.

Fig. 5(a) shows the theoretical probability density function (pdf) of the G− and H−polarized
signals obtained with the modulation conditions and sampling time considered in Fig. 4. Both
pdfs have local maxima that appear close to the minimum and maximum values of the signals.
The corresponding experimental pdfs are shown in Fig. 5(b). Good agreement is found between
the experimental and theoretical results. This agreement could be improved by including the
effect of the noise in the photodetectors that has not been taking into account in our model. We
have also calculated the histogram of the ratio of the two experimental signals at the sampling
time, +H (CB)/+G (CB). Results corresponding to the pdfs in Fig. 5(b) are shown in the new Fig.
5(c). We have considered 5000 experimental values of +H (CB)/+G (CB). Fig 5(c) shows that the
histogram decreases as +H (CB)/+G (CB) increases. There is an accumulation of probability at low
values of that ratio: 80 % of the data have +H (CB)/+G (CB) between 0 and 10. In the remaining
data we find situations in which +H (CB)/+G (CB) reach very high values, indicating that the power
of the G-polarization is still very small at the sampling time.

5. Theoretical results for a VCSEL with no anisotropies

In this section we analyze the expected results when a VCSEL with no anisotropies is considered.
This can be taken into account in the theoretical model by assuming zero values for the amplitude
and phase anisotropies, i. e., W0 = W? = 0. Since we do not have a real device with such values
of linear dichroism and birefringence we have to limit ourselves to a theoretical analysis. For this
isotropic VCSEL the statistical properties of the light emitted in both linearly polarized modes
are expected to be similar. This is illustrated in Fig. 6 where the theoretical pdfs of the power of
the G− and H−polarizations are plotted for two different sampling times. G− and H−polarized
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Fig. 5. (a) Theoretical and (b) experimental pdfs of G and H signals at CB= 4.5 ns.
(c) Experimental histogram of +H (CB)/+G (CB). 5mod = 100 MHz, �on = 15.8 mA
(+on = 1.3 V), �off = 2.5 mA, W0 = −0.013 ns−1, and W? = 103.34 ns−1.

pdfs are very similar for both sampling times. For a large value of the sampling time both pdfs
have two local maxima similarly to those shown in Fig. 5(a). Those local maxima decrease as
the sampling time decreases in such a way that both pdfs become nearly constant when CB is close
to the rising edge of the pulses corresponding to the total power.

Since the statistical properties of the light emitted in both linearly polarized modes are similar,
we would expect that %(- > . ) is independent of the value of the sampling time in isotropic
VCSELs, taking a value close to 0.5. This is illustrated in Fig. 7(a) in which %(- > . ) is plotted
as a function of CB for the same modulation conditions considered in Fig. 6. Each point has been
calculated using a different simulation over 106 modulation periods. There are several advantages
to using isotropic VCSELs for random number generation. The first one is that the bias of raw
bits, 4 = %(- > . ) − 1/2 = ?(0) − 1/2, is small. The second one is that 4 is independent of
the sampling time, and the third one is that a small value of 4 is obtained independently of the
modulation parameters ( 5mod, �on, and �off). The first two advantages are well illustrated in Fig.
7(a). The third one will be illustrated in the following section in which we will consider much
higher modulation frequencies.
The independence of the values of %(- > . ) on CB is also well illustrated when comparing

with the values that are obtained with the parameters corresponding to the VCSEL described in
section 2. These values are shown in Fig. 7(b): there is a monotonous increase of %(- > . )
(over a much wider range than that in Fig. 7(a)) as CB increases. A similar increase was observed
in previous experiments under the same experimental conditions [46].
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6. Quantum random number generation at high modulation frequencies

In this section we analyze the random number generation process using a VCSEL that is gain-
switched at a repetition frequency of 2 GHz, much larger than in previous sections. We can only
present theoretical results, as the 600 MHz bandwidth limitation of our laser mount prevents
us from achieving high modulation frequencies. We will present results obtained with i) the
parameters of the VCSEL that we have used in the experiments, ii) the parameters of the isotropic
VCSEL, and iii) another set of parameters that will help us to understand the evolution of the
probability of excitation of a given linear polarization.

6.1. Theoretical results at high modulation frequencies

Fig. 8(a) shows the time evolution of the power of the two linearly polarized modes of the VCSEL
described in section 2 and section 3 when 5mod = 2 GHz, �on = 15.8 mA, and �off = 0 mA. While
the value of �on is equal to that considered in previous figures, the value of �off has been decreased
to zero for randomizing the evolution of both linear polarizations before the next pulse is emitted :



if the value of �off chosen at 5mod=100 MHz, 2.5 mA, is maintained at 5mod=2 GHz, the decrease
of the carrier number during the switch-off part of the modulation period is not enough for the
power of both linear polarizations to reach the small values dominated by spontaneous emission
noise. It is necessary to significantly decrease the value of �off for having a fast decrease of the
carrier number (see Fig. 8(b) from C =30.25 ns to C =30.5 ns) that leads to the noisy values of %G
and %H observed in Fig. 8(a) at the end of the modulation period (C =30.5 ns). The vertical scale
is logarithmic in order to appreciate better the fluctuations induced by the spontaneous emission
noise. The total power is also included in the figure. Similarly to low modulation frequency
results, random excitation of linear polarizations is observed in Fig. 8(a) due to the decrease
in the number of carriers well below the threshold value (shown in Fig. 8(b)) which leads to
spontaneous emission events dominating the dynamical evolution.
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Fig. 8. (a) Simulated time traces of the power of G (blue line) and H (red line) polarization
modes. The total power is also plotted with black line. (b) Simulated time traces of
the ratio between the carrier number and carrier number at threshold. 5mod = 2 GHz,
�on = 15.8 mA, �off = 0 mA, W0 = −0.013 ns−1, and W? = 103.34 ns−1.

An analysis, similar to that reported in Fig. 7, on the dependence of %(- > . ) on the sampling
time is shown in Fig. 9(a). This figure shows that %(- > . ) has a minimum at a value of the
sampling time CB = 0.2 ns for the VCSEL considered in our experiments (W? = 103.34 ns−1).
This value is very close to the time at which the total power has a maximum, as can be seen in
Fig. 8(a). Results corresponding to the isotropic VCSEL are also included in Fig. 9(a). Similarly
to Fig. 7(a), %(- > . ) is independent of CB and with a value close to 0.5.

Results corresponding to the VCSEL of our experiments excited with a larger value of �on are
shown in Fig. 9(b) with squares. Again a minimum %(- > . ) appears at a value close to the
time at which the total power develops a maximum. This time is smaller than that in Fig. 9(a)
because the value of �on is larger in Fig. 9(b). The values of %(- > . ) are larger in Fig. 9(b)
than in Fig. 9(a) since increasing the values of �on favours the G−polarization.
Fig. 9 shows that %(- > . ) is smaller than 0.5 when simulations are performed using the

parameters of our VCSEL (W? = 103.34 ns−1) modulated with 5mod = 2 GHz and for two different
values of �on. This happens even if the amplitude anisotropy favours the G−polarization. This
polarization is favoured because the W0 values (see Fig. 3(b)) are negative for both values of �on.
To understand why the G−polarization is not preferently excited when the amplitude anisotropy
favours it we have to consider the role played by the other VCSEL anisotropy, the phase anisotropy
characterized by the W? parameter. We now analyze how the results change when changing the
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Fig. 9. Probability of excitation of the G−polarization as a function of the sampling
time for (a) �on = 15.8 mA, and (b) �on = 24.5 mA. 5mod = 2 GHz, and �off = 0 mA.

sign of W?. The change of this sign means that the optical frequency of the G−polarization is
larger than that corresponding to the H−polarization (aG > aH). Fig. 9(b) shows with circles the
effect of changing the sign of W? on %(- > . ). %(- > . ) is now always larger than 0.5. This
indicates the important role also played by the phase anisotropy: the linearly polarized mode
that is preferently excited is the one that has the largest value of the optical frequency. This
is also confirmed by considering the case in which no amplitude anisotropies appear and only
phase anisotropies are considered. This is shown in Fig. 9(b) with triangles: again the G−linearly
polarized mode is preferently excited. The asymmetric behavior between both linearly polarized
modes is caused by the frequency asymmetry induced by the linewidth enhancement factor.

6.2. Post-processing and quality of randomness

One of the usual ways to test the quality of randomness is to perform the NIST statistical test. For
this, we obtained a long bit stream from the simulation of 1.413 ×109 periods similar to those
shown in Fig. 8(a). The considered parameters are those corresponding to the VCSEL that we
have used in our experiments with a sampling time of CB = 0.2 ns. The value of the bias obtained
for the complete sequence of raw bits is 4 = −6.95 × 10−2. We consider a post-processing
technique using linear corrector codes [33,61]. We use the efficient [=, :, 3]-BCH codes defined
over the finite field �� (2) where = + 1 is a power of 2 [33,62]. Using appropriate values of : and
=, the throughput (:/=) can be close to 1, while maintaining a very efficient bias reduction [61]
and achieving practically good level of security [62]. We have used the BCH code with parameters
[1023,1003,5] as in Ref. [33]. Using this post-processing we obtain a high throughput, 98%,
and 1.385 ×109 bits that have a bias of −6.96 × 10−7. Some other post-processing methods like
the Toeplitz-Hash algorithm are usually considered in the literature [63]. In both algorithms,
the linear corrector codes and the Toeplitz-Hash, a matrix with : rows and = columns (� and ) ,
respectively) is used to transform = raw input bits into : post-processed bits. There are a couple
of notable differences: i) ) is a dense matrix and requires a random bit vector [63], and ii) �
is a sparse matrix that is defined by the coefficients of a known cyclic polynomial [61]. As a
consequence, a post-processing using � is more computationally efficient than using ) , both
hardware and software. In any case, a more exhaustive comparison between both post-processing
methods is desirable to know their advantages and disadvantages. This comparison will be the
subject of future work.



Figure 10 (a) shows the results obtained with the NIST statistical test applied to the post-
processed bits. Each test is performed using 1000 sequences of 1 million bits each with a
statistical significance level, U = 0.01. In Fig. 10 we show the P-valueT, that gives an idea of
the uniformity of the distribution of the P-values [49], and the proportion of sequences passing
the test. For test that return multiple P-valueT and proportions, the more representative case,
that is the one having a P-valueT closest to the median of P-valueT, has been plotted. Two
criteria are used in these tests for “success”: i) the P-valueT must be larger than 10−4, and ii) the
proportions must be in the (0.9805607,0.9994393) confidence interval [49]. These values have
been included in Fig. 10 using horizontal dashed lines. Results shown in Fig. 10 (a) confirm that
the post-processed bits sequences obtained from the simulation of the VCSEL’s dynamics at 2
Gbps rate are sufficiently random for passing the statistical test of NIST.
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Fig. 10. NIST test results for data obtained using (a) the parameters of the VCSEL of
our experiment (W0 = −0.013 ns−1, and W? = 103.34 ns−1), and (b) the parameters of
the isotropic VCSEL (W0 = W? = 0 ns−1). 5mod = 2 GHz, �on = 15.8 mA, �off = 0 mA,
and CB = 0.2 ns.

We perform a similar analysis for the case of the isotropic VCSEL by using the same simulation
parameters with the exception of W0 and W? (W0 = W? = 0 ns−1). The value of the bias obtained
for the complete sequence of raw bits, 1.130 ×109 bits, is 4 = −9.76 × 10−4. We now wonder if
this raw data bits pass the statistical test, so we have used them as input for the NIST statistical
test suite with U = 0.01. We have tested the randomness of 1000 sequences of 1 million bits each.
There are 10 tests for which the proportion of sequences that pass the tests is larger than 98%
(block frequency, longest runs, binary matrix rank, FFT, non-overlapping template, Maurer’s
universal, linear complexity, entropy, random excursions and random excursions variant). The
proportion obtained for the other six test does not reach the 98% value, going from 69% (frequency
test) to 97.2% (serial test). In this way these raw data bits do not pass NIST test. These results
remark the necessity of a post-processing of the raw data in order to pass the complete set of
NIST tests. In this way we have used the same [1023,1003,5]-BCH code to obtain 1.108 ×109

bits that have a bias of −2.21 × 10−5. Figure 10 (b) shows the results obtained with the NIST
statistical test applied to these post-processed bits. These results confirm that the post-processed
bits sequences obtained for the isotropic VCSEL at 2 Gbps rate are also sufficiently random for
passing the statistical test of NIST.

The P-valueT and the proportions averaged over the 16 tests, <P-valueT> and <Prop>, can be
used to quantitatively summarize the results of the test of NIST [33]. The spreading of proportions
around <Prop> is also quantified by including the standard deviation of the proportions over the
tests, fProp. The values of these quantities for Fig. 10(a) (Fig. 10(b)) are <P-valueT>=0.5326
(0.3600), <Prop>=0.9894 (0.9894) and fProp=0.0043 (0.0036). These values are similar to those



experimentally obtained at much smaller modulation frequencies [33].

7. Summary and Conclusion

Summarizing, we have reported a characterization of the fluctuations of the linearly polarized
modes of a gain-switched VCSEL for QRNG applications. We have compared our experimental
results with those obtained from a stochastic rate equations model incorporating the intrinsic
parameters of the laser found using the state-of-the-art experimental techniques. We have found
good agreement between our experiments and simulations only when considering the dependence
of the linear dichroism of the VCSEL on the injected bias current. This good agreement can
be used to establish a validation process that permits to monitor the device behaviour to detect
malicious intrusion or malfunctioning of the QRNG. For instance, we can consider a laser-seeding
attack on the QRNG similar to that analyzed for QKD [64]. This attack consists of an eavesdropper
injecting light into the VCSEL to try to change the light emitted by the device in such a way that
the sequence of random bits is determined by that eavesdropper. This attack can be detected
when comparing the theoretical and experimental pdfs shown in Fig. 5 since the optical injection
will change qualitatively and quantitatively the shape of the experimental pdfs. A potential
countermeasure would be to increase the level of optical isolation of the VCSEL.
Simulations of the model have been used to look for parameters that maximize the QRNG

performance. Following this direction we have considered the performance when considering a
VCSEL with vanishing values of the amplitude and phase anisotropies. Using these VCSELs
have the advantages of i) obtaining a low value of the bias of the raw bits, and ii) this bias is
independent on the sampling time and on the modulation parameters. We have also used the
simulations of the model to predict the QRNG performance at high modulation frequencies. We
have demonstrated that the linear dichroism parameter is not the only relevant parameter for
determining the probability of excitation of a given linearly polarized mode because the phase
anisotropy can also play a key role in that determination. Finally, we have shown that random bits
obtained at 2 Gbps rates, after appropriate post-processing, fully pass the NIST statistical test.
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