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Abstract

In this paper we study the linear congruential generator on elliptic curves from the crypto-
graphic point of view. We show that if sufficiently many of the most significant bits of the
composer and of three consecutive values of the sequence are given, then one can recover
the seed and the composer (even in the case where the elliptic curve is private). The results
are based on lattice reduction techniques and improve some recent approaches of the same
security problem. We also estimate limits of some heuristic approaches, which still remain
much weaker than those known for nonlinear congruential generators. Several examples are
tested using implementations of ours algorithms.
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1 Introduction

A PseudoRandom Bit Generator(PRBG) is a deterministic algorithm that, once initialized
with some random value (called the seed), outputs a sequence that appears random, in the
sense that an observer who does not know the value of the seed cannot distinguish the output
from that of a (true) random bit generator. PRBG’s have important applications on simula-
tions (e.g. for the Monte Carlo method), electronic games (e.g. for procedural generation),
and cryptography. Good statistical properties are a vital requirement for the output of a
PRBG. Cryptographic applications require the output not to be predictable from earlier out-
puts, and more elaborate algorithms, which do not inherit the linearity of simpler PRBGs,
are needed.

There is a vast literature devoted to generating pseudorandom numbers using arithmetic
of finite field and residue rings, see [33, 37, 38, 45]. In 1994, Hallgreen [21] proposed a
pseudorandom number generator based on the group of points of an elliptic curve defined
over a prime finite field.
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For a prime p, denote by I, the field of p elements and always assume that it is rep-
resented by the set {0, 1, ..., p — 1}. Accordingly, sometimes, where obvious, we treat
elements of I, as integer numbers in the above range.

Let E be an elliptic curve defined over F), given by an affine Weierstrass equation, which
for ged(p, 6) = 1 takes form

Y2 =X’ +aX +b, (1)

for some a, b € F, with 4a® + 27b # 0.
We recall that the set E(IF),) of IF,-rational points forms an abelian group, with the point
at infinity O as the neutral element of this group (which does not have affine coordinates).
For a given point G € E(F,) the Linear Congruential Generator on Elliptic Curves,
EC-LCG is a sequence U, of pseudorandom numbers defined by the relation

U, =U,_18G=nGdUy, n=1,2,..., 2)

where @ denotes the group operation in E(IF,) and Uy € E(IF)) is the initial value or seed.
We refer to G as the composer of the EC-LCG.

It is clear that the period of the sequence (2) is equal to the order of G. The EC-LCG
provides a very attractive alternative to linear and non-linear congruential generators with
many applications to cryptography and it has been extensively studied in the literature, see
[3, 12,17, 18, 21, 22, 34, 35, 39, 40].

In the cryptographic setting, the initial value Uy = (xo, o) and the constants G, a, and b
are assumed to be the secret key, and we want to use the output of the generator as ephemeral
key of a stream cipher. Of course, if two consecutive values U, are revealed, it is almost
always easy to find Up and G. So, we output only the most significant bits of each U, in the
hope that this makes the resulting output sequence difficult to predict.

It is known that not too many bits can be output at each stage: the EC-LCG is unfortu-
nately predictable if sufficiently many bits of its consecutive elements are revealed, see [20,
31, 32].

Now, we are formalising the results. Assume that the sequence (U},) is not known, but for
some n, approximations W; of two consecutive values U, j, j = 0, 1 are given. The results
involve another parameter A which measures how well the values W; approximate the
terms U, ;. This parameter is assumed to vary independently of p subject to satisfying the
inequality A < p (and is not involved in the complexity estimates of our algorithms). More
precisely, we say that W = (xw, yw)€ F%} is a A-approximation to U = (xy, yy)€ IF?, if
there exist integers e, f satisfying:

lel, |[fI <A, xw+e=xy, yw+ f =yvu.

In general, we say that W = (a1, 02,...,0,)€ IF’I’J is a A-approximation to U =
(x1,x2,...,x,)€ IF’[’7 if there exist integers €;, (i =1, ..., n) satisfying:
leil <A, ai+€¢=x;, i=1,...,n.

The case where A grows like a fixed power p? where 0 < 8 < 1 corresponds to the situation
where a positive proportion § of the least significant bits of terms of the output sequence
remain hidden. The goal is to get § as much larger as possible, recovering the rest of the bits
in polynomial time.

The problem is a particular case of the following computational problem: given
X, .o, X)), ..., fs(X1, ..., Xpp) irreducible multivariate polynomials defined over the
integer ring Z, having a common root (xy, . .., X,) modulo a known integer N, namely,

filxt,...,xy) =0mod N, i=1,...,s.
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The root should be small root, in the sense that each x; is bounded by a known value
A. We require to bound the sizes of A allowing to recover the desired root in polynomial
time. For polynomial in one variable an algorithm has been given by Coppersmith in [9].
For bivariate polynomials does exist different methods in [6, 10, 11, 16] and, for general
multivariate polynomials in [16, 24]. All of them are based on the so called lattice reduc-
tion techniques, also called the LLL techniques, because the celebrated LLL algorithm of
Lenstra, Lenstra and Lovasz [30]. However in the general case only heuristic results are
known, which are just generalization of the original result by Coppersmith.

An algorithm to recover the seed Up in deterministic polynomial time if A < pl/e,
requiring compute a closest vector of a lattice of dimension 8 and coefficients size log p is
presented in [20]. The recent results [31, 32] recover ‘heuristically’ the seed Up if A < pl/ 3,
The heuristic method, since there is no guarantee of success, may fail by several reason,
among them the difficulty of finding a short vector in a high dimensional lattice. Since the
number of the monomials is quite large; those results does not imply practical attacks, since
the naive application of Coppersmith method is impractical for high dimensional lattice.

The computation which is theoretically polynomial-time becomes in practice prohibitive,
for instance and according to [32], if the quality is 0.187 < 0.2 = 1/5 requires 188
polynomials and 314 monomials, so the lattice dimension is 502.

In this paper, we prove a deterministic algorithm to recover the seed Uy in polynomial
time if A < p!/®, requiring compute a closest vector of a lattice of dimension 5. Previous
result in [20] required a lattice of dimension 8.

k—1
We also provide an heuristic method to recovering Uy if A < p%-2, requiring compute a
closest vector for a lattice of dimension 3k — 1, when k > 2 consecutive A —approximations
to points U;, (0, ...,k — 1) of the curve E are given. A similar result is also presented in

[31, 32] with a theoretical better bound A < p% , but again requiring computing LLL’s
algorithm for a lattice of huge dimension. In fact, there is no practical way of testing their
methods, not only because the lattice large dimension used, but the size of the prime p
should be several hundreds of bits. On the other hand, for instance, we can recover the
sequence produced by EC-LCG if only three consecutive A—approximations are given as
soon as A < p!/3 requiring, the most time consuming, to find a closest vector for a lattice
of dimension 7, and it matched by primes p of only 1000 bits.

In principle, we cannot obtain any approximation to composer G from any approxima-
tions to two consecutive values U,, U, of the EC-LCG, because the elliptic curve group
operation. We also rigorously demonstrate our approach in the special case when we have
an approximation to composer G; we show that given A if sufficiently many of the most
significant bits of G and of three consecutive values U,, Uy,+1, Uy42 of the EC-LCG are
given, one can recover the seed Up and the composer G as soon as O(A) < p'/® requir-
ing compute two closest vector for two lattices of dimension 7. And heuristic algorithm if
0(A) < p*'? by computing a short vector for a lattice of dimension 9. Finally, we obtain

an heuristic method to recovering the whole sequence if A < p% , by computing a closest
vector of a certain lattice of dimension 4k—3 when k > 2 consecutive A—approximations to
points U;, (0, ..., k—1) of the curve E and an A—approximation to composer G are given.

This suggests that for cryptographic applications EC-LCG should be used with great
care. For the linear congruential generator similar problems have been introduced by
Knuth [26] and then considered in [7, 13, 23, 27]; see also the surveys [8, 28]. The quadratic
congruential generator and the inverse congruential generator have been studied in [4] and
[15], see also the recent paper [44] for a more general problem

On the other hand, our results are substantially weaker than those known for the linear
and nonlinear congruential generators.
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The remainder of the paper is structured as follows. We start with a very short outline
of some basic facts about the Closest Vector Problem (CVP), and the polynomial equations
associated to the elliptic curve abelian group in Section 2. In Section 3 we attack the EC-
LCG when the composer G is known. Section 4 is dedicated to study the case when the
composer G is private. Then in Section 5 we discuss the results of numerical tests of pour
approaches. We conclude with Section 6, which makes some final comments and poses
open questions.

Throughout the paper, we use the convention that the parameters on which the implied
constant in a Landau symbol O are written in the subscript of O. A symbol O without a
subscript indicates and absolute implied constant.

2 Preliminaries
2.1 Closest vector problem in lattices

Here we review some results and definitions concerning the Closest Vector Problem, all of
which can be found in [19]. For more details and more recent references, we recommend
consulting [23].

Let {by, ..., by} be a set of linearly independent vectors in R". The set
L={ciby+---+csbg|ct,...,c5 €7}
is an s-dimensional lattice with basis {by, ..., bg}. If s = r, the lattice L is of full rank.

One basic lattice problem is the Closest Vector Problem (CVP): given a basis of a lattice
L in R® and a shift vector t in R?, the goal is finding a vector in the lattice £ closest to the
target vector t. It is well known that this problem is NP-hard when the dimension grows.
However, it is solvable in deterministic polynomial time provided that the dimension of £
is fixed (see [25], for example).
In fact, lattices in this paper consist of integer solutions:
X = (x0,...,Xs—1) € Z° of a system of congruences
s—1
ZaijxiEOmodqj, j=1,...,m,
i=0
modulo some positive integers ¢, .. ., g,;. Typically (although not always) the volume of
such a lattice is the product O = qg - - - g. Moreover, all the aforementioned algorithms,
when applied to such a lattice, become polynomial in log Q. If
textbfby, ..., by} is abasis of the above lattice, by the Hadamard inequality we have:

s
[Tl = vol(£). 3)
i=1
For a slightly weaker task of finding a sufficiently close vector, the celebrated LLL algo-
rithm of Lenstra, Lenstra and Lovéasz [30] provides a desirable solution, as noticed by [2],
that is, a polynomial time algorithm in the bit size coefficients of the lattice basis and also
of the lattice dimension. Here, we state this result as Lemma 1.

Lemma 1 There exists a deterministic polynomial time algorithm which, when given an s-
dimensional full rank lattice L and a shift vector t, finds a lattice vector u € L satisfying
the inequality

It —u| <2*?>min{|lt —v||: v e L)
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An outline of the algorithms presented in this paper goes as follows. They are divided
into two stages.

® Stage 1: We construct a certain lattice £ of dimension s; this lattice depends on the
given approximations. We also show that a certain vector E directly related to miss-
ing information is a very short vector. A closest vector F is found; see [25] for fixed
dimension and Lemma 1 the approximation solution for arbitrary dimension.

® Stage 2: We show that F provides the required information about E if the approximation
is good enough.

Many other results on both exact and approximate finding of a closest vector in a lattice
are discussed in [19, 23].
2.2 The polynomial equation of the group associated to an elliptic curve
The operation @ acts over the points P = (xp, yp) and Q = (xg, yp) of E(F,) with
P, Q # O as follows:
P®Q=R=(xg,yr)

If xp # x¢, then

2
XgR=m"—Xxp —Xxg, YR =m(xp —XR) — yp,

-y 4
where m = 222 S
Xg—Xxp

If xp =xg but yp # yg,then P @ Q = O.
If P= Qand yp # 0, then

xg =m? —2xp, yg =m(xp — Xg) — yp,
3x%+a (5)

where m = e

e IfP=Qandyp =0,thenPd Q= 0.

See [1, 5, 43] for these and other general properties of elliptic curves.

Our context is a pseudorandom bit generator which outputs affine points in an elliptic
curve. One obtains recursively them by operating a fixed composer G to the previous value.
So, almost always, the above equations in the first case (4) will determine the process.

If P is not Q or —Q, then, clearing denominators in (4), we can translate P & Q = R
into the following identities in the field IF,:

Ly =Li(xg,y0,xp,yp,xg) =0mod p
and
Ly = La(xg, yg,Xp, yP, XR, yr) = 0 mod p,

where
Li=xn3 2 _ 2 _ 2
1=x0” +XgrxQ Xpxg 2XRXQXp — XQXp
+xp3 +2y0yp + xrxp% — yo? — yp°, (6)
Ly = yrxg — YRXp — ypXp + YQXR — YPXR + YpXQ.

Lemma 2 Let Ll(XQ, YQ, Xp,Yp, XR), Lz(XQ, YQ, Xp,Yp, XR, YR) be elements of
the polynomial ring F,[X g, Yo, Xp, Yp, Xg, YRl and let U, V, W be algebraically inde-
pendent variables.
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1. Let ® be the linear transformation:
(Xp—)XP,YP—>YP,XQ—>XP+U,YQ—>YP+V,XR—>XP+W)
we have ®(L1) = 3XpU? + U3 + U?W — V2.

2.
Li(Xg,Yo+U,Xp,Yp+U,Xpr)=L1(Xg,Yo,Xp,Yp, Xr)
Ly(Xo+U,Yp, Xp+U,Yp, Xp+U,YRr) =L2(Xp, Yo, Xp,Yp, Xr, Yr)
Proof 1t is straightforward. O

On the other hand, since P = (xp, yp), Q = (xg, yo) and R = (xg, yg) are points of
the elliptic curve E, we have:
yp =xp +axp +b,
y2Q :x; +axg +b,
ylze = xp +axg +b.

Eliminating the curve parameters a, b and assuming that xp # xg, we obtain the following
polynomial L3 € Fp[Xg, Yo, Xp, Yp, Xg, Y]

3 3 3 2 3 2
L3:—XRXP+XRXQ-|—XRXP—XRYP—XRXQ+XRYQ

7
+YiXp —YiXo — X}pXo+ XpX,, — XpY) + Y5 Xg ™

verifying L3(xg, Yo, Xp, Y0, Xr, Yr) = 0 mod p. Now, we consider the linear map © :
Xo —> X0, Yo—>Yp+U,Xp—> Xp,Yp—> Yp, Xp —> Xg,Yp—> —Yp+V)
O(L3) =RU(Xg — Xp)+2V(Xg — Xp)IYp+ A ®)

where degree of A € F,[Xp, Yo, Xp,Yp, Xg, Yr, U, V] with respect the variable Yp is
Zero.

3 Predicting EC-LCG for Known composer

Assume that a, b are unknown, but the prime p is given to us. In [20] shows that when we
are given A-approximations W, W, ;| to (respectively) two consecutive affine values U,
U, +1 produced by the EC-LCG; we can recover the exact values, provided that xo does not
lie in a certain set, whose size is bounded by O(A9). Note that once two affine points in a
curve as (1) are given, such that their first component is different, the curve (the parameters
a and b) are determined. Then, after discovering the values U,, and U, , we can reproduce
(backwards and forwards) the whole sequence. To simplify the notation, we assume that
n = 0 from now on.
We write W; = («j, Bj), U; = (xj,y), for j =0, 1; so there exist integers e;, f; for
j=0, 1 with:
xj=ajtej, yi=Bj+/f; )
lejl 1fjl <A, j=01.

Theorem 1 [20] With the above notations and definitions, there exists a set U(A; a, xg,
vG) € F, of cardinality #U(A; a, xG, yg) = O (A®) with the following property: whenever
xo & U(A; a, xG, yg) then, given A—approximations Wy, W1 to two consecutive affine
values Uy, Uy produced by linear congruential generator on elliptic curves (2), and given
the prime p one can recover the seed Uy in deterministic polynomial time.
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The proof of this result in [20], the ‘bad’ set of values U (A; a, xg, yg) for the compo-
nents xg is described, proving whenever that value lies outside the set, the algorithm works
correctly. Furthermore, the size of the set is asymptotically bounded with A®. This means
that if A = o(p'/®) and p is large enough, assuming an uniform distribution of probabilities
for xo € IF),, the method is unlikely to fail.

The proof in [20] requires the two polynomials L and L; of (6) and 8 monomials, so
the involved lattice has dimension 8. Here, we use only the polynomial Ly of (6), then
the corresponding lattice dimension is only 5. The present proof is a simple observation
of the same strategy, we have included here a significant part of the details for the reader
convenience.

Proof We assume that xo € F, is chosen so as not to lie in a certain subset U (A; a, xg, yG)
of FF,, We place the value xg € U(A; a, xg, yG), so that Up is not G or —G. Then, clearing
denominators in (4),
U=Uy®d G (10)
we obtain
Ly(xG, yG X0, Y0, X1, ¥1) = 0 mod p,

Using the equalities x; = «j +¢; and y; = B; + f; for j = 0, 1, the polynomial L; of
(6) become:

(—=B1 — yg) eo + (xGg — 1) fo+ (y¢ — Bo) e1 + (xG — ap) f1 — [eo f1 + e1 fol =

Brao — xGB1 + yoao — ygar + Boar — x6Po-
Now, we linearize this polynomial system. Writing

By
B
B3
Bs

is it easy to check that the vector
E = (Aeg, Afo, Ae1, Afi,e1fo+eof1) =
(AE1, AE>, AE3, AEy, Es)
is a solution to the following linear system of congruences:
> | BiX; + ABs = ABymod p,
X]EXQEX3EX4 =0mod A
Moreover, bounds (9) implies E is a relatively short vector. We have:
|Eil < A,i = 1,2,3,4, |Es| <24% ||E| < vBA%. (13)

Let £ be the lattice consisting of integer solutions X = (X, X»,..., X5) € 73 of the
system of congruences:

Brag — xgP1 + yeao — year + Poar — xgBo mod p,
—B1 —yg mod p, By = xg — a1 mod p,

v — Bo mod p, Bs=xg — ap mod p,

—1 mod p.

an

12)

4
> BiXi + BsXs =0mod p,
i=1
XlEXZEX3EX4 = 0 mod A. (14)
We compute a solution T of the system of congruences (12), using linear diophantine
equations methods. Applying an algorithm solving the CVP for the shift vector T and the
lattice (14), we obtain a vector

F = (AF|, AF>, AF3, AFy, Fs).
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We have F = v 4 T (where v is the lattice vector returned by the CVP algorithm) is the
vector of minimal norm satisfying (12), hence F must have norm at most equal to the norm
of the solution E. Using the bounds (13), we get:

IF| < +/8AZ%. (15)

Note that we can compute F in polynomial time from the information we are given. We
might hope that E and F are the same, or at least, that we can recover the approximations
errors from F. If not, we will show that xo belongs to a subset U(A; a, xg, yg) € F, of
cardinality #4(A; a, xG, y¢) = O(A%). Vector D = E — F lies in £:

D= (AD|,ADy, AD3, ADy,Ds), D;=E; —F;,i=1,...,5.
Bounds (13) and (15) imply ||D|| < 4A? and
|Di| <4A,i=1,2,3,4, |Ds| <4A>

From here, by closely following the proof in [20], since only depends on L, and D;, we
bound the “bad” possibilities for which this process does not succeed. O

We now present some heuristic arguments showing that Theorem 1 could possibly be
strengthened so that it becomes nontrivial when the precision A is of the order of p'/4 rather
than of order p!/° as currently.

The heuristic that we use is of a totally different nature than that used in the so called
Coppersmith’s method, where the heuristic assumption is that all created polynomials define
a zero dimension algebraic variety. Here, we use the so-called “Gaussian heuristic” that
suggests that and s-dimensional lattice £ with volume vol(L) is unlikely to have a nonzero
vector which is substantially shorter than vol (£)1/5. Moreover, if it is known that such a
very short vector does exist, then up to a scalar factor it is likely to be the only vector with
this property.

Let us formalise the problem. Again, we assume that a, b are unknown, but the prime p is
given to us. Suppose that we are given k > 2 consecutive A—approximations W; = («;, B;)
toU; = (xj,y;) € EF,) (j =0,...,k— 1), produced by the EC-LCG, so there exist
integers e, f; with:

xj=ajte; yi=Bj+7f; (16)
lejl, 1 fil <A, j=0,....k—1

Theorem 2 With above notation, under the ‘Gaussian heuristic’ we can recovering the seed

k—1
Uy in polynomial time in log p as soon as A < p#*=2 by computing a closest vector of a
certain lattice of dimension 3k — 1.

Proof As in the previous Theorem 1 we use only the polynomial L; in (6) for a pair of points
(Uj,Ujy1) for j =0,...,k — 2. Again, we translate U;; = U; ® G into a polynomial
system of equation:

0
L§ )(xG+ ¥G X0, Y0s 15 Y1) = L2 (X6 Y6 X0, Y0, X1, y1) = 0 mod p,
Lgl)(xc, YGs X1, Y1, X2, y2) = La(xg, yG, X1, y1, X2, y2) = 0 mod p,

k-2
L; ) (XGs YGs Xh—2s Yh-2, Xk—1s Ye1) = L2(XG' Y6 ¥k—25 k-2 Xk—1, Yk—1) =0 mod p.

Using the equalities (16) the above polynomial L;j ), for j =0,...,k — 2, becomes:
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(=Bj+1 = v6) ej + (xa — aj+1) fi + (yo — Bj) ej1 + (xG — @) fiz1 — lej fi41 +
ej+1fil=
Bj+1aj —xGBj+1 +yoa; — yoaj+1 + Bjaje1r — x6P;.
Now, we linearize this polynomial system. Writing, for j = 0,...,k — 2 and fori =
0,....k—1:
2V =By — x6Bj+1 + y6; — yoaj+1 + Bjejr1 —xGBj mod p,
AY = —Bjy1 — yg mod p, A}Ql = yc — Bj mod p,
=xg — oy mod p, B;J) = xg —oj mod p,
) — ) — ; S\ :
Al.‘ =0 mod p, B, ;Omodp, i#jVvi£j+1,
¢ = —1mod p, ¥’ =0mod p, j #i.
we obtain that vector E =

(Aeg, Aey, ..., Aex—1, Afo, Af1, ..., Afi_t,

eifot+eofi.eaft +eifa, ..., ek—1fi—2+ex—2fk-1)
= (AEy, ..., AE, AEiyy, ..., AEy, Eoptq, ..., E3p—1)

is a solution to the following linear system of congruences (j =0, ...,k — 2):
S AL X+ X5y B Y+ Y2 AC 2 = A% mod p,
Xo=X1=...= Xj—1 =0mod A a7
Yo=Y =...=Y = 0 mod A.

Moreover, bounds (16) imply E is a relatively short vector. We have:
IE| < V6k — 6A2. (18)
Let Ly be the lattice consisting of integer solutions:

(X0, s Xk, You oo, Yie1, Zo, ..., Ziy) € 23K

of the system of congruences, (j =0, ...,k —2):
k—1 k—1 k—1
S AVX: +Y BPY; + > ACZi = 0mod p, (19)
i=0 i=0 i=0
X()EX] E...EXk_l =0mod A
Yo=Y =...=Y;,_1 =0mod A.

We compute a solution T of the system of congruences (17), using linear diophantine
equations methods. Applying an algorithm solving the CVP for the shift vector T and the
lattice (19) we obtain a vector

F=(AF,..., APy, Fopt1, ..., F3—1).

We have F = v 4 T (where v is the lattice vector returned by the CVP algorithm) is the
vector of minimal norm satisfying (17), hence F must have norm at most equal to the norm
of the solution E. Using the bounds (18), we get:

[F|| < V6k — 6A°. (20)

Note that we can compute F in polynomial time from the information we are given, see
Lemma 1. We might hope that E and F are the same, or at least, that we can recover the
approximations errors from F. The volume of the lattice (19) is pk —1 A% (see Section 2.1)
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Then, using (20) and Gaussian heuristic vector E is likely to be the one founded whenever
k—1 2k
A? < p3ET AT, this is:
A< p%.
This finishes the proof. O

This time, we did not provide a rigorous proof to bound the number of possibilities for
which this method could fail. We will see in Section 5 that our SAGEMATH implementation
certifies the above bound.

The following illustrates the importance of knowledge parameter a of the elliptic curve (1).

Remark 1 1If three consecutive values of the EC-LCG are given, then can eliminated G from
UydG=Ujand U1 & G = U,:

U, @ Uy =2U;

So, given three A—approximations to Uy, Uj, U, and, assuming that Up and U are not
G or —G and ygy; # 0, clearing denominators in (4) and (5) we can translate equation
U @ Uy = 2U into two polynomial identities in the field IF,, but involving the unknown
parameter a.

On the other hand, given the parameters a and b of the elliptic curve (1) and
A—approximation («g, Bo) to point P = (xg, yo) of the curve we can recover P as soon as
A< p1/7, see [14, 16].

4 Predicting EC-LCG for unknown composer

In previous section, it has been assumed that the cryptanalyst has access to the composer
G, which places his task in a quite optimistic frame. This section is devoted to the case that
the parameter G is also private. This case is studied in [20] and also [32] requiring three
approximations, no necessarily consecutive, instead of two. They consider the information
given as approximations to arbitrary points in the same elliptic curve, in such a way that
they are not taking advantage from the knowledge of the procedure which has generated
them. In other words, they provide a method to recover three points lying in an elliptic
curve in the form (1), given corresponding approximations. And then use that method in the
frame of an EC-LCG and three values partially revealed. Both methods are heuristics. In
[20] requieres a A—approximations such that A < p!'/46_ a better result is presented in [31,
32], which requieres A < p!'/>*. Both methods are looking for small roots of polynomial
(7) L3 € FP[XQ, YQ, Xp,Yp, Xg, Yr].

We assume that approximations to the coordinates of G = (xg, yg) € E(F)) and also
Wy, W,y to (respectively) two consecutive affine values Uy, U,4 produced by the EC-
LCG; we are trying to recover the exact values, provided that the approximations are good
enough.

We write G = (Yx,yy) and W; = (a;, Bj), U; = (xj,y;), for j = 0, 1; so there exist
integers hy, hy and ¢;, f; for j=0, 1 with:

XG=Vx+he, yo=vy+hy, & |hil |hy| <A
xj=aj+tej, yj=Bj+f Q1)
lejl.1fil <A, j=0,1.
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The first attempt to design a such procedure would be, as in the previous Theorem 1,
translate (10) into the identity in the fielp F, getting
L>(xG, yG, X0, yo, X1, y1) = 0 mod p,

and looking for small roots of L,. However, Lemma 2-(2) shows it is no possible recovering
the seed. Neither from L; = 0 mod p, again by Lemma 2-(2). So, we have to involve both
polynomials:

Ly =0mod p, L, =0mod p

First, we rigorously demonstrate how recovering only abscissa coordinates if A < p'/6.

Lemma 3 With the above notations and definitions, there exists a set U(A)C ]F?, of car-
dinality #A(A) = O (p> A®) with the following property: whenever P = (xg, yG, X0, Yo,
X1, ¥1) € U(A) then, given A—approximation

to point P and given the prime p, one can recover xg, X, X1 in deterministic polynomial
time by computing a closest vector of a certain lattice of dimension 5.

Proof First, we place all points of the form (xg, yg, X0, X1, Y0, Y1) € U(A), so that Uy is
not G or —G. We write L) as

Ly =Xp+YR)Xo—Xp)+ Xp—Yp)(Xp — Xp).

Taking Wo = Yp + Yg, Vo = Xg — Xp, Wi = Yp — Yp, V1 = Xp — X, we consider
polynomial Ly € F,[Wy, Wi, Vo, V11:

Ly = WoVo + W1V,
We write
wo=Yyo+Yy1, Vo=2XG—X0, WI=Y—YG, VIl =2X0—X]| (22)

From (21), we obtain (Bo + B1, yx — a1, B1 — yy, @0 — @1) = (bo, ap, b1, ar) is 2A-
approximation to the root (wg, vg, wi, v1) € F‘; of L. So, rewriting the (21) and (22):

wo = by + fo, vo =aop+ep, wi =by + f1, vi =a1+e1, lejl,|fjl <27, j=0,1.

The polynomial Ly e F,[Wo, Wi, Vo, V1] becomes: 9
boeo + ao fo + breo + a1 f1 + leo fo + e1 f1] = —(aobo + a1b1)
Writing:
Co = —(aobg +a1by) mod p, Cy=bymod p, C=apmod p,
C3; =bymod p, Cs=a;modp, Cs=1modp.
we obtain that vector
E = (Aeo, Afo, Aer, Afi, e fo+ e1 f1) =
(AE|, AE>, AE3, AE4, Es)
is a solution to the following linear system of congruences:
4
Y CiXi 4+ ACsXs = ACo mod p, (24)

i=1
X]EX25X3EX4 = 0 mod A.
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Moreover, bounds (23) imply E is a relatively short vector. We have:

|Ei] <2A,i=1,...,4, |Es| <4A% ||E| < /3247 (25)

Let £ be the lattice consisting of integer solutions X = (X, X3, ..., X5) € 73 of the
system of congruences:
4

Y CiXi+ ACsXs =0mod p, (26)

i=1
Xi=X,=X3=X4 =0mod A.

We compute a solution T of the system of congruences (24), using linear diophantine equa-
tions methods. Applying an algorithm solving the CVP for the shift vector T and the lattice
(26), we obtain a vector

F=(AF|, AF, AF3, AFy, Fs)

We have F = v + T (where v is the lattice vector returned by the CVP algorithm) is the
vector of minimal norm satisfying (24), hence F must have norm at most equal to the norm
of the solution E. Using the bounds (25), we get:

IF] < /3242 27

Note that we can compute F in polynomial time from the information we are given. We
might hope that E and F are the same, or at least, that we can recover the approximations
errors from F. If not, we will show that (xG, yg, X0, Yo, X1, y1) belongs to a subset U (A) C
FS of cardinality #4/(A) = O (p°A®).

Vector D = E — F lies in L:

D = (ADy,ADy, AD3, ADy4, Ds), D;j=E;—F;,i=1,...,5.
Bounds (25) and (27) imply ||D|| < 8+/2A2 and
ID;| <8V2A,i=1...,4, |Ds| <8V2AZ% (28)
Now, we distinguish two cases:

1. Di=0modp,i=1,...,4,
2. Dj;is nonzero for somei,i =1,...,4

In the first case, we can recover the root (wg, vg, w1, v1) of the polynomial Ly(Wo, Vo,
Wi, V1), then by (22), we have

XG = X0+ v, X1 =X0—V1, YG=Yo— Wi.
Substituting those equalities into (6) polynomial L and since xg # xo, that is vg # 0, then
by Lemma 2-(1) we can recover xg, X0, X1-

Hence, we may assume that D; is nonzero for some i,i = 1, ..., 4. Substituting b; =
W;—ej,a; =V; — fj, j =0, L in the first equation of lattice (26), we obtain a nonzero
polynomial: G = G(Wy, Vo, Wi, Vi) =

(Wo —e0)D1 + (Vo — fo)D2 + (Wi —e1) D3 + (Vi — f1)Ds + Ds
whose coefficients are in Z[D;, e;, f;],fori =0,...,5and j = 0, 1 and such that:
G (wg, vo, w1, v1) = 0 mod p.

For every choice of Dj,ej, fj, for i = 0,...,5 and for j = 0,1, the specialised
G(Wo, Wo, Wi, Vi) € Fpl[(Wo, Wo, Wi, V1)] is a linear polynomial, so the number of
solutions in ]F‘]‘) is exactly p3. Now, for every zero (wg, vo, w1, v1) of G we have exactly
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p? points of the form (yo + y1, Xg — X0, Yo — YG, X0 — x1). In total we have P’ points
(xG, yG, X0, X1, Y0, Y1) € Fg such that Ly (xg, yG, X0, X1, Yo, ¥y1) = 0 mod p, we place all
of then into the set U (A)C ]Fg. We need to show that the cardinality of U/(A) is as claimed
in the statement of the theorem. In other words, we need to prove that for every choice of
Dj,ej, fj, (i =0,...,5and j = 0, 1), the number of non zero specialized polynomials
(_;(Wo, Wo, Wy, Vi) € F,[(Wo, Wy, Wy, V1)] are bounded by O(A6).
We write
G =WoD1 + VoDy + WiD3+ ViDs+ C,

where C = Ds — (eoD1 + foD2 + e1 D3 + f1D4) mod p. By (28) the number of possible
choices for Dy, D3, D3, D4 is O(A%). On the other hand, C can take O (A2) distinct values,
because from bounds (23) and (28) we obtain that D5 — (eg D1 + foD2 + e1 D3 + f1Ds4) =
O(A?). So, the number of nonzero polynomials G are bound by O (A®), which finishes the
proof. O

The above result also finds the values U = yp + y; and V = yg — yg. Plugging y; =
—yo + U and yg = yp + V to polynomial L3 defined in (7), then from (8) we have

L3(xg, yo + V, x0, Y0, x1, —=yo + U) =0 mod p

So, we cannot recover yg, Yo, y1 from L3.
On the other hand, substituting y; = —yo+ U and yg = yo + V in the elliptic curve (1):

y(% :x8+axo+b,
(vo + V)2 =xé +axg + b,
(=yo + U)? = x{ +ax; +b.

We can derive a linear equation in a and ygp:
a(xg —xg) +2Vyo — xé +x8 +V?

Now, we can recover a and Y if ag is €-approximation to a with € < p!/? using the same
lattice technique’s.
As previous remark, we can also obtain from (4) a linear equation in b and quadratic in yo

b(xg — x0) + Ayo + Ay§ + C.

where A, B, C € Z[xg, x1,xg,U, V] and A, B, C # 0 mod p. Again, we can recover b
and yg if b is e-approximation to b as soon as € < p'/3.
Then, as consequence of Lemma 3 we have the following:

Corollary 1 With the above notations and definitions, there exists a set U(A)C IF?, of car-
dinality #4(A) = O(p° A®) with the following property: whenever P = (xg, g, Xo,
Y0, X1, ¥1) € U(A) then, given A—approximation to Uy = (xo, yo), U1(x1, y1) and to
G = (xg, yg) and e—approximation to a with € < p'/? or an e—approximation to b with
€ < p'/3 one can recover the sequence produced EC-LCG in deterministic polynomial time.

Previous result it has been assumed that we have access to approximations to elliptic
curve (1) parameters a or b, which again places this task in a quite optimistic frame.

Then suppose A-approximations to Uy = (xo, yo), U1 = (x1, y1) and Us = (x2, y2)
points generated by the EC-LCG and to G = (x¢, y¢) then applying Lemma 3 to equation
Uop ® G = U; we recovering (xg, Xo, x1) and also

Zi=yo+y1, Zr=Yyo—YG
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Again applying the same Lemma 3 but in this case to equation U; @ G = U,, we are able
to recovering xg, X1, X2 and

Z3=y1+y2, Zs=Yy1—)G

as soon as A < p!/%. We obtain the following linear system of equation in IF Pt

Z -1100 G
Z | 0110 Yo
Zs | 0011 i
Z4 —-1010 2

—-1100

. 0110 . . . .
Since det o011l = 1 it has a unique solution and we can recovering all the
—-1010

missing information.

Theorem 3 With the above notations and definitions, there exists two sets U(A)C IF?,
and V(A)C ]Fg both the cardinality O(p’ A®) with the following property: whenever
P = (xG, Y6, X0, Y0, X1, ¥1) € U(A) and Q = (xG, yG, X1, Y1, X2, y2) € V(A) then, given
A—approximation to Uy = (xo, yo), U1(x1, ¥1), Us = (x2, y2) and to G = (xg, yG), one
can recover the whole sequence produced by EC-LCG in deterministic polynomial time.

Notice that we can not applies Remark 1 because the parameter a of the elliptic curve (1)
is unknown.

On one hand the previous result requires computing a closest vector of two distinct lat-
tices. On the other hand, it would be interesting attacking EC-LCG when we have access
to several consecutive approximations and having an approximation to composer G. The
following result try to answer those interesting computational problems.

Let us formalise the problem. Again, we assume that a, b and the composer G are
unknown, but we have a A—approximation G = (yx, ¥y) to G = (xG, yG). Suppose that
we are given k + 1 > 2 consecutive A—approximations W; = («;, ;) toU; = (xj,y) €
E[,) (j =0,...,k—1), produced by the EC-LCG, so there exist integers A, hy and e},
fj with:

X6 =Vx +hx, Yo :Vy+hyv with |hx|v|hy| <A
Xj=uoj+ej, ijBj—f-fj 29)
lejl, 1 fil<A, j=0,....,k—1

Theorem 4 With above notation, under the ‘Gaussian heuristic’ we can recovering the

k=1
whole sequence (2) in polynomial time in log p as soon as A < p3=% by computing the
closest vector of a certain lattice of dimension 4k — 3.

Proof For every pair of points of the form U;—1 = (xj—1,Yyi-1), Ui = (xi,yi),i =
1,...,k — 1, we denote by

Wi = Yi—1 F Yis Si = XG — Xi—1, Vi = Xi—1 = Xi, i = Yi-1 = )G,
LY = WiS; + ViT; € Fp[Wi, Si, Vi, T
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By Ui_1 & G = U;, we have I:(zi)(wi, Si, Vi, ;) = 0 mod p and we obtain the following
system of congruences:

= (1

@é;(wl, s1,v1, 1) = La(xG, yG, X0, Y0, X1, y1) = 0 mod p,

L; )2, 52, v2, 1) = La(XG, G, X1, Y1, %2, ¥2) = 0 mod p,

= (k—1
Lé ) (W1, Sk—1, Vk—1s k1) = La(XG), YG Xk—2, Yk—2, Xk—1, Yi—1) = 0 mod p.
From (29), we have
Bi-1 +Bis vx —aiz1, Bi — vy, aic1 — o) = (bi, pis ai, gi)
is 2A-approximation to the root (wj, s;, v;, t;) of l:g. So, rewriting the (29)
fi=fioi+ fiomi=he—ei 1,6 =ei1 —e, i = fiog —hy
wi =bi + fi, si = pi +mi, vi =a;i + e, ti =q; +ni, (30)
[fil, Imil, |nil, lej| < 2A.
Using the equalities (30) the polynomial I:g) becomes:
(bi + f)(pi + 1) + (@i + &) (qi + )
= qi¢ + pi fi +aifi; + b + [m; fi + &i;]
= —(bipi +aiqi) '
Since m; = hy —ej—| = m;_1 +e;j_1, writing eg = 0 and m| = m then polynomial i(zl)
fori =1,...,k — 1becomes:

i—1 i—1
qiei + pifi +aiii; + biGh + Y &) + [+ Y &) fi + &) = —(bipi + aiqi)
j=0 j=0
Now, we linearize this polynomial system. Writing, fori = 1,...,k — 1 and for j =

L. k—1:
€ = —(bip; + aiqi) mod p, By’ =b; mod p,
0 =bimod p, (0<j<i), 0 =gimod p, 0 =0mod p, (j > i)
Pi(i) = p; mod p, Pj(i) =0mod p, i #j
AY = ¢; mod p, AV =0mod p. i # j
B" = 1mod p, B](f') =0mod p, i # j

we obtain that vector E =

(Ari, Aey, ..., Aeg—1, Afi, ..., Afier, Any, ..., Afig_y,

k=2
mfi + &1y, (i + &) fo + &, ..., + Y &)) fimt + E—1iik—1)
j=0
= (AE|,AEy, ..., AE3 2, E3—1, ..., E4_3)
is a solution to the following linear system of congruences (i =1, ...,k — 1):
' k=1 k=1 k=1 k—1 A
BOXo+ > 00x;+ 3 POy +3 4V 7+ 3 ABYs; = ACY mod p,

j=1 j=1 j=1 j=1

X;j=0mod A (j=0,...,k—1)(31)
Yi=0mod A, Z;=0modA (j=1,...,k—1).
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Moreover, from (30) we have E is a relatively short vector. We have:
Bl < 2(k + 1A%, (32)
Let Ly be the lattice consisting of integer solutions

X = (X0, X1, oo Xkt Vs oo Yo, Z1s oo Zie1, By ooy Zgm) € 23

of the system of congruences, (i =0, ...,k —1):
} k—1 ) k—1 ) k—1 ) k—1 )
BPXo+Y 0VX;+Y PPY;+Y AYZ; 4+ ABYE; =0mod p,
j=1 j=1 j=1 j=1

X;j=0modA (j=0,....,k—1) (33)
Yi=0mod A, Z;=0modA (j=1,....k—1).

We compute a solution T of the system of congruences (31), using linear diophantine
equations methods. Applying an algorithm solving the CVP for the shift vector T and the
lattice (33), we obtain a vector

F=(AF,AF,...,AF35 2, F3;_1, ..., Fg,_3)

We have F = v 4 T (where v is the lattice vector returned by the CVP algorithm) is the
vector of minimal norm satisfying (31), hence F must have norm at most equal to the norm
of the solution E. Using the bounds (32), we get:

IF| <2k + 1)AZ. (34)

Note that we can compute F in polynomial time from the information we are given, see
Lemma 1. We might hope that E and F are the same, or at least, that we can recover the
approximations errors from F. This time, we are not giving a rigorous proof to bound the
number of possibilities for which this method could fail. The volume of the lattice (33) is
pk_1 A%*=2 (see Section 2.1) Then, by Gaussian heuristic and (34) vector E is likely to be

k—1 3k=2
the one founded whenever A% < p#=3 A%=3 | this is:
b=
A < p5k=4, 0

2/11

As we can see, if k = 3, we obtain from Theorem 4 that O(A) = p which is an

improvement of Theorem 3.

5 Numerical results

We have proposed algorithms to recover a sequence of pseudorandom numbers produced by
EC-LCG. The input required by all of them include approximations to some pseudorandom
values. The first Theorem 1 and the second one Theorem 2 requires additionally precise
knowledge of the parameter G. The rest require an approximation to the composer G. The
quality of those approximations is the measure used to characterise when the algorithms
output the expected sequence.

In Theorem 1 a “bad” set of values for the components xq is described, proving that
whenever that value lies outside the set, the algorithm works correctly. Furthermore, the
size of the set is asymptotically bounded with O (A®). This means that if A < p'/® and p
is large enough, assuming a uniform distribution of probabilities for xy € I, the method
is unlikely to fail. The same applies in Theorem 3 where the two “bad” subsets of IF?, are
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asymptotically bounded with O(p>A%), again it means that if A < p!/® and p is large
enough the method is unlikely to fail.
In Theorem 2 the heuristic algorithm requires k consecutive A—approximations with

k=1
A < p#=2 when G is public. Finally, the heuristic method described in Theorem 4 when an
approximation to composer G and k consecutive A —approximations are given recovering

the whole sequence if A < pSkk%l‘*

However, two aspects must be taken into account before considering those bounds as
the threshold for the error tolerance upon which the algorithms fail. On the one side, the
constants hidden in the asymptotic reasoning (namely, the size of the prime p). On the other
one, the threshold could be higher, as the “bad” set does not guarantee that the methods
indeed fails.

We have performed some numerical tests with a SAGEMATH implementation of all meth-
ods. Firstly, we generate an elliptic curve over a prime finite field of a desired size by
chossing randomly in IF), parameters a, b to fix (1). Then, we generate randomly points in
the curve (1). For several pairs of points, an EC-LCG is simulated, and approximations to
some consecutive values are given as input to our algorithms.

size prime = 1024

p=next_prime (ZZ.random_element (2xxsize_prime))
a=ZZ.random_element (p) ; b=ZZ.random element (p)
1f (4xax*x3+27+b*%x2)%p != 0:

C =EllipticCurve (GF(p), [a,b])
G=C.random_element () ; U_0=C.random_element ()
U1l=U0 + G
d=int (p** (0.14))

# We use the ZZ.random element SageMath method
77 .random_element (-d+int (U_1[0]), d+int(U_1[0]))

And it is certified that both heuristic and deterministic methods confirm the obtained
bounds. We show the numerical results of the heuristic algorithms, which, on the other hand,
also include the deterministic ones. We summarize its results in the following tables. We
have selected primes of several sizes, and note the obtained success threshold.

® Theorem 2: A—approximations to k consecutive values and G public.
- k=2, A=0(p"%, { =0.16666. Lattice dimension: 5.

log, (p) | 50 | 100 [ 500 | 1000 |
log,,(A) | 015 ] 0156 | 0.164 | 0.165 |

- k=3, A=0(p'), % = 0.2. Lattice dimension: 8

logy (p) 50 100 500 1000
log , (A) 0.183 [ 0.189 [ 0.191 [ 0.192
- k=13, A= 0(p*?), & =0.24. Lattice dimension: 38
log, (p) 50 100 500 1000
log,,(A) 0205 [ 0213 [0223 |0.231
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® Theorem 4: A—approximation to G and to k consecutive values.
- k=3, A=0@p¥"), & =0.1818. Lattice dimension: 9

log, (p) | 50 | 100 | 500 | 1000 |
log,,(A) | 0.161 [ 0.169 | 0171 |0.179 |

~ k=13, A= 0(p'¥%), 12 =0.1967. Lattice dimension: 49

log, (p) | 50 | 100 | 500 | 1000 |
log,,(A) | 0.151 | 0.171 | 0.185 | 0.191 |

We have implemented the attack in SAGEMATH-8.1 on a MacBook Pro laptop computer
(3,3 GHz Intel Core i7, 16 GB RAM 2133 MHz LPDDR3 Mac OSX 10.12.6). Since the
lattice dimension is very low -the biggest one is 49 which correspond the case k = 13 in
Theorem 4- the time consuming in any trail is, as maximum, a couple of seconds.

6 Remarks and open questions

We have presented efficient algorithms for predicting the sequence produced by the linear
congruential generator on elliptic curves. In fact, they only require computing a closest
vector for a lattice of very low dimension, and for practical purposes can be used Babai’s
Nearest Plane algorithm, see [2].

Following the ideas in [9] by generating more non-linear equations by multiplication
of several non-linear equations before the linearization step, papers [31] and [32] present

theoretical better bound O ( p]/ 5 ) for Theorem 1 and O( p%) for Theorem 2, under the
heuristic assumption that the created polynomials define a zero dimensional ideal. Their
algorithm need to compute the LLL algorithm of a certain lattice of huge dimension and,
after that, it also requires a Groebner Basis computation or alternatively any other elimi-
nation polynomial method. In practice the performance of the so called of Coppersmith’s
methods in those cases are very bad because of large dimension of the lattice as it is shown

in that papers. In fact, they can not test the bound O(p%) not only because the large
dimension but the size of the prime p should be several hundreds of bits. On the other hand,
for instance, we can recover the sequence produced by EC-LCG if only three consecutive
A—approximations are given as soon as A < p'/3 requiring, the most time consuming, to
compute a closest vector for a lattice of dimension 7 and it it matched by primes p of only
1000 bits.

As papers [31] and [32] show the bound of the size of the set of exceptional values of ug
given in Theorem 1 is not tight and might be improved by more careful examination of the
structure of (4) and (5) and this applies to Theorem 2.

Obviously the result in Theorem 3 is nontrivial only for A = O(p'/%), we believe that
this can be improvement to A = O( pz/ 11y as Theorem 4 shows.

Giving rigorous proofs of our heuristic Theorem 2 and Theorem 4 is a challenging open
question as well.

Same question has been studied in [32] for the Power Generator on elliptic curves: for
a positive integer e > 1 and a point G € E(F ) of order [ with gcd(e, /) = 1, the elliptic
curve Power Generator, (see [29]) generate a sequence of points V;, defined by the relation

Vi =1[€"1G
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Requiring the prime p, integer e, constants a and b of the elliptic curve (1), and A —approxima-
1

tions Wy, W to two consecutive values Vj, V; for A < p2e2. An improvement is presented
in [14] recovering the root Uy = (xg, yo) of the polynomial (1) from a A—approximation
to (x0, o) as soon as A < p'/7, considering the information given as approximation to
the seed, in such a way that it is not taking advantage from the knowledge of the procedure
which has generated them, see also [16]. We also think that better bounds are expected.

Another open problem is to mount an attack when the modulo p is unknown. Unfortu-
nately, we do not know how to predict the EC-LCG when the modulus p is secret.

Finally, it would be interesting to study the security other PRBG based on elliptic curves
under these type of attacks. In particular, it is not clear how to mount an attack based on the
lattices to the Naor-Reingold Generator on Elliptic curves, see [36, 41, 42].
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