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Description
FIELD OF THE INVENTION

[0001] The invention relates to a method of configuring a network device for key sharing, the method comprising
generating local key material for the network device comprising obtaining in electronic form an identity number for the
network device, determining using a polynomial manipulation device a univariate polynomial from a bivariate polynomial
by substituting the identity numberinto the bivariate polynomial, and electronically storing the generated local key material
at the network device.

[0002] The invention further relates to a method for a first network device to determine a shared key, the key being a
cryptographic key, the method comprising, obtaining local key material for the first network device in electronic form,
the local key material comprising a univariate polynomial, obtaining an identity number for a second network device, the
second network device being different from the first network device, substituting the identity number of the second
network device into the univariate polynomial and deriving the shared key therefrom.

[0003] The invention further relates to a system for configuring a network device for key sharing, and to a network
device configured to determine a shared key.

BACKGROUND OF THE INVENTION

[0004] Given a communications network comprising multiple network devices, it is a problem to set up secure con-
nections between pairs of such network devices. One way to achieve this is described in C. Blundo, A. De Santis, A.
Herzberg, S. Kutten, U. Vaccaro and M. Yung, "Perfectly-Secure Key distribution for Dynamic Conferences", Springer
Lecture Notes in Mathematics, Vol. 740, pp. 471-486, 1993 (referred to as 'Blundo’).

[0005] It assumes a central authority, also referred to as the network authority or as the Trusted Third Party (TTP),
that generates a symmetric bivariate polynomial f(x,y), with coefficients in the finite field F with p elements, wherein p is
a prime number or a power of a prime number. Each device has an identity number in F and is provided with local key
material by the TTP. For a device with identifier n, the local key material are the coefficients of the polynomial f(n,y).
[0006] If a device n wishes to communicate with device n’, it uses its key material to generate the key K(n, n") = f(n,
1)- As f is symmetric, the same key is generated.

[0007] A problem of this key sharing scheme occurs if an attacker knows the key material of t+1 or more devices,
wherein t is the degree of the bivariate polynomial. The attacker can then reconstruct the polynomial f(x,y). At that
moment the security of the system is completely broken. Given the identity numbers of any two devices, the attacker
can reconstruct the key shared between this pair of devices.

[0008] Referenceis made tothe paper"A Permutation-Based Multi-Polynomial Scheme for Pairwise Key Establishment
in Sensor Networks" by authors Song Guo, Victor Leung, and Zhuzhong Qian, IEEE International Conference on Com-
munications, 2010. It presents a permutation-based multi-polynomial scheme for pairwise key establishment in wireless
sensor networks. Different from Blundo, the scheme presented in Song does not give each node just one share of a
symmetric polynomial, but a group of permuted shares.

SUMMARY OF THE INVENTION

[0009] It would be advantageous to have an improved method for establishing a shared key between two network
devices. A method of configuring a network device for key sharing and a method for a network device to determine a
shared key are provided.

[0010] The method of configuring a network device for key sharing comprises obtaining in electronic form a private
modulus, a public modulus, and a bivariate polynomial having integer coefficients, the binary representation of the public
modulus and the binary representation of the private modulus are the same in at least key length consecutive bits,
generating local key material for the network device comprising obtaining in electronic form an identity number for the
network device, determining using a polynomial manipulation device a univariate polynomial from the bivariate polynomial
by substituting the identity number into the bivariate polynomial, reducing modulo the private modulus the result of the
substitution, and electronically storing the generated local key material at the network device. In an embodiment, the
generating local key material for the network device comprises generating an obfuscating number, e.g., by using an
electronic random number generator, and adding using a polynomial manipulation device, the obfuscating number to a
coefficient of the univariate polynomial to obtain an obfuscated univariate polynomial, the generated local key material
comprising the obfuscated univariate polynomial. More than one coefficient may be obfuscated, preferably with different
coefficients being obfuscated differently. In an embodiment, the generating local key material for the network device
comprises generating multiple obfuscating numbers, e.g., by using the electronic random number generator, and adding
using the polynomial manipulation device, each obfuscating number of the multiple obfuscating numbers to a respective
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one of the coefficients of the univariate polynomial to obtain an obfuscated univariate polynomial. In an embodiment to
each coefficient of the univariate polynomial an obfuscated number is added.

[0011] The bivariate polynomial may or may not be symmetric. If the bivariate polynomial or polynomials are symmetric
any two network devices may derive a shared key. Interestingly, by using an asymmetric bivariate polynomials or one
or more asymmetric bivariate polynomials among multiple bivariate polynomials, as root keying material, allows to
accommodate the creation of two groups of devices such as devices; Two devices belonging to the same group cannot
generate a common key, but two devices in different groups can.

[0012] Adding obfuscation is an optional step. Without obfuscation protection against attacks is still obtained, because
the derivation of the local key material uses a private modulus which is different from the public modulus; the mathematical
relationship that would be present when working, say, in a single finite field is disturbed. This means that the usual
mathematical tools for analyzing polynomials, €.g., finite algebra, no longer apply. On the other hand because the private
and the public modulus overlap in a number of consecutive bits, two network devices that have local key material are
likely to be able to derive the same shared key. Security may be increased by adding one or more obfuscating numbers
to coefficients of the univariate polynomial to obtain an obfuscated univariate polynomial. The step of adding obfuscating
numbers is however optional and may be omitted. Whether or not to add obfuscation is a tradeoff between the chance
of correctly deriving a shared key, and additional security.

[0013] The public modulus is for use in the network device. The method of configuring a network device for key sharing
may comprise making the public modulus available to the network device, e.qg., storing the public modulus together with
the local key material.

[0014] The method of determining a shared key for a first network device to, the key being a cryptographic key
comprises obtaining local key material for the first network device in electronic form, the local key material comprising
a, possibly obfuscated, univariate polynomial, obtaining an identity number for a second network device, the second
network device being different from the first network device, substituting the identity number of the second network
device into the obfuscated univariate polynomial, reducing the result of the substituting modulo the public modulus
followed by reducing modulo a key modulus, and deriving the shared key from the result of the reduction modulo the
key modulus. In an embodiment, e.g., the method comprises reducing the result of the substituting modulo the public
modulus dividing the result by a power of two, and reducing modulo a key modulus.

[0015] Any pair of two network devices out of multiple network devices that each have an identity number and local
key material generated for the identity number are able to negotiate a shared key with few resources. The two network
devices need only exchange their identity numbers, which need not be kept secret, and perform polynomial computations.
The type of computations needed do not require large computational resources, which means that this method is suitable
for low-cost high volume type of applications.

[0016] If the local key material has been obtained from a symmetric polynomial, this allows both network devices in
a pair of network devices to obtain the same shared key. If an obfuscating number has been added to the local key
material, the relation between the local key material and the root key material has been disturbed. The relation that
would be present between the unobfuscated univariate polynomial and the symmetric bivariate polynomial is no longer
present. This means that the straightforward attack on such a scheme no longer works.

[0017] Even if no obfuscation has been used, a difficulty of attack remains because the public modulus and private
modulus (or moduli) are not equal. The reduction modulo the public modulus increases the chance of deriving the same
shared key, even without obfuscation.

[0018] In an embodiment, the binary representation of the public modulus and the binary representation of the private
modulus are the same in at least key length (b) consecutive bits. Note, multiple private moduli may be used; they may
be chosen such that the binary representation of any one of the multiple private moduli of the public modulus and the
binary representation of the private modulus are the same in at least key length (b) consecutive bits. For each private
modulus of the multiple private moduli a, optionally symmetric, bivariate polynomial having integer coefficients is chosen
to obtain multiple, and optionally symmetric, bivariate polynomials.

[0019] Because the derivation of the local key material uses a private modulus which is different from the public
modulus, the mathematical relationship that would be present when working, say, in a single finite field is disturbed. This
means that the usual mathematical tools for analyzing polynomials, e.g., finite algebra, no longer apply. At best an
attacker may use much less efficient structures, such as lattices. Also when deriving the shared key two modulo operations
are combined which are not compatible in the usual mathematical sense; so mathematical structure is avoided at two
places. The method allows direct pair wise-key generation and is resilient to the capture of a very high number, e.g. in
the order of 1075 or even higher, of network devices. On the other hand because the private and the public modulus
overlap in a number of consecutive bits, two network devices that have local key material are likely to be able to derive
the same shared key.

[0020] A particular insight of the inventor was that the public modulus need not be a prime number. In an embodiment,
the public modulus is composite. Also there is no reason why the public modulus should be an ’all-one’ bits number,
e.g., a number which only consists of 1 bits, in its binary representation. In an embodiment the public modulus is not a
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power of two minus 1. In an embodiment, the binary representation of the public modulus comprises at least one zero
bit (not counting leading zero’s, i.e., the binary representation of the public modulus comprises at least one zero bit less
significant than the most significant bit of the public modulus). In an embodiment, the public modulus is a power of two
minus 1 and composite.

[0021] In an embodiment the public modulus is larger than the one or more private moduli.

[0022] Inanembodiment, at least key length consecutive bits of the binary representation of the public modulus minus
the private modulus are all zero bits. This difference should be evaluated using the signed number representation of the
public modulus minus the private modulus, not the two-complement representation. Alternatively, one may require that
at least key length consecutive bits of the binary representation of the absolute value of the public modulus minus the
private modulus are all zero bits. There is a set of key length (b) consecutive positions in which the binary representation
of the public modulus agrees with the binary representation of all private moduli.

[0023] The consecutive bit positions in which the public modulus agrees with the private moduli, may be the least
significant bits. In an embodiment, the least significant key length bits of the binary representation of the public modulus
minus the private modulus are all zero bits; this has the advantage that a division by a power of two is not needed when
deriving the shared key.

[0024] Itis allowed in a private modulus of multiple private moduli is equal to the public modulus; However if only one
private modulus is used then this is undesirable.

[0025] It is desirable that the private moduli introduce sufficient non-linearity. In an embodiment, there is a set of
consecutive bit positions in which the public modulus differs with each private moduli. Furthermore, it may also be
imposed that the private moduli differ among themselves; a pair wise comparison of the binary representation of the
private modulus may also differ in at least one bit in a set of, say at least key length, consecutive bits, the set being
equal for all private modulus, and possibly also the same for the public modulus.

[0026] The network device may be an electronic device equipped with electronic communication and computation
means. The network device may be attached, e.g. in the form of an RFID tag, to any non-electronic object. For example,
this method would be suitable for the ‘internet of things’. For example, objects, in particular low cost objects, may be
equipped with radio tags through which they may communicate, e.g. may be identified. Such objects may be inventoried
through electronic means such as a computer. Stolen or broken items would be easily tracked and located. One particularly
promising application is a lamp comprising a network device configured to determine a shared key. Such a lamp may
securely communicate its status; such a lamp could be securely controlled, e.g., turned on and/or off. A network device
may be one of multiple network devices each comprising an electronic communicator for sending and receiving an
identity number and for sending an electronic status message, and each comprising an integrated circuit configured for
deriving a shared key following a method according to the invention.

[0027] In an embodiment, the method in the invention can be used as a cryptographic method for security protocols
such us IPSec, (D)TLS, HIP, or ZigBee. |n particular, a device using one of those protocols is associated to an identifier.
A second device willing to communicate with the first device can generate a common pair wise key with the first device
given its identifier, and the pair wise key (or a key derived from this by means of, e.g., a key derivation function) can be
used in a method of the above protocols based on pre-shared key. In particular, the identifier of a device as defined in
this invention can be a network address such as the ZigBee short address, an IP address, or the host identifier. The
identifier can also be the IEEE address of a device or a proprietary bit string associated to the device so that a device
receives some local keying material associated to the |IEEE address during manufacturing.

[0028] Deriving a shared key may be used for many applications. Typically, the shared key will be a cryptographic
symmetric key. The symmetric key may be used for confidentiality, e.g., outgoing or incoming messages may be encrypted
with the symmetric key. Only a device with access to both identity numbers and one of the two local key materials (or
access to the root key material) will be able to decrypt the communications. The symmetric key may be used for au-
thentication, e.g., outgoing or incoming messages may be authenticated with the symmetric key. In this way the origin
of the message may be validated. Only a device with access to both identity numbers and one of the two local key
materials (or access to the root key material) will be able to create authenticated messages.

[0029] The method of configuring a network device for key sharing will typically be executed by a network authority,
e.g., a trusted third party. The network authority may obtain the needed material, e.g., root key material from another
source, but may also generate this himself. For example, the public modulus may be generated. For example, the private
modulus may be generated, even if the public modulus is a system parameter and received.

[0030] In an embodiment, the public modulus N is chosen such that it satisfies 2(a+2)b-1< N < 2(@+2)b_1, wherein, a
represents the degree of the bivariate polynomial and b represents the key length. For example, in an embodiment N =
2(a*2)b_1, The modulo operation for the latter choice may be implemented particularly efficiently.

[0031] Having a fixed public modulus has the advantage that it need not be communicated to the network devices,
but may be integrated with e.g. their system software. In particular, the public modulus may be chosen using a random
number generator.

[0032] The public and private modulus may be represented as a bit string. They may alsc be abbreviated using each
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particular mathematical structure. For example, instead of storing a private modulus, one may also store its difference
with the public modulus, which is much shorter.

[0033] Having a private modulus chosen in such a way that a ’key length’ number of the least significant bits of the
binary representation of the public modulus minus the private modulus are all zero bits increases the likelihood that a
shared key at a first network device of a pair of network device is close to the shared key derived at a second network
device of the pair of network device; that is the binary representation of the private modulus has the same bits in the
‘key length’ least significant positions as the binary representation of the public modulus. For example, if the key length
is 64, a private modulus may be chosen by subtracting a multiple of 2*64 from the public modulus. In an embodiment,
the public modulus minus a private modulus divided by two to the power of the key length is less than two to the power
of the key length.

[0034] Inanembodiment multiple private moduli are obtained or generated in electronic form, for each private modulus
of the multiple private moduli a symmetric bivariate polynomial having integer coefficients is chosen to obtain multiple
symmetric bivariate polynomials, so that to each private modulus a symmetric bivariate polynomial corresponds. Deter-
mining the univariate polynomial comprises substituting the identity number into each one of the multiple symmetric
bivariate polynomials, reducing modulo a private modulus of the multiple private moduli corresponding to the one sym-
metric bivariate polynomial, and adding the multiple results of the multiple reductions together. Having multiple symmetric
bivariate polynomials for different moduli increases the security because incompatible structures are further mixed.
Typically the private moduli are distinct. Having multiple private moduli further complicates analysis even more if the
corresponding algebraic structures are very different; for example, choosing them relatively prime, in particular pair-wise
relatively prime, even more in particular by choosing them as distinct primes.

[0035] Having adifferent private modulus, and in particular multiple private moduli, will complicate analysis. To further
increase security additional controls on the coefficients are possible. In an embodiment, the authority adding the multiple
resulting univariate polynomials of the multiple reductions together verifies whether the value of each of the resulting
coefficients is either too small or too big, e.g. less than a minimum threshold or above a maximum threshold This improves
security even further because in either of the two cases, an attacker might find out the components of the multiple
reductions if they are too big or too small. For instance, if the value of a coefficient resulting after the addition is equal
to 1 and there are only two univariate polynomials, then an attacker knows that either the corresponding coefficient
associated to the first polynomial is 1 and the one associated to the second polynomial is O, or the other way around.
In particular, the authority generating the local key material for a device can verify whether the value of each of the
resulting coefficients of the local keying material is at least 'minimum value’ and at most 'maximum value’. This checking
may omitted, in particular, if the public modulus is relatively close to all private moduli and all elements of the key material
are between 0 and N-1. Ifthe TTP is capable of assigning identity numbers it could also assign another identity number
to the device, if the TTP detects small or big coefficients.

[0036] In an embodiment, each specific private modulus is such that the least significant key length (b) bits of the
binary representation of the public modulus minus the specific private modulus are all zero bits.

[0037] The public modulus may both be larger or smaller than the private modulus. In an embodiment the binary
representation of the public modulus minus the private modulus has at least key length bits all zerc. The zero bits at
least key length zero bits are consecutive and may be present at any point in the binary representation. Having a string
of zero bits in the difference between the public modulus and the private modulus avoids that obfuscation carries too
far. In an embodiment, there is an integer parameter ’s’, such that key length least significant bits of the public modulus
minus the private modulus, divided by two to the power s are all zero. The parameter’s’ is the same for all private moduli.
[0038] For example, one may define a zero bit string divisor which is a power of two, such that each specific private
modulus being such that key length (b) bits of the binary representation of the public modulus minus the specific private
modulus divided by the zero bit string divisor are all zero bits. If the least significant bits are zero, the zero bit string
divisor may be taken to be 1. In an embodiment the zero bit string divisor is larger than 1. The division by a power of
two is to be interpreted as an integer division, giving the same result as a shift of the bits in the direction of the least
significant bits. Any remainder of the division is ignored.

[0039] To generate the shared key of key length bit, the network devices first apply an additional division step. The
first network device evaluates the keying material for the identity number of the second device modulo the public modules,
dividing by 2*s and reducing modulo two to the power of the key length. Note that this is equivalent to applying first a
module 27(s+key length) after the public modulo, and then dividing by 2*s. Here "dividing" includes rounding downwards.
[0040] In an embodiment, the private modulus is generated using a random number generator. In an embodiment,
the multiple private moduli are generated such that they are pair wise relatively prime. For example, the multiple private
moduli may be generated iteratively verifying for each new private modulus that they are still pair wise relatively prime,
and if not discarding the last generated private modulus. An embodiment comprises iteratively generating a candidate
modulus, using the random number generator, such that key length (b) consecutive bits of the binary representation of
the public modulus minus the candidate modulus are all zero bits, e.g., the least significant key length bits, until the
candidate modulus satisfies a primality test using a primality testing device, wherein the so obtained candidate modulus
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satisfying the primality test is used as the private modulus. The primality test may, e.g., be the Miller-Rabin primality test
or the Solovay-Strassen primality test.

[0041] A symmetric bivariate polynomial in variables of x and y of degree a, has only monomials of the form x4, with
i< a, j < a. Furthermore the coefficient corresponding to x4 is the same as the coefficient of x/y. This may be used to
reduce the number of stored coefficients by about half. Note that a more relaxed definition of the degree is used. We
define the degree of a monomial, as the maximum degree of the variables in the monomial. So the degree of Xy is
max(i,j), i.e., that i < a, j < a. So for example what we call a polynomial of degree 1 has as general form a + bx +cy +
dxy, (note that since only symmetric polynomials are considered, we have that b=c). Note that if desired one may put
additional restrictions on the bivariate polynomial, including, e.g., that only monomials with i + j < a are used, but this is
not needed.

[0042] In an embodiment the symmetric bivariate polynomial is generated by the network authority. For example, the
symmetric bivariate polynomial may be a random symmetric bivariate polynomial. For example, the coefficients may be
selected as random numbers using a random number generator.

[0043] Although the obfuscation used greatly increases the resilience against attack, in particular against collusion
attacks wherein multiple local key materials are combined, it has a potential drawback. Sometimes the shared key
derived by the first network device is not in all bits identical to the shared key derived by the second network device.
This is mainly due to the mismatch in the bits of carry after the addition of the obfuscating coefficients. Another reason
is the lacking effect of the modular effects of each of the private moduli during the generation of the key that affects the
generated bits of carry. Although a nuisance this drawback may be resolved in various manners. By choosing the
obfuscation with more care the likelihood of adifference and in particular the likelihood of a large difference can significantly
be reduced. Furthermore, it was found that differences, if they are any, are likely to be located in the least significant
bits of the generated keys. So by removing one or more of the least significant bits the likelihood of an identical shared
key may be increased. For example, in an embodiment of the method of determining a shared key comprises determining
if the first network device and the second network device have derived the same shared key, and if not deriving a further
shared key from the result of the reduction modulo the key modulus. Further shared keys may be derived until one is
found that is equal on both sides. If less than a threshold number of bits remain in the shared key, the method may be
terminated. For some applications it may simply be accepted that some percentage of the network devices are not able
to communicate. For example, in ad-hoc wireless networks wherein a message may be routed along various routes,
there is no loss of connectivity if some of the network devices are not able to communicate.

[0044] Note that without obfuscation it may also happen that the shared key derived by the first network device is not
in all bits identical to the shared key derived by the second network device, although the chance of this is less than the
case with obfuscation.

[0045] Inanembodiment, a number of the least significant bits of the shared key are removed; for example, the number
of removed bits may be 1, 2 or more, 4 or more, 8 or more, 16 or more, 32 or more, 64 or more. By removing more of
the least significant bits, the chance of having keys that are not equal is reduced; in particular it may be reduced to any
desired threshold. The chance of shared keys being equal may be computed, by following the mathematicalrelationships,
it may also be determined by experiment.

[0046] Also the choice of obfuscating numbers may be controlled, in an embodiment, the range from which an obfus-
cating number is chosen is reduced for coefficients corresponding to higher degree monomials. In particular, one may
require that |e, | < 2(a*1-)6, wherein €4 ; denotes the obfuscating number for the i-th monomial, / denotes the degree of
the monomial corresponding to the coefficient, a represents the degree of the bivariate polynomial and b represents the
key length. A represents the network device for which the local key material is generated. In an embodiment, an obfus-
cating number is generated for each coefficient, e.g., using the above formula. Different obfuscation may be applied for
different network devices. For example, even if there are 3 or more network devices, than for each network device
different obfuscation numbers may be generated.

[0047] Note that the obfuscating number may be restricted to positive numbers but this is not needed, the obfuscating
numbers may be negative. In an embodiment, the obfuscated numbers are generated using arandom number generator.
Multiple obfuscating numbers may be generated and added coefficients of the univariate polynomial to obtain the ob-
fuscated univariate polynomial. One or more, preferably even all, coefficients of the univariate polynomial may be ob-
fuscated in this manner.

[0048] The number of bits in the identity number for the network device is usually chosen as less or equal than the
key length. The identity number may be a bit string, say a 32 or 64, or longer, bits string. The key length may be 32 or
more, 48 or more, 64 or more, 96 or more, 128 or more, 256 or more. The key length may be chosen some number of
bits higher in order to reduce a corresponding number of least significant bits of the determined shared key. On the other
hand, in an embodiment, the length of the identity number is longer than the key length. In this case, the effect of modular
operations can lead to a higher effect on the least significant bits of the key length-bits of the generated key so that those
bits might not be equal for a pair of devices willing to generate a common key. Having a longer length for the identifier
can have, however, a positive effect in the security since more bits are mixed together when doing the corresponding
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computations.

[0049] A polynomial manipulation device may be implemented in software running on a computer, say on an integrated
circuit. A polynomial manipulation device may be very efficientlyimplemented in hardware. A combination is also possible.
For example, a polynomial manipulation device may be implemented by manipulating arrays of coefficients representing
the polynomials.

[0050] Electronically storing the generated local key material at the network device may be implemented by electron-
ically sending the generated local key material to the network device, e.g., using a wired connection, or using a wireless
connection and having the generated local key material stored at the network device. This may be done during manu-
facturing or installation, e.g., during testing, of an integrated circuit in the network device. The test equipment may
comprise or be connected the network authority. This may also happen after a successful joining of a device to an
operation network (i.e., after network access or bootstrapping). In particular, the local key material can be distributed as
a part of operational network parameters.

[0051] Obtaining local key materialfor the first network device in electronic form may be done by electronically receiving
the local key material from a system for configuring a network device for key sharing, €.g., a network authority device.
Obtaining local key material may also be done by retrieving the local key material from a local storage, e.g., a memory
such as flash memory.

[0052] Obtaining an identity number for a second network device, may be done by receiving the identity number from
the second network device, e.g., directly from second netwaork device, €.9., wirelessly receiving from the second network
device.

[0053] The public modulus and the key modulus may be stored in a network device. They may also be received from
a network authority. They may also be implicit in software of the network device. For example, in an embodiment the
key modulus is a power of two. Reduction modulo such a key modulus may be done by discarding all bits except the
key length least significant bits. First the result of the substituting is reduced modulo the public modulus which is then
further reduced modulo the key modulus.

[0054] Although not required, the public modulus and key modulus may be relatively prime. This may be achieved by
having the public modulus odd and the key modulus a power of 2. In any case, it is avoided that the key modulus divides
the public modulus, as then reduction modulo the public modulus could be omitted.

[0055] The method for key agreement between two devices may use as root keying material a number of bivariate
polynomials. One may use the method for key agreement using for x-agreement between x parties by using x-variate
polynomials as root keying material. In this extension, the trusted third party evaluates the x-variate polynomials in a
variable in the corresponding ring, the resulting x-1 variate polynomials are then added over the integers generating the
local key material stored on a device. When x devices need to agree on a key, a device evaluates its local key material
in identifiers of the other x-1 devices. For example, one may use multivariate polynomials in a method of configuring a
network device for key sharing, the method comprising obtaining in electronic form a private modulus (p4), a public
modulus (N), and a multivariate polynomial (f;) having integer coefficients, the binary representation of the public modulus
and the binary representation of the private modulus are the same in at least key length (b) consecutive bits, generating
local key material for the network device comprising obtaining in electronic form an identity number (A) for the network
device, determining using a polynomial manipulation device a polynomial from the multivariate polynomial by substituting
the identity number into the multivariate polynomial, reducing modulo the private modulus the result of the substitution,
and electronically storing the generated local key material at the network device. The polynomial obtained by the poly-
nomial manipulation device is over one fewer variable. It is convenient for key sharing if the multivariate is symmetric in
all variables. A corresponding method for a first network device to determine a shared key, the key being a cryptographic
key, the method comprising, obtaining local key material for the first network device in electronic form, the local key
material comprising a, optionally obfuscated, polynomial, obtaining an identity number for a multiple other network
devices, the second network device being different from the first network device, substituting the identity number of the
other network devices into the, optionally obfuscated, polynomial, reducing the result of the substituting modulo the
public modulus and reducing modulo a key modulus, and deriving the shared key from the result of the reduction modulo
the key modulus. Note that after substituting all but one of the other identity numbers the method reduces to situation
in which a univariate polynomial is used.

[0056] In an embodiment, a first network device receives multiple (n) local key materials associated to the device’s
identifier. The key generated between this first device and a second device is obtained as the combination (e.g., con-
catenation) of the multiple (n) keys obtained by evaluating each of the multiple (n) local key materials of the first device
in the identifier of the second device. This allows use of the method in parallel.

[0057] The use of asymmetric bivariate polynomials as root keying material, i.e., f(x,y) !=f(y,x), allows to accommodate
the creation of two groups of devices such as devices in the first group receive KM(ld,y) and devices in the second group
receive KM(x,iD) being KM the local key material stored on a device. Two devices belonging to the same group cannot
generate a common key, but two devices in different groups can. See further Blundo.

[0058] The identity number of a network device may be computed as the one-way function of a bit string containing
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information associated to the device. The one-way function can be a cryptographic hash function such as SHA2 or
SHAS3. The output of the one-way function can be truncated so that it fits the identifier size. Alternatively the size of the
one-way function is smaller than the maximum identifier size.

[0059] In an embodiment, the symmetric polynomials involve a single monomial of the form (ax"y’}pj where <>p rep-
resents the module operation. In this case, the elements are within a finite group and the operation is the multiplication.
The public modulus may be larger than the private modulus or smaller; if there are multiple private moduli, some maybe
larger than the private modulus and some may be smaller.

[0060] Inanembodimentofthe method of configuring a network device for key sharing, the method comprises obtaining
in electronic form multiple private moduli (p;), and multiple symmetric bivariate polynomials (f) having integer coefficients,
such that there is a set of key length (b) consecutive positions in which the binary representation of the public modulus
is the same as the binary representation of all private moduli, generating local key material for the network device
comprising obtaining in electronic form an identity number (A) for the network device, determining using a polynomial
manipulation device a univariate polynomial from the multiple bivariate polynomials by substituting the identity number
into each one of the multiple bivariate polynomials, reducing modulo a private modulus of the multiple private moduli
corresponding to the one symmetric bivariate polynomial, and adding the multiple results of the multiple reductions, and
generating an obfuscating number and adding using a polynomial manipulation device, the obfuscating number to a
coefficient of the univariate polynomial to obtain an obfuscated univariate polynomial, the generated local key material
comprising the obfuscated univariate polynomial, and electronically storing the generated local key material at the network
device. A bivariate polynomials of the multiple bivariate polynomials (f) may be represented as having coefficients modulo
the corresponding private modulus (p;).

[0061] More generally, the root key material, may be evaluated over any ring. It is possible to use polynomials of a
single monomial such as Ax*a, in which case a group may be used.

[0062] An aspect of the invention concerns a system for configuring a network device for key sharing, e.g., a network
authority, the system comprising a key material obtainer for obtaining in electronic form a private modulus, a public
modulus, which may or may not be larger than the private modulus, and a symmetric bivariate polynomial having integer
coefficients, key length bits of the binary representation of the public modulus minus the private modulus are all zero
bits, possibly the key length least significant bits, a generator for generating local key material for the network device
comprising a network device manager for obtaining in electronic form an identity number for the network device and for
electronically storing the generated local key material at the network device, and a polynomial manipulation device for
determining a univariate polynomial from the bivariate polynomial by substituting the identity number into the bivariate
polynomial, reducing modulo the private modulus the result of the substitution.

[0063] An embodiment of the system comprises an obfuscating number generator, e.g., a random number generator,
for generating an obfuscating nhumber, the polynomial manipulation device is configured for adding the obfuscating
number to a coefficient of the univariate polynomial to obtain an obfuscated univariate polynomial, the generated local
key material comprising the obfuscated univariate polynomial.

[0064] An aspect of the invention concerns a first network device configured to determine a shared key, the key being
a cryptographic key, the first network device comprising, a local key material obtainer for obtaining local key material
for the first network device in electronic form, the local key material comprising an obfuscated univariate polynomial, a
receiver for obtaining an identity number for a second network device, the second network device being different from
the first network device, a polynomial manipulation device for substituting the identity number of the second network
device into the obfuscated univariate polynomial and reducing the result of the substituting modulo the public modulus
followed by reducing modulo a key modulus, the public and key modulus being relatively prime, a key derivation device
for deriving the shared key from the result of the reduction modulo the key modulus.

[0065] A key derivation device may be implemented as a computer, e.g., an integrated circuit, running software, in
hardware, in a combination of the two, and the like, configured for deriving the shared key from the result of the reduction
modulo the key modulus.

[0066] Deriving the shared key from the result of the reduction modulo the key modulus, may include the application
of a key derivation function, for example the function KDF, defined in the OMA DRM Specification of the Open Mabile
Alliance (OMA-TS-DRM-DRM-V2_0_2-20080723-A, section 7.1.2 KDF) and similar functions. Deriving the shared key
may include discarding one or more least significant bits (before applying the key derivation function). Deriving the shared
key may include adding, subtracting, or concatenating an integer (before applying the key derivation function).

[0067] Multiple network devices each having an identity number and corresponding local key material may together
form a communication network configured for secure, e.g., confidential and/or authenticated, communication between
pairs of network devices.

[0068] The key generation is ID-based and allows the generation of pair wise keys between pairs of devices. A first
device A may rely on an algorithm that derives a key from local key material and an identity number.

[0069] In an embodiment, afirst network device sends a key confirmation message to the second network device. For
example, a confirmation message may comprise the encryption of a message, and optionally the message itself. The
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second network device can verify the encryption of the message. The message may be fixed and present at the second
device, to avoid the need of sending it. The message may be random, or a nonce, etc, in which case it may be sent
together with the encryption. The second device may reply with a message with contains an indication if the keys agree.
The second device may also reply with a key confirmation message of its own. It the first and/or second device finds
out that the keys are not equal they may start a key equalization process, e€.g., by deleting least significant bits, etc.
[0070] The network devices and the system may be electronic devices. The network devices may be mobile network
devices.

[0071] A method according to the invention may be implemented on a computer as a computer implemented method,
or in dedicated hardware, or in a combination of both. Executable code for a method according to the invention may be
stored on a computer program product. Examples of computer program products include memory devices, optical storage
devices, integrated circuits, servers, online software, etc. Preferably, the computer program product comprises non-
transitory program code means stored on a computer readable medium for performing a method according to the
invention when said program product is executed on a computer

[0072] Inapreferred embodiment, the computer program comprises computer program code means adapted to perform
all the steps of a method according to the invention when the computer program is run on a computer. Preferably, the
computer program is embodied on a computer readable medium.

[0073] For completeness the international application W02010032161 with title "A method for secure communication
in a network, a communication device, a network and a computer program therefor”, is mentioned, which relates to a
method for secure communications in a communication networks.

[0074] There are number of differences with that application, including: the use of modular operations, in particular
combining modular operations with a different public and private modulus, repeated modular operations, e.g. a reduction
modulo a public modulus followed by a reduction modulo a key modulus, the use of obfuscation, the use of whole
polynomials.

[0075] A method of configuring a network device for key sharing and a method for a first network device to determine
a shared key are provided. The method of configuring uses a private modulus (p4), a public modulus (N), and a bivariate
polynomial (f;) having integer coefficients, the binary representation of the public modulus and the binary representation
of the private modulus are the same in at least key length (b) consecutive bits. Local key material for a network device
is generated by substituting an identity number into the bivariate polynomial and reducing modulo the private modulus
the result of the substitution to obtain a univariate polynomial. Security may be increased by adding (440) one or more
obfuscating numbers to coefficients of the univariate polynomial to obtain an obfuscated univariate polynomial. In a use
phase, the network device determines a shared cryptographic key, by substituting (530) the identity number of another
network device into the univariate polynomial and reducing modulo the public modulus and reducing modulo a key
modulus.

BRIEF DESCRIPTION OF THE DRAWINGS

[0076] These and other aspects of the invention are apparent from and will be elucidated with reference to the em-
bodiments described hereinafter. In the drawings,

Figure 1 is a schematic block diagram illustrating a root key material generator,
Figure 2 is a schematic block diagram illustrating a local key material generator,
Figure 3 is a schematic block diagram illustrating a communication network,
Figure 4 is a schematic flow chart illustrating generating local key material,
Figure 5 is a schematic flow chart illustrating generating a shared key,

Figure 6 is a schematic sequence diagram illustrating generating a shared key.

[0077] It should be noted that items which have the same reference numbers in different Figures, have the same
structural features and the same functions, or are the same signals. Where the function and/or structure of such an item
has been explained, there is no necessity for repeated explanation thereof in the detailed description.

List of Reference Numerals:
[0078]

100 aroot key material obtainer
110  a public modulus element

112  apolynomial degree element
114 akey length element
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116 a number of polynomials element
122  a private modulus manager

124 a symmetric bivariate polynomial manager
200 alocal key material generator
210  a public material element

220  a private material element

240  a polynomial manipulation device
250  anetwork device manager

260  an obfuscating number generator
300 acommunication network

310  afirst network device

320 asecond network device

330 atransceiver

342  a polynomial manipulation device
344  alocal key material obtainer

346  akey derivation device

348  akey equalizer

350  acryptographic element

DETAILED EMBODIMENTS

[0079] While this invention is susceptible of embodiment in many different forms, there is shown in the drawings and
will herein be described in detail one or more specific embodiments, with the understanding that the present disclosure
is to be considered as exemplary of the principles of the invention and not intended to limit the invention to the specific
embodiments shown and described.

[0080] Below an embodiment of the key sharing method is described. The method has a set-up phase and a use
phase. The set-up phase may include initiation steps and registration steps. The initiation steps do notinvolve the network
devices.

[0081] The initiation steps select system parameters. The initiation steps may be performed by the trusted third party
(TTP). However, the system parameters may however also be regarded as given as inputs. In that case the trusted third
party need not generate them, and the initiation steps may be skipped. For example, the trusted third party may receive
the system parameters from a device manufacturer. The device manufacturer may have performed the initiation steps
to obtain the system parameters. For convenience of exposition we will refer to the trusted third party as performing the
initiation steps, bearing in mind that this is not necessary.

Initiation steps

[0082] The desired key length for the key that will be shared between devices in the use phase is selected; this key
length is referred to as 'b’. A typical value for a low security application may be 64 or 80. A typical value for a consumer
level security may be 128. Highly secret applications may prefer 256 or even higher values.

[0083] The desired degree is selected; the degree controls the degree of certain polynomials. The degree will be
referred to as ‘@', it is at least 1. A practical choice for a is 2. A more secure application may use a higher value of a, say
3 or 4, or even higher. For a simple application also a=1 is possible. The case a = 1 is related to the so called "hidden
number problem’; higher "a" values are related to the extended hidden number problem confirming that these cases are
hard to break.

[0084] The number of polynomials is selected. The number of pcolynomials will be referred to as’m’. A practical choice
for mis 2. A more secure application may use a higher value of m, say 3 or 4, or even higher. Note that a low-complexity
application, say for resource bounded devices may use m = 1.

[0085] Higher values of security parameters a and m increase the complexity of the system and accordingly increase
its intractability. More complicated systems are harder to analyze and thus more resistant to cryptanalysis.

[0086] In an embodiment, a public modulus N is selected satisfying 2(&*26-1 < N and most preferably also N < 2(@+2)b.
1. The bounds are not strictly necessary; the system could also use a smaller/larger value of N, although that is not
considered the best option.

[0087] Often the key length, degree and number of polynomials will be pre-determined, e.g., by a system designer,
and provided to the trusted party as inputs. As a practical choice one may take N = 2(&*2b _ 1_For exampleifa=1, b
=64 then N may be N=2192_ 1, For example if 2 = 2,b = 128 then N may be N = 2512 . 1. Choosing for N the upper or
lower bound of the above interval has the advantage of easy computation. To increase complexity one may choose a
random number within the range for N.
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[0088] A number of m private moduli p4.p,, ..., Py, are selected. Moduli are positive integers. During the registration
steps each device will be associated with an identity number. Each selected private modulus is larger than the largest
identity number used. For example, one may bound identity numbers by requiring that they are less or equal to 20 - 1,
and that the selected private moduli are larger than 20 -1, Each selected number satisfies the following relationship p;
=N+ i/ 2b, Wherein the y; are integers such that |y/-| < 2b, One practical way of selecting numbers that satisfy this
requirement is to choose a set of m random integers v such that -20 + 1 < Y < 2b -1 and compute the selected private
moduli from the relationship p; = N+ I/ 2b, Having |7/-| a bit larger may be allowed, however, a problem may occur in
that the modular operation goes too far so that shared keys might not be equal.

[0089] Form > 1, the system is more complicated, and thus more secure, since modulo operation for different moduli
are combined even though such operations are not compatible in the usual mathematical sense. For this reason it is
advantageous to choose the selected private moduli as pair wise distinct.

[0090] A number of m symmetric bivariate polynomials f;, f,, ..., f,, of degrees a;are generated. All degrees satisfy a;
<a, most preferably a= MAX{a,, ..., a,,}. A practical choice is to take each polynomial of degree a. A bivariate polynomial
is a polynomial in two variables. A symmetric polynomial f satisfies f(x,y) = f(y,x). Each polynomial )j is evaluated in the
finite ring formed by the integers modulo Py obtained by computing modulo pj- The integers modulo p; form a finite ring
with p; elements. In an embodiment the polynomial lj is represented with coefficients from 0 up to p; -1. The bivariate
polynomials may be selected at random, e.g., by selecting random coefficients within these bounds. Note that some or
all of the bivariate polynomials may be generated asymmetrically, which leads to a system with two groups. We will
assume for simplicity that the all selected polynomials are symmetric.

[0091] The security of the key sharing depends on these bivariate polynomials as they are the root keying material of
the system; so preferably strong measures are taken to protect them, e.g., control procedures, tamper-resistant devices,
and the like. Preferably the selected integers py4, p,, ....p,, are also kept secret, including the value v corresponding to

p; though this is less critical. We will refer to the bivariate polynomials also in the following form: for j=1,2,...,m, we write

fj(x: y) = ?:ofi,j(x)yi-

[0092] The above embodiment can be varied in a number of ways. The restrictions on the public and private moduli
may be chosen in a variety of ways, such that obfuscation of the univariate polynomial is possible, yet that the shared
keys obtained at network devices remain sufficiently close to each other sufficiently often. As explained, what is sufficient
will depend on the application, the required security level and the computing resources available at the network devices.
The above embodiment combines positive integers such that the modular operations which are carried out when gen-
erating the polynomials shares are combined in a non-linear manner when they are added over the integers creating a
non-linear structure for the local key material stored on a network device. The above choice for Nand p; has the property
that: (i) the size of N is fixed for all network devices and linked to a; (ii) the non-linear effect appears on the most significant
bits of the coefficients forming the key material stored on the device. Because of that specific form the shared key may
be generated by reducing module 2% after the reduction modulo N.

[0093] These design concepts can be applied in a more general way to improve on aspects (i) and (ii) as mentioned
in the last paragraph. Below different, general constructions, are given to choose the public and private moduli. To
address the first point (i), this structure for N and p; fits a more general expression where we write p;= 2X+ y/-ZY/- 1 such
that for each j, Yj + bocj =X and |yj| < 2b. This expression allows for a more variable form p; while ensuring a maximum
effect when introducing non-linear effects. Note that one can also make, Y/ + b(x/-z X where the difference between the
left and right-hand side is a fraction of the key length.

[0094] To address the second point, the above form for N and p; fits an even more general expression in which p; =
p2X + y/-2Y/' + QjZZi. By setting, e.g., Q/- =-1,=1, and Z/ =0 Vj we obtain the previous expression in which the different
ijalues introduce a non-linear effect in the most significant bits of the coefficients of the key material stored on a network
device. In this case, the constant public modulus (N) is N =2X- 1, while the private variable part used in the generation
of different positive integers involved in the modular operations is yj2Yj. Alternatively, we can set

= 1,p=1, Zj= 0, Yj = ((x/-+ b, X = (oc/-+ 2)b ¥ jwhile Lyare different for different j such that |Q/-| < 2b, In this case, the
differences in Qjallow introducing a non-linear effect in the least significant bits of the coefficients of the local key material
stored on a node. The construction of the public part in this case is also different and equal to N = Bj2X/’ + y/-2yi=2X +
2‘7(0‘/-*1) i.e., the parts that remain constant. Note in this case the non-linear effect is in the lowest part, and because of
the condition for maximum mixing effect mentioned before, then the difference between Y/ - Zj - Iogz(gj) must be (ij. In
a similar way, other constructions can be defined following the same concept.

Registration steps

[0095] In the registration step each network device is assigned keying material (KM). A network device is associated
with an identity number. The identity number may be assigned on demand, e.g. by the TTP, or may already be stored
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in the device, e.g., stored in the device at manufacture, etc.
[0096] The TTP generates a set of keying material for a device A as follows:

KMAX) = E7L, < fi(x,A) >p, + 2° Tleq, X' = T Cx'

Wherein KMA(X) is the keying material of a device with identity number A; X is a formal variable. Note that the keying
material is non-linear. The notation < --- > p; denotes reducing modulo p; each coefficient of the polynomial between the

brackets. The notation 's 4 / denotes a random integer, which is an example of an obfuscating number, such that [e4 | <
2(@*+1-)b_Note that any one of the random integers may be positive or negative. The random numbers ¢ are generated

again for each device. The term Y%, eA’iX" thus represents a polynomial in X of degree a, of which the coefficient
length is shorter with increasing degree. Alternatively, a more general, but more complicated condition is that

Z?:o | €4l - 2+ s small, e.g., < 2a. Note that the step of adding obfuscation is optional and may be omitted, but is

preferred to obtain a higher security level. We will assume that obfuscation is used.
[0097] All other additions may either use the natural integer arithmetic, or (preferably) they use addition modulo N. So

the evaluation of the univariate polynomials Z}"ﬂ < fj(x.A) >p]~ is each individually done modulo a smaller modulus
p; but the summation of these reduced univariate polynomials themselves is preferably done modulo N. Also adding the

obfuscating polynomial 22 Yo eA_iXi may be done using natural integer arithmetic or, preferably, modulo N. The keying
material comprises the coefficients (:i"‘ with i=0,...,a. The keying material may be presented as a polynomial as above.

In practice, the keying material may be stored as a list, e.g., an array, of the integers CiA, The device A also receives

the numbers N and b. Manipulation of polynomials may be implemented, e.g., as manipulation of arrays containing the
coefficients, e.qg., listing all coefficient in a predetermined order. Note that polynomials may be implemented, in other
data structures, e.g., as an associative array (aka a 'map’) comprising a collection of (degree, coefficient) pairs, preferably

such that each coefficient appears at most once in the collection. The coefficients C{“ that are provided to the device
are preferably in the range 0, 1, .. N-1.

[0098] In case, thatthe more general construction for N and the integer numbers p; is used, the obfuscating polynomial
needs to be adapted so that the random numbers e affect different parts of the coefficients. For instance, if the non-
linear effect is introduced in the least significant bits of the coefficients of the key material stored on the network devices,
then the random numbers should only affect the highest part of the coefficients and a variable number of bits in the
lowest part of the coefficients. This is a direct extension of the method described above and other extensions are feasible.

Use phase

[0099] Once two devices A and B have an identity number and received their keying material from the TTP, they may
use their keying material to obtain a shared key. Device A may perform the following steps to obtain his shared key.
First, device A obtains the identity number B of device B, then A generates the shared key by computing the following:

Kap = << KMA(X)|x=p >y>pp=<K L;CAB >y>.n

[0100] Thatis, A evaluates his keying material, seen as an integer polynomial, for the value B; the result of evaluating
the keying material is an integer. Next device A reduces the result of the evaluation first modulo the public modulus N
and then modulo the key modulus 29, The result will be referred to as A’s shared key, it is an integer in the range of 0
up to 2b - 1. For its part, device B can generate B’ shared key by evaluating its keyed material for identity A and reducing
the result modulo N and then modulo 25,

[0101] In line with the above description, if a more general expression of N and the positive integers p; is used, then
the method to obtain the b-bits key needs a small adaptation. In particular, if the non-linear effect is introduced in the
lowest bits of the coefficients of the key material stored on the network devices while the second term in the expression
of Nis Y/ then the key is generated as follows:
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< KMA(X)|x=p >N

Ky =< 2 2b

[0102] Because the bivariate polynomials in the root key material are symmetric A’s shared key and B’s shared key
are often, though not necessarily always, equal. The particular requirements on the integers p4,p,, ....p,; and on the
(optional) random numbers e are such that the keys are often equal and almost always close to each other modulo two
to the power the key length. If A and B have obtained the same shared key, then they may use it as a symmetric key
which is shared between A and B; for example, it may be used for a variety of cryptographic applications, for example,
they may exchange one or more messages encrypted and/or or authenticated using the shared key. Preferably, a key
derivation algorithm is applied to the shared key for further protection of the master key, e.g., a hash function may be
applied.

[0103] If A and B have not obtained the same shared key, then it is almost certain that these keys are close to each
other, by removing a number of the least significant bits of the keys, the generated keys can almost always be made
the same. A and B may verify if their shared keys are equal by performing a key confirmation, for example, A may send
to B a message containing the pair (m, E(m)), wherein m is a message, say a fixed string or a random number, and
E(m) is the encryption using A’s shared key.

[0104] By decrypting E(m) using B’s shared key, B may verify if the keys are equal. If so, B may respond to A informing
him of the situation.

[0105] If the keys are not equal, A and B may engage in a key equalization protocol. For example, they may make
use of the fact that the two keys are arithmetically close to each other. For example, network device A and B may
iteratively remove a least significant bit and send a key confirmation message until the keys are equal. After obtaining
equal keys, A and B may perform a key derivation algorithm to regain keys of a usual key length.

[0106] The selected m private moduli, p4,py, ..., are preferably pair wise relatively prime. If these numbers are pair
wise relatively prime the lack of compatibility between the modulo operations is increased. Obtaining pair wise relatively
prime numbers may be obtained by selecting the integers in order, testing for each new integer if all pairs of different
numbers are still relatively prime, if not the just selected number is removed from the set. This procedure continues until
all m numbers are selected.

[0107] The complexity increases even further by requiring that the selected m private moduli, p4, p,, ..., p, are distinct
prime numbers. In that case each prime number may be required to have the form p;= N+ vj -2b, Wherein the yjare
integers such that |yj| < 2b. Experiments have confirmed that these primes are easily available. For example, one may
repeatedly selectarandom yjand testtheresulting p/-until aprime is found. The same applies if a more general expression,
as described above, is applied. Indeed it follows from the prime number theorem for arithmetic progressions that as long
as a is of about the same order of magnitude as b, in particular for a < b, such primes are abundant. In particular, for
any combination of key length in the group 64, 128, 196, 256 and degree in the group 2, 3, we confirmed by experiment
that many prime numbers of this form could be generated using the above algorithm within practical time limits. When
using prime numbers each polynomial r}-is thus taken in the finite field with pjelements.

[0108] Many variants are possible to choose the various parameters used during the registration and use phase. For
example, in a simplified embodiment, the private moduli are smaller than the public modulus and satisfy the relationship
p;= N - B;- 2b. Wherein the pjare positive integers such that Bi< 2b. One practical way of selecting numbers that satisfy
this requirement is to choose a set of m random positive integers B such that pi< 20 and compute the selected private
moduli from the relationship pi= N - B 25,

[0109] As noted, the difference between Yj - Zj - |og2(g/-) may be (ij. In a similar way, other constructions can be
defined following the same concept. In particular, we can write p; = p2X + ijY/' + 52W + ¢ 2Zj for the private moduli and
N = 32X + 52 for the public modulus. A particular instantiation of this construction is p; = 221 + y2(a*1)b + 28b + ¢,
and N = 22(&1)b + 23b_|n this case, the absolute value of terms y;and f;is smaller than 20 and are in charge of creating
a non-linear effect on the MSB and LSB of the coefficients of the local stored key material on a device. Note that since
the device identifiers are around b-bits long, v (B/-) affects the MSB (LSB) of the coefficients of the polynomial share
evaluated in the ring of integers modulo p;- Afterwards during the generation of the local key material for a device the
coefficients of the polynomial shares in different rings are added over the integers so that the origin of the contributions
is concealed.

<KMA(X)lx=B>N

[0110] The key may be generated as follows: K5 =< N

>,b, butif the even more general expression

of pjand N is used that allows introducing a non-linear effect on both MSB and LSB, then the division after the reduction

modulo N is by 2 to the power of W, where 2% is the highest integer power of 2 of which N is an integer multiple. Other
constructions of N and p;may require a division by another power of two. Because the bivariate polynomials in the root

key material are symmetric A's shared key and B’s shared key are often, though not necessarily always, equal.
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Key confirmation.

[0111] 1t may be desirable for one of A and B to send a key confirmation message to the other party. A so-called key
confirmation message (KC) enables the recipient of the key confirmation message to verify that he has computed the
same key as the sender of the key confirmation message. In particular in a key sharing scheme for which it is known
that the key established by both parties may differ, a key confirmation message may be used both as a confirmation
that both have established the same key, and if not, to determine an equal shared key. For example, in general a MAC
(message authentication code) based on the established key can serve as the confirmation message, e.g. an HMAC
based on SHAZ2 or SHA3, or a CMAC based on AES, and the like. Also a cryptographically strong hash function may
be used, e.g., a hash of the established key may be used as the key confirmation message. The hash may be computed
over the key itself. The MAC can be computed over data which is known by B orincluded in the key confirmation message,
e.g. a honce, etc.

[0112] However, general cryptographically strong key confirmation messages require some resources, possibly more
resources than a key sharing algorithm according to the above principles. The key sharing schemes given above allow
for simpler functions that require much less computation resources than general purpose key confirmation schemes.
[0113] Devices Aand B compute keys Ka(B) and Kg(A). It can be shown, by following the mathematical relations, that
there exists an integer A, depending on the design parameters, such that:

KiB)E{< Kg(A)+ j>p | —4< j < 4},

[0114] Again < x >, denotes the integer between 0 and m-1 such that x - < x >, is a multiple of m. Define a function
as follows: h(x) = <x>,rwherer is a pre-determined integer such that2"> 24 + 1. Compared to the general embodiment,
there is no need that the devices compute possibly complicated hash functions; the disadvantage is that some information
on the key that is being used is sent over an observable communication channel. It is usually preferred that a key
confirmation message leaks no, or a negligible amount, of information on the key for which it is computed. This disad-
vantage can be countered by dividing the established key by 27, after a key has been found that is the same for both A
and B. More generally in a second embodiment, h(x) = <x>, where v > 2A+1 is such that either 2 is a multiple of v or
<2b>, > 2A+1. In both cases, h(K,(B)) may be used by A as a key confirmation message.

[0115] Apart from sending a key confirmation message, one may decrease the difference between K,(B) and Kg(A)

by dividing both keys by a power of 2. K5(B) and Kg(A) are b-bit keys, then removing the | least significant bits of the b-

bit generated keys so that a b-1 bit-key, which corresponds to the b-I most significant bits of the key generated, is used
to secure the communication. If b is relatively big (let’s say, 100) and | is also big (let’'s say, 50), the probability of the b-

A
| most significant bits to be equal is very high, i.e. about 1 — -2%. This approach does not require the exchange of any

information, | bits of the original generated key are removed, and the resulting key can be used for the communication.
However, this has a drawback because the key size is reduced, potentially in a considerable manner to make sure that
all the devices in a network will share a common b-I bit key with very high probability.

[0116] Note that removing least significant bits may be combined with a key confirmation message. For example, after
removing | bits, a key confirmation message is computed and sent to the other party. This approach has the advantage
that, even if the removal of least significant bits was not sufficient to establish a common key, it will make it easier to
find such a common key.

[0117] In a different approach the problem of potentially different keys being established by parties A and B is the
following: The central authority has all the information to compute beforehand if any two devices may derive different
keys. For example, the central authority may start with single identifier A and keying material computed for A. Devices
are added to a pool of device iteratively. When a new device B’ is to be added to the system, the TTP computes keying
material for B’. The TTP, verifies for each combination of B’ and the devices already in the pool if they would arrive at
the same common key. For example, the TTP may verify that they find the same key directly. The TTP may also verify
that B’ and any other device will arrive at a common key be engaging in a suitable key agreement protocol to repair a
possible different key; e.g., by dividing by a power of 2 and/or by sending one or more key confirmation messages. In
view of the foregoing probabilistic approach, it is very likely that a random choice for B’ makes {A,B’} valid for all A if the
number of devices A is relatively small.

[0118] If it turns out that B’ will not arrive at a common key with some of the devices already in the pool, the TTP
assigns a new identifier to B’ or computes new keying material, but with different random choices. Although checking
this condition represents quite an overhead, this is possible for relatively small networks (let's say ~ O(104) or O(109)
devices).

[0119] A related approach can also be applied in groups of devices. In particular, in some settings not all devices
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might require to talk to each other, e.g., if devices are static and are deployed in groups (e.g., in a building). In this case,
the verification performed by the TTP when a new device B’ is added is limited to checking for the devices belonging to
the group to which B’ will be added. For instance, the TTP can verify whether all devices in a given group generate a
key if the | LSB of the key are removed. Note that this method also allows for the design of more advanced hierarchical
schemes such that all devices belong to the main group at a first level, devices are divided into a number of groups at
a second level, devices in a group at a second level are further divided into a number of subgroups. In such a hierarchical
organization, the TTP might verify whether all devices in a given group at level w generate a common key after the
removal of |, bits. In such a system, groups at a deeper level might require the removal of a lesser number of bits, while
groups at high levels might require the removal of more bits to ensure the generation of common keys.

[0120] The TTP may perform these checks whenever a new device is added, but it may also pro-actively create a
pool of device identifiers and keying material such that each pair of identifiers from this pool gives a valid common key.
[0121] For example, the TTP may limit to pairs of valid devices {A, B}, where a pair is valid if:

lKB(A)J _ IKA(B)
20 || 2

where | refers to | bits corresponding to the | Least Significant Bits of K4(B) and Kg(A). This condition, in general, shows
a way of verifying that the keys that actually will be used are equal. Another condition is that a new B is admitted if and
only if for all A, the | least significant bits of K,(B) and Kg(A) correspond to a number in [A, 2/ - 1- A].

[0122] Figure 1 is a schematic block diagram illustrating a root key material generator 100. A key material obtainer
is configured to provide input data, except an identity number, needed by a local key material generator for generating
local key material. A key generator is an example of a key material obtainer. Instead of generating all or part of the input
data, some parameters can also be obtained by the root key material generator by receiving them; for example the key
obtainer may comprise an electronic receiver for receiving input data, e.g., a public and private modulus. A key material
obtainer obtains all the needed parameters except the identity numbers from an external source. In an embodiment a,
b, m are predetermined, e.g., received and the public modulus and the private moduli and corresponding symmetric
bivariate polynomials are generated. In an embodiment also the public modulus is pre-determined, e.g., received.
[0123] Root key generator 100 comprises a polynomial degree element 112, a key length element 114 and a number
of polynomials element 116 configured to provide the polynomial degree, the key length and the number of polynomials,
i.e., a, b and m respectively. Although these elements may be generated, e.g., depending on circumstances, typically
these parameters are chosen by a system designer. For example, the elements may be designed as non-volatile mem-
ories, or as receivers for receiving the element values, or as volatile memories connected to a receiver, etc. A suitable
choice includes a = 2, b= 128, m = 2. Any one of the numbers may be increased or decreased to obtain a more or less
secure system.

[0124] Root key generator 100 comprises a public modulus element 110 configured to provide the public modulus N.
The public modulus may or may not be chosen by a system designer. For example, the public modulus may be set a
convenient number allowing fast reduction (close or equal to a power two). The public modulus is chosen within a range
determined by the elements 112 and 114.

[0125] Root key generator 100 comprises a private modulus manager 122 configured to provide the private modulus
p, or multiple private moduli py, ...,p,,. For example, they are chosen at random within the appropriate bounds.

[0126] Root key generator 100 comprises a symmetric bivariate polynomial manager 124 configured to provide the
symmetric bivariate polynomialf, or multiple symmetric bivariate polynomialf,..., ,,,. Each symmetric bivariate polynomial
is chosen with coefficients random modulo the corresponding private modulus, i.e. the private modulus having the same
index. The coefficients may be chosen within the range 0 to p - 1, and may be chosen at random.

[0127] The private moduli may be chosen by adding or subtracting a multiple of two to the power of the key length to
the public modulus. This will result in private moduli such that the difference with the public modulus ends in a series of
consecutive zeros. One may also choose a public modulus and one or more private moduli such that a series of key
length consecutive zeros occurs not at the end but another position, say position’s’, counting from the least significant bit.
[0128] Figure 2 is a schematic block diagram illustrating a local key material generator 200. Key material generator
100 and local key material generator 200 together form a system for configuring a network device for key sharing.
[0129] Local key material generator 200 comprises a polynomial manipulation device 240. Local key material generator
200 comprises a public material element 210 for providing the public parameters a, N to the polynomial manipulation
device 240. Local key material generator 200 comprises a private material element 220 for providing the private param-
eters p;, f;and m to the polynomial manipulation device 240. Elements 210 and 220 may be implemented by the corre-
sponding elements of key material generator 100; these elements may also be memories or busses to connect to key
material generator 100.

[0130] Local key material generator 200 comprises an obfuscating number generator 260 for providing an obfuscating
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number e,  ta the polynomial manipulation device 240. The obfuscated number may be arandom number, e.g. generated
with the random number generator. The obfuscating number generator 260 may generate multiple obfuscating numbers
for multiple coefficients of the univariate polynomial. In an embodiment an obfuscating number is determined for each
coefficient of the univariate polynomial.

[0131] Local key material generator 200 comprises a network device manager 250 configured to receive an identity
number for which local key material must be generated, e.g., from a network device, and is configured to send the local
key material to the network device corresponding to the identity number. Instead of receiving an identity number, it may
also be generated, e.g., as a random, serial or nonce number. In the latter case the identity number is sent along with
the local key material to the network device.

[0132] The polynomial manipulation device 240 obtains, possibly multiple, univariate polynomials by substituting the
identity numberfrom manager 250 into each one of the bivariate polynomials and reducing each modulo the corresponding
private modulus. Theresulting multiple reduced univariate polynomials are added, coefficientwise, with natural arithmetic
addition. Also added are the one or more obfuscating numbers. Preferably, the result is reduced, again coefficient wise,
modulo the public modulus; the coefficients of the latter may be represented in the range Oto N - 1.

[0133] The obfuscated univariate polynomial is part of the local key material corresponding to the identity number. If
needed, the public modulus, degree and the key length are also sent to the network device.

[0134] Figure 3 is a schematic block diagram illustrating a communication network 300 comprising multiple network
devices; shown are a first network device 310 and a second network device 320. We will illustrate first network device
310. Second network device 320 may be the same, or work along same principles.

[0135] Network device 310 comprises a transceiver 330 combining a sender and a receiver for sending and receiving
messages in electronic, e.g., digital, format, in wired or wireless from and to second network device 320. Possibly,
transceiver 330 is also used to receive the local key material from the network authority 200. Through the transceiver
330 the identity number of another network device is received; in the figure of the second network device 320.

[0136] Network device 310 comprises a local key material obtainer 344. The local key material obtainer 344 may be
implemented as local memory, e.g., non-volatile memory such as flash memory for storing the local key material. The
local key material obtainer 344 may also be configured to obtain the local key material from generator 200, e.g., via
transceiver 330. Local key material obtainer 344 is configured to provide the polynomial manipulation device with the
needed parameters.

[0137] Network device 310 comprises a polynomial manipulation device 342 configured to substituting the identity
number of the second network device into the obfuscated univariate polynomial, and to perform two reductions on the
result: First reducing the result of the substituting modulo the public modulus and second reducing modulo a key modulus.
Note that even if multiple private moduli were used, only one public modulus would be needed. Note that for some
combinations of N and private modulus, a division by a 2 power is required before the result is reduced module a key
modulus.

[0138] Network device 310 comprises a key derivation device 346 for deriving the shared key from the result of the
reduction modulo the key modulus. For example, key derivation device 346 may remove one or more least significant
bits. Key derivation device 346 may also apply a key derivation function. It is also possible to use the result of the second
reduction without further processing.

[0139] Network device 310 comprises an optional key equalizer 348. Note that it may happen that the shared key
derived in the first network device is not equal to the key derived in the second network device (based on the identity
number of the first network device). If this is considered undesirable, a key equalization protocol may be followed.
[0140] Networkdevice 310 comprises a cryptographic element 350 configured to use the shared key for a cryptographic
application. For example, cryptographic element 350 may encrypt or authenticate a message of the first network device
with the shared key before sending it to the second network device, say a status message. For example, cryptographic
element 350 may decrypt or verify the authenticity of a message received from the second network device.

[0141] Typically, a system for configuring a network device for key sharing 200, and a first network device configured
to determine a shared key 310, each comprise a microprocessor (not shown) which executes appropriate software
stored atthe respective devices, e.g., which software may have been downloaded and stored in a corresponding memory,
e.g. RAM (not shown).

[0142] An interesting embodiment is obtained for a = 1, especially in combination with higher values of m, say higher
than 1, 2 or higher, 4 or higher. The required polynomial manipulation reduces to a single multiplication and reduction,
giving an especially simple implementation. However, even for this simple case recovering the original bivariate poly-
nomials is not straightforward, and becomes increasingly complicated with higher values of m. Although no viable attack
is known even for a = 1, the linear structure may be a starting point for future analysis, so one may want to restrict to a
> 1, for this reason.

[0143] Figure 4 is a schematic flow chart illustrating a method of generating local key material 400. The method
comprises obtaining 410 a public and private modulus, and a symmetric bivariate polynomial, obtaining 420 an identity
number of a network device, substituting 430the identity number into the bivariate polynomial modulo the private modulus,
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adding 440 an obfuscating number to a coefficient, and storing 450 the obfuscated univariate polynomial at the network
device

[0144] Figure 5 is a schematic flow chart illustrating a method of generating a shared key 500. The method comprises
obtaining 510 external identity number of another network device, sending 520 local identity number to other network
device, substituting 530 external identity number into the obfuscated univariate polynomial modulo the public modulus,
reducing 540 modulo key modulus, deriving 550 a shared key, sending 560 a key confirmation message to the other
network device, determining 570 if the key is confirmed 570, and a cryptographic application 580. If the key is not
confirmed in step 570 then the method continues in step 550 with deriving a new key. For example, step 550 may remove
one additional least significant bit each time the key is not confirmed.

[0145] Steps 550, 560, and 570 together form a key equalization protocol. For example, in step 560 a nonce and
encryption of the nonce under the shared key derived in step 550 may be sent to the second device. In step 560 a
message is received from the second device. The received message may simply say that the received key confirmation
message showed that the keys are not equal. The received message may alsc contain a key confirmation message. In
the latter case, the first network device verifies the key confirmation message and establishes if the keys are equal. If
not a new key is derived, for example, by deleting a least significant bit.

[0146] Many different ways of executing the method are possible, as will be apparent to a person skilled in the art.
For example, the order of the steps can be varied or some steps may be executed in parallel. Moreover, in between
steps other method steps may be inserted. The inserted steps may representrefinements of the method such as described
herein, or may be unrelated to the method. For example, steps 410 and 420, or 510 and 520, may be executed, at least
partially, in parallel. Moreover, a given step may not have finished completely before a next step is started.

[0147] A method according to the invention may be executed using software, which comprises instructions for causing
a processor system to perform method 400 or 500. Software may only include those steps taken by a particular sub-
entity of the system. The software may be stored in a suitable storage medium, such as a hard disk, a floppy, a memory
etc. The software may be sent as a signal along a wire, or wireless, or using a data network, e.g., the Internet. The
software may be made available for download and/or for remote usage on a server.

[0148] Figure 6 shows in schematic form a possible sequence of message between two network devices, device A
and B, while they are generating a shared key. Time runs downward. In step 610, network device A sends his identity
number to device B. In step 620 device B, send his identity number and a key confirmation message for the shared key
(K1) it derived based on identity number A and his local key material. In step 630, device A found that they did not
generated the same key. Device A has deleted one least significant bit (say integer divide by 2) to abtain key K2. In step
630 device A sends a new key confirmation message. In this fashion A and B exchange key confirmation messages
640 until they arrive at the same key in step 650. In step 650 device A sends a key confirmation message to device B.
Device B was able to verify that they had arrived at the same key. In step 660 it sends a confirmation thereof, this may
be an authenticated message or a key confirmation message, etc. In step 670 device A sends a message M1 which is
encrypted (say using AES) and/or authenticated (say using HMAC) using the now equal shared key.

[0149] The algorithm below gives a possible implementation of this approach, i.e., a protocol for mutual key agreement
& session key derivation run by Device A and Device B

Set I=L
Set continue=TRUE
Set Length = b-I
Generate a b-bit key K
While (continue AND (Length>MINIMUM LENGTH)) {
K=K>>1
Perform Mutual authentication handshake with B based
on K
If handshake successful, then{
continue=FALSE
}else(

= b-I

Length
}

[0150] The protocol removes a number of bits of the bit string generated with a key sharing algorithm, such as described
herein, and performs an authentication handshake, e.qg., challenge-response. The authentication handshake may com-
prise a key confirmation message. If it is not successful, a few additional bits are removed, and so on until the handshake
is successfully performed or the key got too short. The protocol can be modified in a number of ways, e.g., by removing
a variable number of bits depending on the iteration or requiring always a fixed number of steps so that an eavesdropper
observing the execution of the protocol does not gain any information about the length of the shared common key
between A and B. This approach has the advantage that it makes sure that the shared keys are as long as possible;

17



10

15

20

25

30

35

40

45

50

55

EP 2 853 057 B1

however, it has the potential disadvantage that it requires a number of exchanges for the agreement on the common
key. On the other hand, for most applications this will not be a big problem because for most pairs of devices the keys
will be equal or differ only in few bits and only a device pairs will arrive at keys with a relatively high number of different
least significant bits. This follows from the properties of the keys generated.

[0151] There are other ways to arrive at a same key for both devices. Again we assume that devices A and B compute
keys Ka(B) and Kg(A). The protocols below apply for any key sharing scheme for which there exists an integer A,
depending on the design parameters, such that:

Ka(B)E{< Kg(A)+ j>p| —A4<j < 4}.

[0152] Forexample, the key sharing schemes describe herein have this property. The generated keys are represented
as b-bits integers. So keys can be considered as elements from the set {0,1,2,...,2b-1}. For example, if A=2, and Kg(A)=1,
then K,(B) isin {1,2,3,0,2b-1} (note that < 1- 2 >,b = 26 - 1). For properly chosen system design parameters, A is relatively
small. The invention assures that the same key is generated always because a failure to generate a common key can
be recovered from.

[0153] According to this method, Device A sends to device B a function value h(K,(B)). Here h is a suitable hash
function, e.g. a cryptographic hash function. Device B computes h(i) for all i in {< Kg(A) + j >,?| - A <j < A} and uses, for
future communications, the integer i for which h(i) matches the received value of h(Ka(B)). If A is too large, devices A
and B may first divide their keys by a power of 2 to reduce the size of A.

[0154] It will be appreciated that the invention also extends to computer programs, particularly computer programs on
or in a carrier, adapted for putting the invention into practice. The program may be in the form of source code, object
code, a code intermediate source and object code such as partially compiled form, or in any other form suitable for use
in the implementation of the method according to the invention. An embodiment relating to a computer program product
comprises computer executable instructions corresponding to each of the processing steps of at leastone of the methods
set forth. These instructions may be subdivided into subroutines and/or be stored in one or more files that may be linked
statically or dynamically. Another embodiment relating to a computer program product comprises computer executable
instructions corresponding to each of the means of at least one of the systems and/or products set forth.

[0155] It should be noted that the above-mentioned embodiments illustrate rather than limit the invention, and that
those skilled in the art will be able to design many alternative embodiments. In the claims, any reference signs placed
between parentheses shall not be construed as limiting the claim. Use of the verb "comprise" and its conjugations does
not exclude the presence of elements or steps other than those stated in a claim. The article "a" or "an" preceding an
element does not exclude the presence of a plurality of such elements. The invention may be implemented by means
of hardware comprising several distinct elements, and by means of a suitably programmed computer. In the device claim
enumerating several means, several of these means may be embodied by one and the same item of hardware. The
mere fact that certain measures are recited in mutually different dependent claims does not indicate that a combination
of these measures cannct be used to advantage.

Claims
1. A method of configuring a network device for key sharing, the method comprising:

obtaining (410) in electronic form a private modulus (p4), a public modulus (N), and a bivariate polynomial (f;)
having integer coefficients, the binary representation of the public modulus and the binary representation of the
private modulus are the same in at least key length (b) consecutive bits,

generating local key material for the network device, the generating step comprising obtaining (420) in electronic
form an identity number (A) for the network device, and determining using a polynomial manipulation device a
univariate polynomial from the bivariate polynomial by substituting (430) the identity number into the bivariate
polynomial, reducing modulo the private modulus the result of the substitution, and

electronically storing (450) the generated local key material at the network device, and storing the public modulus
in the network device.

2. A method as claimed in Claim 1, wherein generating local key material for the network device comprises generating
an obfuscating number and adding (440) using a polynomial manipulation device, the obfuscating number to a
coefficient ofthe univariate polynomialto obtain an obfuscated univariate polynomial, the generated local key material
comprising the obfuscated univariate polynomial.
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A method as claimed in Claim 1 or 2, wherein the bivariate polynomial () is a symmetric polynomial.

A method as claimed any one of the preceding claims, wherein the least significant key length (b) bits of the binary
representation of the public modulus are the same as the least significant key length (b) bits of the private modulus.

A method as claimed in any one of the preceding claims, further comprising

generating the private modulus (p4) using an electronic random number generator, and/or

generating the bivariate polynomial using an electronic random number generator by generating one or morerandom
coefficients for the bivariate polynomial.

A method as claimed in any one of the preceding claims wherein the public modulus satisfies 2(a+2)6-1 < N, wherein
N represents the public modulus, arepresents the degree of the bivariate polynomial and b represents the key length.

A method as claimed in any one of the preceding claims comprising obtaining in electronic form multiple private
maduli (p;), and multiple bivariate polynomials (f}) having coefficients modulo p;, such thatthere is a set of key length
(b) consecutive positions in which the binary representation of the public modulus agrees with the binary represen-
tation of all private moduli,

determining the univariate polynomial comprises substituting the identity number into each one of the multiple
bivariate polynomials (f), reducing modulo a private modulus of the multiple private moduli corresponding to the
one symmetric bivariate polynomial, and adding the multiple results of the multiple reductions.

A method as claimed in any one of the preceding claims, wherein the obfuscating number is generated such that

'EA iI < 2(a+l-i)b

wherein ¢4 ;denotes the obfuscating number, / denotes the degree of the monomial corresponding to the coefficient,
a represents the degree of the bivariate polynomial and b represents the key length.

A method for a first network device configured by a method of configuring a network device for key sharing as in
Claim 1, to determine a shared key, the key being a cryptographic key, the method comprising:

obtaining local key material for the first network device in electronic form, the local key material comprising a,
optionally obfuscated, univariate polynomial,

obtaining (510) an identity number for a second network device, the second network device being different from
the first network device,

substituting (530) the identity number of the second network device into the, optionally obfuscated, univariate
polynomial,

reducing the result of the substituting modulo the public modulus and reducing (540) modulo a key modulus, and
deriving (550) the shared key from the result of the reduction modulo the key modulus.

A method as claimed in claim 9, further comprising
determining (560, 570) if the first network device and the second network device have derived the same shared
key, and if not deriving a further shared key from the result of the reduction modulo the key modulus.

A method as claimed in Claims 9 or 10, further comprising dividing the result of the substituting modulo the public
maodulus by a zero bit string divisor which is a power of two, the zero bit string divisor being larger than 1.

A system for configuring a network device for key sharing, the system comprising:

a key material obtainer (100) for obtaining in electronic form a private modulus (122, p,), a public modulus (110,
N), and a symmetric bivariate polynomial (124, f;) having integer coefficients, the binary representation of the
public modulus and the binary representation of the private modulus are the same in at least key length (b)
consecutive bits,

a generator (200) for generating local key material for the network device comprising

a network device manager (250) for obtaining in electronic form an identity number (A) for the network device
and for electronically storing the generated local key material at the network device, and storing the public
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modulus in the network device, and

a polynomial manipulation device (240) for determining a univariate polynomial from the bivariate polynomial
by substituting the identity number into the bivariate polynomial, reducing modulo the private modulus the result
of the substitution.

13. Afirst network device (310) configured to determine a shared key as in Claim 1, the key being a cryptographic key,
the first network device comprising:

a local key material obtainer (344) for obtaining local key material for the first network device in electronic form,
the local key material comprising a, optionally obfuscated, univariate polynomial,

areceiver (330) for obtaining an identity number for a second network device, the second network device being
different from the first network device,

a polynomial manipulation device (342) for substituting the identity number of the second network device into
the, optionally obfuscated, univariate polynomial and reducing the result of the substituting modulo the public
modulus followed by and reducing modulo a key modulus, and

akey derivation device (346) for deriving the shared key from the result of the reduction modulo the key modulus.

14. A computer program comprising computer program code means adapted to perform all the steps of any one of
claims 1 to 11 when the computer program is run on a computer.

15. A computer program as claimed in claim 14 embodied on a computer readable medium.

Patentanspriiche

1. Verfahren zur Konfigurierung eines Netzwerkgerats zum Key-Sharing, wobei das Verfahren die folgenden Schritte
umfasst, wonach:

ein privater Modul (p4) in elektronischer Form erhalten wird (410), wobei ein &ffentlicher Modul (N) und ein
zweidimensionales Polynom (f;) ganzzahlige Koeffizienten aufweisen, wobei die binére Darstellung des &ffent-
lichen Moduls und die bindre Darstellung des privaten Moduls in zumindest aufeinanderfolgenden Bits der
Schlissellange (b) gleich sind,

lokales Schliisselmaterial fir das Netzwerkgerat erzeugt wird, wobei gemal dem Erzeugungsschritt eine Iden-
titatsziffer (A) in elektronischer Form fiir das Netwerkgerat empfangen wird (420) und unter Verwendung einer
Polynomhandhabungseinrichtung ein eindimensionales Polynom aus dem zweidimensionalen Polynom durch
Substituieren (430) der Identitatsziffer in das zweidimensionale Polynom ermittelt wird, womit der private Modul
des Resultats der Substitution modulo reduziert wird, und

das erzeuge lokale Schllsselmaterial auf dem Netzwerkgerat elektronisch gespeichert (450) wird und der 6f-
fentliche Modul in dem Netzwerkgerat gespeichert wird.

2. Verfahren nach Anspruch 1, wobei das Erzeugen des lokalen Schliisselmaterials fir das Netzwerkgerat das Erzeu-
gen einer verschleiernden Ziffer sowie das Hinzufligen (440) der verschleiernden Ziffer zu einem Koeffizienten des
eindimensionalen Polynoms unter Verwendung einer Polynomhandhabungseinrichtung umfasst, um ein verschlei-
ertes eindimensionales Polynom zu erhalten, wobei das erzeugte lokale Schilisselmaterial das verschleierte eindi-
mensionale Polynom umfasst.

3. Verfahren nach Anspruch 1 oder 2, wobei das zweidimensionale Polynom (f;) ein symmetrisches Polynom ist.

4. Verfahren nach einem der vorangegangenen Anspriiche, wobei die niedrigstwertigen Bits der Schlissellange (b)
der binaren Darstellung des &ffentlichen Moduls die gleichen wie die niedrigstwertigen Bits der Schlissellange (b)
des privaten Moduls sind.

5. Verfahren nach einem der vorangegangenen Anspriiche, das weiterhin die folgenden Schritte umfasst, wonach:

der private Modul (p4) unter Verwendung eines elekironischen Zufallszahlengenerators erzeugt wird, und/oder

das zweidimensionale Polynom unter Verwendung eines elekironischen Zufallszahlengenerators durch Erzeu-
gen eines oder mehrerer Zufallskoeffizienten fir das zweidimensionale Polynom erzeugt wird.
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Verfahren nach einem der vorangegangenen Anspriiche, wobei der 6ffentliche Modul 2(@+2)b-1 < N entspricht, wobei
N den o6ffentlichen Modul darstellt, a den Grad des zweidimensionalen Polynoms darstellt und b die Schliisselldnge
darstellt.

Verfahren nach einem der vorangegangenen Anspriiche, wonach in elektronischer Form mehrere private Moduin
(p;) und mehrere zweidimensionale Polynome () mit Koeffizienten modulo p; erhalten werden, so dass ein Satz
von aufeinanderfolgenden Positionen der Schllissellange (b) vorhanden ist, in dem die bindre Darstellung des
offentlichen Moduls mit der bindren Darstellung aller privaten Moduln Gibereinstimmt,

das Ermitteln des eindimensionalen Polynoms das Substituieren der Identitatsziffer in jedes der mehreren zweidi-
mensionalen Polynome (f) umfasst, womit ein privater Modul der mehreren privaten Moduln entsprechend dem
einen symmetrischen zweidimensionalen Polynom modulo reduziert wird und die mehreren Resultate der mehreren
Reduktionen hinzugefligt werden.

Verfahren nach einem der vorangegangenen Anspriiche, wobei die verschleiernde Ziffer so erzeugt wird, dass

< plaH-b

‘SA,Z'

wobei EAj die verschleiernde Ziffer bezeichnet, i den Grad des Monoms entsprechend dem Koeffizienten bezeichnet,
a den Grad des zweidimensionalen Polynoms darstellt und b die Schlissellange darstellt.

Verfahren fir ein erstes Netzwerkgerat, das durch ein Verfahren zum Konfigurieren eines Netzwerkgerats zum Key-
Sharing nach Anspruch 1 konfiguriert wird, um einen gemeinsamen Schliissels zu ermittein, wobei der Schliissel
ein kryptographischer Schlissel ist, wobei das Verfahren die folgenden Schritte umfasst, wonach:

lokales Schlisselmaterial fir das erste Netzwerkgerat in elektronischer Form erhalten wird, wobei das lokale
Schllsselmaterial ein, optional verschleiertes, eindimensionales Polynom umfasst,

eine Identitatsziffer flr ein zweites Netzwerkgerat erhalten wird (510), wobei das zweite Netzwerkgerat von
dem ersten Netzwerkgerat verschieden ist,

die Identitatsziffer des zweiten Netzwerkgerats in das, optional verschleierte, eindimensionale Polynom substi-
tuiert wird (530),

das Resultat der Substitution modulo des déffentlichen Moduls reduziert wird und ein Schliisselmodul modulo
reduziert wird (540), und

der gemeinsame Schliissel von dem Resultat der Modulo-Reduktion des Schliisselmoduls abgeleitet wird (550).

Verfahren nach Anspruch 9, wonach weiterhin

ermittelt wird (560, 570), ob das erste Netzwerkgerat und das zweite Netzwerkgerat den gleichen gemeinsamen
Schllssel abgeleitet haben, und wenn nicht, ein weiterer gemeinsamer Schllissel von dem Resultat der Modulo-
Reduktion des Schllisselmoduls abgeleitet wird.

Verfahren nach Anspruch 9 oder 10, wonach weiterhin das Resultat der Substitution modulo des éffentlichen Moduls
durch einen Null-Bit-String-Divisor, einer Zweierpotenz, dividiert wird, wobei der Null-Bit-String-Divisor groRer als
1 ist.

System zum Konfigurieren eines Netzwerkgerdts zum Key-Sharing, wobei das System umfasst:

einen Schlusselmaterial-Obtainer, um in elektronischer Form einen privaten Modul (122, p4), einen &ffentliche
Modul (110, N) sowie ein symmetrisches, zweidimensionales Polynom (124, f;) mit ganzzahligen Koeffizienten
zu erhalten, wobei die bindre Darstellung des éffentlichen Moduls und die bindre Darstellung des privaten
Moduls in zumindest aufeinanderfolgenden Bits der Schliissellange (b) gleich sind,

einen Generator (200) zur Erzeugung von lokalem Schllsselmaterial fir das Netzwerkgerat, umfassend
einen Netzwerkgeratmanager (250), um in elektronischer Form eine Identitatsziffer (A) fir das Netzwerkgerat
zu erhalten und das erzeugte lokale Schliisselmaterial auf dem Netzwerkgerat elektronisch zu speichern und
den &ffentlichen Modul in dem Netzwerkgerat zu speichern, sowie

eine Polynomhandhabungseinrichtung (240), um ein eindimensionales Polynom aus dem zweidimensionalen
Polynom durch Substituieren der Identitatsziffer in das zweidimensionale Polynom zu ermitteln, womit der
private Modul des Resultats der Substitution modulo reduziert wird.

21



10

15

20

25

30

35

40

45

50

55

EP 2 853 057 B1

13. Erstes Netzwerkgerat (310), das so konfiguriert ist, dass es einen gemeinsamen Schliissel in Anspruch 1 ermittelt,
wobei der Schlissel ein kryptographischer Schllissel ist, wobei das erste Netzwerkgerat umfasst:

einen Obtainer (344) flir lokales Schllisselmaterial, um in elektronischer Form lokales Schliisselmaterial fir das
erste Netzwerkgerat zu erhalten, wobei das lokale Schllisselmaterial ein, optional verschleiertes, eindimensi-
onales Polynom umfasst,

einen Empfanger (330), um eine Identitatsziffer fir ein zweites Netzwerkgerét zu erhalten, wobei das zweite
Netzwerkgerat von dem ersten Netzwerkgerat verschieden ist,

eine Polynomhandhabungseinrichtung (342), um die Identitatsziffer des zweiten Netzwerkgerats in das, optional
verschleierte, eindimensionale Polynom zu substituieren und das Resultat der Substitution modulo des &ffent-
lichen Moduls zu reduzieren und im Anschluss einen Schliisselmodul modulo zu reduzieren, sowie

eine Schllsselableitungseinrichtung (346), um den gemeinsamen Schliissel von dem Resultat der Modulo-
Reduktion des Schliisselmoduls abzuleiten.

14. Computerprogramm mit Computerprogrammcodemitteln, das so eingerichtet ist, dass es samtliche Schritte nach
einem der Anspriiche 1 bis 11 durchfiihrt, wenn das Computerprogramm auf einem Computer ablauft.

15. Computerprogramm nach Anspruch 14, das auf einem computerlesbaren Medium dargestellt ist.

Revendications
1. Procédé de configuration d’un dispositif réseau pour un partage de clé, le procédé comprenant :

lobtention (410) sous forme électronique d’'un module privé (p4), d’'un module public (N), et d’un polynéme &
deux variables (f;) possédant des coefficients entiers, la représentation binaire du module public et la repré-
sentation binaire du module privé étant identiques dans au moins les bits consécutifs d’'une longueur de clé (b),
la génération d’'un matériel de clé locale pour le dispositif réseau, 'étape de génération comprenant I'obtention
(420) sous forme électronique d’'un numéro d'identité (A) pour le dispositif réseau, et la détermination au moyen
d’'un dispositif de manipulation de polynéme d’'un polynéme a une seule variable a partir du polyndme a deux
variables en remplagant (430) le numéro d’identité dans le polyndme a deux variables, en réduisant modulo le
module privé le résultat de la substitution, et

le stockage électronique (450) du matériel de clé locale générée au niveau du dispositif réseau, et le stockage
du module public dans le dispositif réseau.

2. Procédeé selon la revendication 1, dans lequel la génération de matériel de clé locale pour le dispositif réseau
comprend la génération d’'un nombre d’obscurcissement et I'ajout (440) au moyen d’un dispositif de manipulation
de polynéme, du nombre d'obscurcissement a un coefficient du polynéme a une seule variable pour obtenir un
polyndme a une seule variable obscurci, le matériau de clé locale généré comprenant le polynéme a une seule
variable obscurci.

3. Procéde selon la revendication 1 ou 2, dans lequel le polynéme & deux variables (f;) est un polyndbme symétrique.
4. Procédé selon I'une quelconque des revendications précédentes, dans lequel les bits les moins significatifs de la
longueur de clé (b) de la représentation binaire du module public sont identiques aux bits les moins significatifs de
la longueur de clé (b) du module privé.
5. Procédeé selon I'une quelconque des revendications précédentes, comprenant en outre :
la génération du module privé (p4) au moyen d’un générateur électronique de nombre aléatoire, et/ou
la génération du polyndme a deux variables au moyen d'un générateur électronique de nombre aléatoire en
générant un ou plusieurs coefficients aléatoires pour le polyndme a deux variables.
6. Procédé selon I'une quelconque des revendications précédentes, dans lequel le module public satisfait 2(a+2)b-1 <
N, ol N représente le module public, a représente le degré du polynéme a deux variables et b représente la longueur

de clé.

7. Procédé selon 'une quelconque des revendications précédentes, comprenant I'obtention sous forme électronique
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de plusieurs modules privés (p;), et plusieurs polynémes & deux variables (f) possédant des coefficients modulo p;
de telle sorte qu’il y a un ensemble de positions consécutives de la longueur de clé (b) dans lesquelles la représen-
tation binaire du module public satisfait la représentation binaire de tous les modules privés,

la détermination du polynéme a une seule variable comprend le remplacement du numéro d’identité dans chacun
des multiples polyndmes & deux variables (f), la réduction modulo un module privé des multiples modules privés
correspondant au polynéme symétrique précité a deux variables, et I'ajout des multiples résultats aux multiples
réductions.

Procédé selon I'une quelconque des revendications précédentes, dans lequel le nombre d’obscurcissement est
généré de telle sorte que

‘ g, ‘ < ple-Db

ol g4 ;désigne le nombre d’obscurcissement, / désigne le degré du mondme correspondant au coefficient, a repré-
sente le degré du polyndme a deux variables et b représente la longueur de clé.

Procédé, pour un premier dispositif réseau configuré par un procédé de configuration d’'un dispositif réseau, pour
le partage de clé selon la revendication 1, pour déterminer une clé partagée, la clé étant une clé cryptographique,
le procédé comprenant :

I'obtention d’'un matériel de clé locale pour le premier dispositif réseau sous forme électronique, le matériel de
clé locale comprenant un polynéme a une seule variable, éventuellement obscurci,

'obtention (510) d’'un numéro d’identité pour un second dispositif réseau, le second dispositif réseau étant
différent du premier dispositif réseau,

le remplacement (530) du numéro d’identité du second dispositif réseau dans le polyndme a une seule variable,
éventuellement obscurci,

laréduction du résultatde la substitution modulo le module public etlaréduction (540) modulo un module de clé, et
la dérivation (550) de la clé partagée du résultat de la réduction modulo le module de clé.

Procédé selon la revendication 9, comprenant en outre

le fait de déterminer (560, 570) si le premier dispositif réseau et le second dispositif reseau ont dérivé la méme clé
partagée et, dans le cas contraire, la dérivation d’'une autre clé partagée de résultat de la réduction modulo le module
de clé.

Procédé selon les revendications 9 ou 10, comprenant en outre la division du résultat du remplacement modulo le
maodule public par un diviseur de chaine a zéro bit qui est une puissance de deux, le diviseur de chaine a zéro bit
étant plus grand que 1.

Systéme pour configurer un dispositif réseau pour un partage de clé, le systéme comprenant :

un systéme d'obtention de matériel de clé (100) pour obtenir sous forme électronique un module privé (122,
P4), un module public (110, N), et un polynéme & deux variables symétrique (124, f;) possédant des coefficients
entiers, la représentation binaire du module public et la représentation binaire du module privé étant identiques
au moins dans les bits consécutifs d’'une longueur de clé (b),

un générateur (200) destiné a générer le matériel de clé locale pour le dispositif réseau comprenant

un gestionnaire de dispositif réseau (250) pour obtenir sous forme électronique un numéro d’identité (A) pour
le dispositif réseau et pour stocker électroniqguement le matériel de clé locale généré au niveau du dispositif
réseau, et stocker le module public dans le dispositif réseau, et

un dispositif de manipulation de polynéme (240) pour déterminer un polyndme a une seule variable a partir du
polyndme a deux variables en remplagant le numéro d’identité dans le polynéme a deux variables, en réduisant
modulo le module privé le résultat de la substitution.

Premier dispositif réseau (310) congu pour déterminer une clé partagée selon la revendication 1, la clé étant une
clé cryptographique, le premier dispositif réseau comprenant :

un systéme d’obtention de matériel de clé locale (344) pour obtenir un matériel de clé locale pour le premier

23



10

20

25

30

35

40

45

50

55

EP 2 853 057 B1

dispositifréseau sous forme électronique, le matériel de clé locale comprenant un polynéme a une seule variable,
éventuellement obscurci,

un récepteur (330) pour obtenir un numéro d’identité pour un second dispositif réseau, le second dispositif
réseau étant différent du premier dispositif réseau,

undispositif de manipulation de polyndme (342) pour remplacer le numéro d’identité du second dispositif réseau
dans le polyndme a une seule variable éventuellement obscurci et réduire le résultat du remplacement modulo
le module public suivi par la réduction modulo d’'un module de clé, et

un dispositif de dérivation de clé (346) pour la dérivation de la clé partagée du résultat de la réduction modulo
le module de clé.

14. Programme informatique comprenant un moyen formant code de programme informatique adapté pour exécuter
toutes les étapes du procédé selon I'une quelconque des revendications 1 a 11 lorsque le programme informatique

est exécuté sur un ordinateur.

15. Programme informatique selon la revendication 14, mis en pratique sur un support lisible par un ordinateur.
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