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ABSTRACT

Blockchain is heralded as being “the next big thing” that promises to radically transform
society and the economy in near-future applications. While scholarly literature on blockchain
has largely focused on bitcoin and cryptofinance, in recent years, a body of scholarship has
started to emerge on blockchain in the public sector. The characteristics of blockchain have
made it a promising technology to transform many activities related to public policy and
public service provision, such as administrative processes, welfare provision and regulation
practices. This paper provides, to the best of our knowledge, the first systematic literature
review of the use of blockchain across all the main public services. This systematic review
identifies the public services most likely to be impacted by the introduction of blockchain. It
also highlights the main potential benefits, costs and risks of blockchain for government, civil
servants and citizens. Governments are found to benefit mainly from improvements in
efficiency and traceability, while regulatory uncertainty and questions around scalability
represent major costs and risks for them. Civil servants, the least studied actor in the literature,
could benefit from blockchain through the reduction of red tape and improvements in
coordination between agencies. Their lack of blockchain knowledge and skills represent a
major cost as regards adoption. Regarding citizens, security and transparency are identified
as being the most important benefits, while risks are mainly associated with data security
concerns. The article concludes by noting several limitations in the literature and providing
suggestions towards fruitful lines of research.

INDEX TERMS Blockchain, public services, government, civil servants, eGovernment,
public sector innovation, systematic literature review.



I. INTRODUCTION

Blockchain is heralded as being “the next big thing”” — one of the most important of the suite of
technologies stated to have “disruptive” consequences for society and the economy in near-
future applications. These technologies are labelled disruptive as it is claimed that, after initially
taking root in simple applications in specific areas of economic activity, they will relentlessly
scale upwards, eventually replacing previous technologies, and bring about profound changes
in the ways in which processes are completed, delivering cost reductions and performance
improvements [1-2]. Blockchain is actually a particular example of Distributed Ledger
Technology (DLT, henceforth). Specifically, blockchain uses DLT to store information that has
been verified by cryptography among a group of users through a pre-defined network protocol,
without the control of a centralized entity or authority [3].

Blockchain is promoted as being a key asset for governments to keep up with future trends:
it is claimed blockchain will profoundly transform public service production and delivery [4].
However, the expectation that innovative technologies will automatically bring about positive
transformations can lead to over-optimistic executions and biased assessments [5-6]. Putting
aside utopian claims, the benefits and risks of blockchain for public services need to be carefully
considered. A glance at the literature on blockchain shows that by far the majority of attention
has been paid to bitcoin and other cryptocurrencies. For example, a search using Scopus
indicates that, in 2019, nearly two-thirds (61.2%) of the total number of publications that
focused on blockchain were actually about bitcoin. However, in recent years, a body of
scholarship on blockchain in the public sector has emerged. This literature is producing
important insights into the potential of blockchain in the provision of public services. At
present, these insights constitute a relatively disperse body of knowledge, in the sense that they
are being produced across a broad range of disciplines, bridging both Sciences and Social
Sciences. To date, a comprehensive review of the potential benefits, costs and risks of
blockchain in public services, which brings together all the existent insights in a
multidisciplinary perspective, is missing. It is this gap that this paper seeks to address by
conducting a systematic review.

At the same time, the number of projects and early stage applications of blockchain initiated
by governments and public administrations around the world are increasing [7]. Most of these
projects and applications seek to use blockchain in order to improve economic efficiency,
transparency, and the accountability of bureaucratic processes. Three main uses of blockchain
in the realm of public services can be identified. First is the establishment of blockchain-based,
international public infrastructures, that seek to improve coordination and information-sharing
between governments, businesses and citizens from different countries. One example is based
in the European Union, where the European Blockchain Services Infrastructure (EBSI) is being
developed. EBSI aims to develop a public-permissioned blockchain infrastructure for
application upon public services, such as sovereign digital identity, notarization, diplomas and
trusted data sharing. Second is the further development of “Smart Cities”. Here, blockchain is
expected to be the missing piece of the puzzle to integrate Internet of Things technologies (IoT),
Al cloud computing and Big Data. Blockchain’s characteristics of immutability and
traceability, along with its decentralized structure, are thought to help ensure progress towards
a more efficient, secure, and transparent way of managing services and data. Third is supply
chain management [8]. According to the Global Alliance for Trade Facilitation, supply
networks account for two thirds of the total cost of traded products, while seven percent of the
total value is the cost of documentation processes alone [9]. Blockchain is being used to address
logistical complexity, by breaking down information silos, automating transaction and
bureaucratic processes, increasing transparency, and guaranteeing authenticity along the supply
chain. Public and private initiatives, such as komgo, the world’s first blockchain-based platform
for the commodity trade ecosystem, are expected to emerge in the near future [10]. A recent
development regarding blockchain in public services is DApps, or decentralized applications,
that run on a blockchain network, mainly Ethereum. DApps are similar to traditional Web
applications but, instead of an application programming interface (API), DApps presents a



wallet that communicates with the blockchain through smart contracts. Although the number
of running DApps is still emerging, and focuses mostly on decentralized finance, marketplaces,
games, gambling and crypto exchanges, it is probable that these applications will play a
significant role in the future in the realm of public services.

The adoption of blockchain towards the provision of public services is expected to have
important social, political and environmental implications. Blockchain can render societies
more sustainable, understood as the harmony of three pillars: environmental, economic, and
social [11]. Blockchain has the potential to improve the access and transparency of public
registries, management of, and access to, energy and water, citizen participation tools and
international cooperation, among other advantages. By so doing, blockchain applications could
have a positive impact on several Sustainable Development Goals [12]: reducing inequalities
(objective 10), sustainable cities and communities (objective 11) and peace, justice and solid
institutions (objective 16). At the same time, blockchain could also lead to costs, such an
indiscriminate replacement of physical staff by highly automated, opaque processes or a general
disempowerment of citizens caused by a concentration of power in dominant positions away
from democratic scrutiny [6]. The direction, shape and intensity of the transformations brought
about by blockchain are not pre-determined, and will depend on many issues, including
blockchain’s technical development, social acceptance, and political will.

In this light, the aim of this paper is to compile all the existing scientific knowledge about the
use of blockchain in public services. To do so, a systematic review of the literature is performed,
which comprehensively collects what is known (theoretically and empirically) about the
potential benefits, costs and risks of the use of blockchain in the arena of public services. The
contribution of this article is to provide, to the best of our knowledge, the first systematic review
of the literature specifically on the use of blockchain for public services. The results of this
systematic review will help academics and policymakers better understand, execute and
communicate the potential of this technology.

The role of public services has been fundamental as regards the creation of modern states and
societies, since they contribute to territorial consolidation, social cohesion and political stability
[13]. We define public services from a functional approach, referring to those services which
are provided in the public or general interest. We opt to focus on “public services”, rather than
on the “public sector”, since many public services are delivered by non-governmental and
private agents, or through mixed ownership partnerships, such as, corporations, inter-municipal
cooperation, third sector or public-private partnerships [14]. “Public services”, therefore,
capture all of these activities, whether or not they are owned or controlled directly by the state.
From the insights of this systematic review, this paper sheds light on whether introducing
blockchain is viable, feasible and desirable in public service production and delivery.

The introduction of an innovation such as blockchain is a complex process that presents
diverse technological, socio-economic, legal, and cultural opportunities and barriers. The
potential impact of the technology, therefore, will be different, depending on the specific public
service in question. Furthermore, the implications of introducing blockchain into public
services will differ—significantly—depending on the segment of society in question. For
example, the implications of blockchain for governments responsible for managing or
regulating the public service will likely be different to that of the civil servants who oversee
public service production and delivery, as well as citizens, as users of public services.
Therefore, our systematic literature review focuses on the following two research questions:

A)  What are the main public services potentially affected by blockchain?
B)  What are the main potential benefits, costs and risks of blockchain in public services
for (1) governments, (2) civil servants and (3) citizens?

To answer these questions, we conduct a systematic review following Preferred Reporting
Items for Systematic Reviews and Meta-Analyses or PRISMA guidelines [15]. This consists of
areview of clearly formulated questions that follows systematic and explicit methods, including



clearly stated objectives, a systematic search to identify all the studies that meet the eligibility
criteria, and a systematic presentation of findings [16].

The rest of the paper is organized as follows. Section II provides a discussion of related work.
Section III presents our research strategy, including the methodology used to conduct the
review. Section IV presents the background results and the main characteristics of the records
found. Section V identifies the main public services impacted by blockchain. Section VI
discusses the benefits, costs and risks of blockchain for governments, civil servants and citizens.
Finally, Section VII presents our conclusions, limitations, and suggestions for future research.

II. RELATED WORK

A small number of literature reviews on issues related to blockchain applications to services,
processes and business models have been published. Though some of these papers include
analysis of blockchain in a limited number of public services, the literature does not yet include
a comprehensive analysis and discussion of blockchain in public services. The first wave of
literature reviews of blockchain applications focused on its potential use in the cryptofinance
and cryptocurrencies sectors, particularly, bitcoin [17]. Most of these studies were technical,
and proposed changes to protocols, mining processes and privacy issues [18-19]. To date, five
systematic literature reviews have been published which analyse blockchain applications in the
public sector [20-24]. Of these studies, [20] focuses on blockchain in the context of Smart
Cities, and includes analysis of a small number of public services associated with e-
Government, energy, and education. Methodologically speaking, this paper utilizes a
component-based analysis framework to classify blockchain practices by design, protocols and
platforms, and provides a cross-sector analysis. Reference [21] inquires which areas blockchain
is impacting regarding the public sector. However, instead of using a systematic literature
review scheme, it uses the keywords mapping method. This paper identifies the most
commonly used words in the literature related to the study of blockchain in the public sector,
and tracks how those evolve overtime. While this paper identifies those public services where
blockchain is being used, it does not provide insight into the benefits, costs and risks of each of
these applications. Reference [22] covers blockchain applications in specific sectors, including
a small number of public services, but most attention is paid to industrial (private) sectors.
However, the list of public services covered is not comprehensive and the paper does not
analyse the specific context of the agents involved in the innovation process. Reference [23]
does not review public services per se, rather, it reviews the current state-of-the-art on privacy-
preserving mechanisms, and blockchain’s applicability to eGovernment, eHealth and Smart
Cities. Similarly, ref. [24] reviews the public governance challenges of blockchain which may
indirectly affect public services. In particular, it analyzes the governance challenges of different
blockchain types, governance stages, and governance layers. Our paper differs from these
previous ones, in that it provides the first systematic review specifically focused on the context
of blockchain and the universe of public services, provided by all levels of public
administration, including: a comprehensive list of public services where blockchain is having
an impact; a detailed discussion on the context of blockchain innovation in public services; and
information on the benefits, costs and risks of blockchain in public services. These benefits,
costs and risks are discussed for each kind of public service. In addition, they are disaggregated
by agent, hence, benefits, risks and costs of blockchain are identified for government, civil
servants and citizens. This is discussed from the perspective of the diverse actors involved in
public service provision, addressing their specific circumstances, motivations and concerns that
may shape the innovation process. To this end, we identify the main benefits, costs and risks
that governments, civil servants and citizens face as a consequence of the application of
blockchain in public services. Our systematic review provides, therefore, the most
comprehensive analysis of blockchain in public services to date, upon which further research,
pilots and applications can build.



III. RESEARCH STRATEGY

Our systematic review follows PRISMA to ensure it is based on replicable and transparent steps
that allow for the identification of all studies that meet the eligibility criteria and a systematic
presentation of the findings. The checklist for each step is presented in the Appendix S.1.

A. ELIGIBILITY CRITERIA
Studies were included in the systematic review if they met all of the following criteria:

o Type of Studies. Records considered should include discussion of the social impact (on
governments, civil servants and citizens) of the use of blockchain in public services.

e Topic. Records included should deal with the use of blockchain technology in public
services. We define public services from a functional approach, referring to those services
which are provided in the public or general interest. Essentially, following the literature on
this topic, public services are those services “for” the public, independently of whether they
are ultimately publicly or privately owned [25].

o Types of Participants. The scope of our systematic review encompasses the
implications of blockchain for three possible types of participants: I. Governments, defined
as the public bodies/entities directly or ultimately responsible of public service provision;
II. Civil servants, defined as those employees in charge of the provision and/or regulation
of the public service; I11. Citizens, defined as the individuals who are the potential recipients
of the service.

o Study Design. The interest of our systematic review is both on the theoretical and the
empirical implications of the use of blockchain in public services.

o Language. We restricted our sample of studies to those written in the English language.

o Publication status. We included published peer-reviewed journal articles as well as
books and book chapters.

B. SEARCH STRATEGY

We used three search strategies to identify scholarship on blockchain on public services. Our
main search strategy was primarily focused on the two most well-known international
repositories: Web of Science Principal Collection and Scopus!. For both sources, we first
conducted a search of records containing the word “blockchain” in the title, abstract or
keywords.? Records had to be written in English and published as journal articles, book chapters
or books, in the field of Social Sciences. Our search encompassed multidisciplinary
publications also included in other fields such as Computer Science or Engineering. We found
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that interesting records included the word “public” (“public service/s”, “public sector”, “public
administration”, “public agency/ies”, “public value/s”, “public organization/s”, “public actors”,
etc.), and/or the word “government”. In this light, we conducted a refined search in which the
records included the word “public” (in any combination) or the word “government” in the title,
abstract or keywords. This refined search resulted in 229 records from Web of Science and 150
records from Scopus. In order to minimize the number of false negatives, we developed a
complementary search from Google Scholar. Records we searched for using Google Scholar
had to include the word “blockchain”, plus the word “public”, or the word “government”, in
their title. This search resulted in 365 additional records. Searches were conducted on January
2020. A final search from the IEEE Xplore repository using the same criteria used for Web of
Science and Scopus was also conducted. This search resulted in 244 additional records.

! We conducted the searches following the same criteria both in Web of Science and Scopus. When the options available
from Web of Science and Scopus search engines were not exactly the same, we followed the closest available criteria.

2 In Web of Science, this included both the keywords selected by authors and those (defined as KeyWords Plus) identified
by its search engine.



Two complementary search strategies were conducted. The second strategy led to a set of 35
additional records identified by blockchain experts. The final strategy consisted of updating the
systematic review to include records from January 2020 to June 2020 using an innovative
technique: an automatic search engine. ASReview is a new software that uses machine (deep)
learning models in combination with active learning to facilitate the screening process of
systematic reviews [26]. Firstly, we provided the software with a set of records identified from
Scopus following the eligible criteria described in the primary search process. Secondly, two
of these papers were selected as relevant by the authors and used by the software as a head start.
Then, the search engine showed the abstract of the most related paper considering the ones
already selected. The researcher chose whether to include or not the new record based on the
screened abstract. Once the decision was taken, a new calculation was made, and the next most
related paper was presented. When several non-interesting papers appeared in a row, the
researcher stopped the screening process, since the rest of the papers were expected to be non-
relevant. This represents a significant advantage, especially for systematic reviews with
substantial initial samples of records. This strategy using ASReview serves to carry out new
systematic reviews as well as updates of published systematic reviews.

C. RECORD SELECTION

In total, our search led to 1,070 records. Two of the authors were jointly responsible for the
screening process and final election. If there was disagreement about the eligibility of a paper,
this was resolved through discussion and consultation with the other two co-authors. Our
selection process is presented in Fig. 1. In a first step, records were screened based on title,
abstract and keywords. We excluded duplicates, as well as records that did not share all the
required criteria (i.e., those not written in English, not published as journal articles, books or
book chapters). In a second step, the remaining records were screened by reading their full
content. We specifically followed the first two principles of the eligibility criteria regarding
type of studies and topic. Records not dealing with the social impact (on governments, civil
servants and citizens) of the use of blockchain in public services were excluded. For example,
several studies analysed the application of blockchain from the point of view of business or the
private sector and others only include computer modelling of the blockchain. Those papers,
along with records whose central feature was cryptocurrencies, were excluded. Ultimately, our
record selection led to the inclusion of 92 studies in our systematic review.

Records identified through database search Records identified Records identified
WoS, Scopus, Google Scolar, IEEE Explore through experts through ASREVIEW

(n=229; n=150; n=365, n=244) (n=35) (n=47)

| l |

Records screened based on publication titles, abstracts and keywords

(n=1070)

’: Records excluded

(n=644)

Records screened on specific elegibility eriteria

(n=426)

g Records excluded

(n=334)

v

Records included in the final review

(n=92)

FIGURE 1. Flow diagram of the search strategy and record selection.



D. CODING

We used NVivol2 to facilitate the organization and extraction of information required for a
systematic literature review [103]. We created a database of the records, coded them, and
conducted the analyses. Nvivo is a software package built to analyse qualitative and non-
structured data. It allows a more direct organization of text, video and audio using nodes, notes,
cases, and conceptual maps. This process permits dividing the data into manageable segments
while allowing rapid access to the relevant data when needed. The classification criteria can be
introduced by researchers based on a priori field knowledge or with the help of available
statistical language techniques, such as word counting, cluster analysis and other relational
tools, including the Cohen’s kappa coefficient (k).

We used different tools to analyse the records of the systematic review. We used a word
counting and a word cloud to quantify the most relevant concepts present in the literature.
Additionally, we created different classifications in order to organize the data extraction
process. Firstly, each record was catalogued regarding its general characteristics, including title,
author, year, type of publication, method, journal and policy sector addressed. Next, we created
a coding scheme, which we used to identify the benefits, costs and risks of blockchain for each
of the three actors (citizens, government, civil servants).

The coding process was partly exploratory, since new categories for research methods and
policy sectors were introduced whenever a record did not fit any of the available options.
Regarding the research method, we differentiated five categories explained in the next section.
Additionally, we identified 16 potential policy sectors for blockchain applications. The policy
sectors are not mutually exclusive, which means that one record can examine one or several
applications at the same time. Similarly, a study often discusses more than one benefit, cost and
risk. Once all the information was classified, we used this to answer the research questions.

IV. GENERAL RESULTS

A categorization of each record included in the systematic review, by authors, year, method,
policy sector and objectives, is included in Appendix S.2. The distribution of records by year
of publication (Fig. 2) shows the use of blockchain in public services is an emerging topic. The
number of publications on this topic has increased sharply since 2016 (when the first two
records on this topic were published), to 45 in 2019. The records are published mainly as journal
articles (86) and, to a lesser extent, as book chapters (6).

Number ofrecords
(%]
[==]

10 ] ' -
0
2016 2017 2018 2019 2020

EPapers MBook chapters

FIGURE 2. Distribution of records by year of publication.



As shown in Table 1, most records are found in publications in the field of Social Sciences
(74 records, 80% of total). Nearly two thirds of records are in publications in the field of Science
& Technology (58 records, 63% of total). Some 40 records (43%) are in publications
simultaneously included both in Social Sciences and in Science & Technology. The journals
which contain the largest number of articles are Information Polity (6), International Journal of
Recent Technology and Engineering (4), International Journal of Information Management (4),
IEEE Access (3) and Sustainability (3). Computer Law and Security Review, and International
Journal of Production Research include two articles each, respectively. The other journals
contain just one article each. The articles are also very broadly distributed by area, which shows
blockchain is being studied by scholars across a largely multidisciplinary spectrum.

TABLET
DISTRIBUTION OF RECORDS BY FIELD AND JOURNAL OF PUBLICATION
Field of records Number
a
Social Sciences 74
(80%)
Science and Technology 58
(63%)
Journals with the largest number of articles
Information Polity 6 (6%)
International Journal of Recent Technology and | 4 (4%)
Engineering
International Journal of Information Management 4 (4%)
Sustainability 3 (3%)
IEEE Access 3 (3%)
Computer Law and Security Review 2 (3%)
International Journal of Production Research 2 (2%)
Journal of Entrepreneurship and Public Policy 2 (2%)
Technology Innovation Management Review 2 (2%)

2A number of records are simultaneously included Social Sciences and Science and Technology areas.
As a result, the sum of records in Social Sciences areas and records in Science and Technology areas is
higher than the total number of records.

Records show a quite broad distribution across countries (Fig. 3). Records include authors
from research institutions in 32 different countries. Research on this topic is led by the United
States (23 records), followed by Australia, India and the United Kingdom, followed by
Netherlands, Canada and China.
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FIGURE 3. Distribution of records by country of publication.

Records are predominantly theoretical (79) and only a few records are empirical (8). Among
the theoretical papers we identify three different methods: Abstract Analyses, defined as those
dealing with the topic of our review, but without a concrete or in-depth analysis; Theoretical
Research Applications, defined as analyses of a concrete application of blockchain in a public
service without a specific location; and Case Studies, defined as concrete and in-depth analysis
of a case or multiple cases in specific locations, not already implemented. Empirical papers
examine cases that have actually been implemented. Among the empirical papers, we identify
single Case Studies and Multi-case Studies. Fig. 4 summarizes distribution of records by
method of analysis. Records are predominantly Abstract Analyses (41%) and Theoretical
Research Applications (29%). A significant number of records are Theoretical Case Studies
(16% of total). Only a few records are empirical (8%), where one half are single Case Studies
and the other half are Multi-Case Studies. Five additional records are Systematic Reviews of
related topics. These figures imply that albeit ex-ante analyses on the use of blockchain in
public services are attracting increasing attention, quantitative analyses including empirical
evidence on this issue are still scarce.
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FIGURE 4. Distribution of records by method of analysis. Blue colour references theoretical
methods while orange references an empirical method.

Finally, Fig. 5 illustrates the word cloud of the systematic review, obtained using NVivo. This
is based on the whole set of 92 records, after setting a limit of 500 words and a minimum of
five letters per word. The words that are most commonly cited are shown in a relatively larger
size. The most commonly cited words are placed more centrally; less commonly cited words
are further from the centre. Unsurprisingly, “blockchain” is the most highly cited word by far:
it appears 11,109 times throughout the 92 records. The second most common word is
“technology”, with 4,067 appearances. The third word is “information”, which appears 2,724
times. “System” (2,416 times) and “public” (2,402 times) are the other two words included in
the top five. Among the ten most cited words, we also find the words “smart” and
“government”. As regards the three sectors for which we analyse the implications of the use of
blockchain (governments, civil servants and citizens), government(s) is the most mentioned
(2,102 times), citizen(s) appears 609 times, and terms related to civil servant(s)® appear 98
times.
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FIGURE 5. Word cloud based on the contents of the records included in the systematic review

3These include “civil servant(s)”, public official(s), “government(s)
official(s)”,“functionary/functionaries”, “bureaucracy(ies)/bureaucrats” and “public employee(s)”.



V. RESEARCH QUESTION #1: WHAT ARE THE MAIN PUBLIC SERVICES
POTENTIALLY AFFECTED BY BLOCKCHAIN TECHNOLOGY?

We first describe the public services apt for transformation or disruption using blockchain for
which the literature discusses relevant benefits, costs and risks. Records show a broad
distribution across public services (Table 2). The sectors with the highest number of records
are public records management (9) and healthcare (9), two public services where applications
of blockchain technology appear promising. These are followed by a broad set of other sectors
in which blockchain is seen to have significant applications, namely, international trade and
customs (6), voting (5), environmental protection (4), public procurement (4), food safety (4),
digital identities (3), energy (3) and social protection (3).

TABLE II
DISTRIBUTION OF RECORDS BY PUBLIC SERVICES POTENTIALLY AFFECTED BY BLOCKCHAIN

Public service List of papers Number
Records Management [27-35] 9 (10%)
Healthcare [35], [36-43] 9 (10%)
International Trade & Customs | [34], [43], [44-47] 6 (6%)
Voting [35], [48-51] 5 (5%)
Environmental Protection [52-55] 4 (4%)
Public Procurement [35], [56-58] 4 (4%)
Food safety [35], [59-61] 4 (4%)
Digital identities [62-63], [78] 3 (3%)
Energy [34-35], [64] 3 (3%)
Social Protection [34-35], [65] 3 (3%)
Community Engagement [66-67] 2 (2%)
Education [34], [68] 2 (2%)
Public Accounting [43], [69] 2 (2%)
Tax system [70-71] 2 (2%)
Public Safety [72-73] 2 (2%)
Recreational [74] 1 (1%)

In the field of public records management, blockchain may facilitate making these records
more accessible, thus reducing or eliminating delays in previously time demanding activities
[74]. Blockchain could also reduce the costs of registering information and ensure records are
updated in near real time for everyone in the blockchain. Several administrations around the
world, such as the governments of Dubai and Georgia, are already transforming their public
records systems using blockchain [77]. Since data are maintained by every node in the network,
any failure by the central authority does not compromise the data, reducing the dependence on
information silos [29], [27]. However, even though the benefits are clear, regulatory uncertainty
regarding blockchain is still a major risk. Regulatory authorities should enact the necessary
conditions required for blockchain agreements to be sufficient for the formation of a legal
contract [81]. It is also necessary to establish ways to solve potential discrepancies between
blockchain information and the version of property titles previously found in a physical parallel
system, such as the original property registry.



Healthcare is another public service where blockchain could bring great disruption. Thanks
to improvements in traceability brought by blockchain, every health item could be marked by
aunique code which would be used to check its authenticity and composition [40]. Traceability
refers to the ability to identify and monitor the information and events associated with a given
good or service [46]. Thus, governments would be able to reduce prescription fraud and better
scrutinise the production of health products [34], [39]. Regarding accountability, blockchain
could also help with the storing of employee data for absence of leave, performance evaluation,
and security measures for physicians—information that could be used to analyse the system
and improve efficiency [27]. Blockchain could be a solution to promote citizens’ exercise of
greater personal control over their health data, while ensuring anonymity. A blockchain solution
could also improve patient-physician communication, while further engaging the patients in
their own care. However, this would require technical training, particularly in the case of elderly
patients [40].

Governments could also benefit from the use of blockchain in the tax system and the
cooperation between tax authorities and custom agencies [72]. Due to blockchain’s properties
of traceability and transparency, tax authorities could detect fraud and errors faster and more
effectively [46], [71]. In the context of customs, blockchain could be used to improve inter-
agency coordination between customs agencies. Moreover, customs could use the information
contained in the network to manage cargos more efficiently, expeditiously clearing the ones
already pre-screened and focusing examination on the ones specifically required. Regarding
challenges, international standardization of blockchain legal requirements is essential for
customs activities. Furthermore, it will be important to legally clarify which jurisdiction applies
to international blockchains, and thus, which laws they should comply with [44].

Regarding voting and citizen participation, blockchain can enhance security, and facilitate
transparency, while maintaining the privacy and anonymity of citizens [48]. This technology
could not only record the recount in a safe and rigorous way, but also to do it faster and more
efficiently than conventional mechanisms. In the blockchain, votes are recorded accurately and
permanently in a way that no one can modify or manipulate. Citizens could even check that
their votes are actually being counted [65]. However, even with advanced encryption
mechanisms, complete anonymity is impossible to achieve, since a node matching encrypted
ballots with actual voters is still necessary [51]. In addition, there are scalability challenges
regarding large-scale voting processes [48].

Blockchain could also represent a radical conversion of the way environmental protection
policy is made. The amount of data related to production recorded in blockchain coordinated
with IoT would increase the capabilities in analysis and interpretation of environmental issues
[55]. Governments would be able to trace and track major emission sources of carbon dioxide
and methane quite rapidly, enabling more proactive measures being implemented to fight
climate change. Apart from regulating pollution, blockchain could also be useful for monitoring
and managing the exploitation of natural resources in order to ensure sustainability [47].

Making public procurement data accessible in a blockchain could improve the transparency
and accountability of governments from the citizen perspective. This technology could help to
address corruption and other concerns [101]. For example, in the case of public procurement
by health systems, a traceable system such as blockchain would allow local hospitals to
purchase health products in a decentralized way, while at the same time centralizing
information regarding quantities and prices, and making them available to all parties [65].
Furthermore, governmental entities can present their expenses on a public ledger, available for
all citizens. This would not necessarily compromise privacy of agents, since a well-designed
system would ensure anonymity [74].

Blockchain could also provide a significant improvement to governmental regulation
practices and safety standards. A real-time tracking system, such as blockchain, would allow
regulators to view all transactions and product history almost in real time [54]. For instance, it
would allow the identification of each food product and assign it with tamper-proof data such
as provenance, organic attributes, and labour conditions. This would allow regulators to do their



job in a more efficient and effective manner, assuring the reliability of records as well as
streamlining access and processing processes [44]. However, it is still unknown whether
blockchain can efficiently manage the complexity of the information throughout large-scale
supply chains [61].

Digital identity through blockchain is another key governmental activity that could be
transformed into a more efficient and accessible public service. Blockchain may save
governments vast sums of money on overhead costs related to physical office space,
verification, and call centres [63]. Estonian e-Residency is a good example of where blockchain
has changed the way citizens interact with government and other stakeholders, and how the
administration has found a way to promote public and private Estonian services with very
limited costs [78]. In terms of social protection, blockchain could be used to disintermediate
governmental transfers to citizens. This secure, direct and transparent way of giving transfers
could transform the way social policy is done [77].

Finally, blockchain could also bring about sustainable and eco-efficiency improvements in
the energy system, by providing greater information about the energy process. For example,
blockchain could record the provenance and type of energy, and build an automated process
including criteria based on this information. This would ensure this system would not only
improve the security of the grid, but also result in benefits in terms of eco-efficiency,
transparency and potential sustainability.

VI. RESEARCH QUESTION #2: WHAT ARE THE MAIN POTENTIAL BENEFITS,
COSTS AND RISKS OF BLOCKCHAIN IN PUBLIC SERVICES FOR
GOVERNMENT, CIVIL SERVANTS AND CITIZENS?

Our approach studies the implementation of blockchain in public services from the different
perspectives of the three main actors involved in the innovation process: Governments, civil
servants and citizens, as shown in Fig. 6. For each actor, we identify the main benefits of
blockchain for public services and then we discuss its negative consequences. Negative
consequences can be classified into costs, the most probable ones, and risks, potential concerns,
still to be confirmed. The order of presentation of benefits and costs/risks is based on the
number of appearances throughout the articles of the systematic review.

FIGURE 6. Three actors involved in the innovation process of public services.

A. GOVERNMENTS



Table 3 identifies the most important benefits, costs and risks of the use of blockchain for
governments. According to the literature, the most significant benefits are related to two major
issues: economic efficiency and traceability. Meanwhile, the most significant risk of blockchain
for governments is regulatory uncertainty.

TABLE III
MAIN BENEFITS, COSTS AND RISKS FOR GOVERNMENTS DISCUSSED IN THE LITERATURE.
Governments Number of records
Benefits
Efficiency 37 (40%)
Traceability 25 (27%)
Decentralization 20 (22%)
Disintermediation 7 (8%)
Institutional innovation 4 (4%)
Costs and risks
Regulatory uncertainty 29 (31%)
Scalability 18 (19%)
High energy consumption 10 (11%)
Lack of early frameworks 8 (9%)
High capital investment 7 (8%)
Not a substitute for institutional trust 5 (5%)
BENEFITS

The introduction of blockchain into public services has benefits for governments as regards its
heralding of new ways of storing and sharing information that render processes more efficient,
in the sense that results can be produced whilst using the smallest amount of resources such as
time, material, capital or labour. Instead of lengthy, heavily bureaucratic procedures,
blockchain proposes an automated means of storing data in a tamper-evident, secure, digital
format. Blockchain can radically reduce the amount of human effort required for the operation
of processes in many public services, leading to reduced costs [52]. Additionally, this implies
a reduction of every-day human errors [45]. In sum, all public services that include managing
large sets of records and involve sharing information (both internally and externally) with
citizens, business and other sectors, could be potentially transformed by blockchain and
increase their efficiency [46].

The second major benefit of blockchain, according to the number of references in the
literature, is traceability. The characteristics and attributes linked to a product could range from
the location, application, characteristics associated with its production, such as inputs, origin,
labour and production standards and environmental issues. Traceability could bring other
benefits to government—including authenticity, property rights, origin, product and service
safety, and accountability—across different sectors. Each record of product data could also
contain details about the labour conditions under which production was carried out, among
other characteristics. This means traceability could also help to promote better assurance of
human rights and fair work practices [79].

Other potential benefits for government from blockchain include its decentralized structure,
which helps guarantee greater data security, since it reduces their dependency on information
silos [28]. In this regard, once data is authenticated by the members of the blockchain, the
information cannot be manipulated by a node without being detected by the rest of the nodes,
which limits the risk and damage of single points of failure. Furthermore, blockchain has the
potential to reduce the time and cost of transactions avoiding third party intermediation.
Blockchain can also improve regulation mechanisms and public safety standards through the



collection of data regarding the production and distribution of products. Similarly, when data
are transparent, this can potentially lead to an improvement in accountability of both
government and non-government organizations.

COSTS AND RISKS

According to the literature, the most significant costs and risks of blockchain for governments
are related to regulatory uncertainty. Interoperability is one of these risks. Interoperability refers
to the ability to easily share information, operate, and transact across various systems [46]. This
is a fundamental problem to overcome, since the most probable scenario is that, instead of one
single ledger (such as the internet), there will probably be multiple different public and private
platforms which will require some kind of interoperability [ 76]. Several potential conflicts arise
between blockchain and current law in many countries [80]. It is still unclear which type of
legal recognition would be conferred upon the data inside the blockchain, and whether it will
require extra conditions (and which ones) in order to be recognized as legal [81]. Another
potential challenge arises from the fact that, as each node of a blockchain ledger is potentially
located in a different part of the world, no consistent jurisdiction can be derived based on
location [82]. More importantly, the disruptive properties of blockchain data might be legally
problematic with respect to certain laws. For example, the fact that no one can easily remove
or modify information off the blockchain might conflict with several European Union laws,
such as the 1995 Directive or the GDPR [83].

A second, major, risk that arises from the application of blockchain is the scalability
constraint, which is intimately related to the efficacy and efficiency of blockchain. The
scalability challenge refers to the scale and speed at which transactions can occur on a
blockchain network [38]. This transaction velocity determines the time it takes to put a
transaction on a block or reach a consensus between nodes. The more nodes needed to verify
the blocks, the slower the validating process is. Furthermore, when more data is included and
block size is increased, it will become more difficult to generate and propagate blocks [84].
Thus, a trade-off is established between scalability and security. Blockchain technology is an
immature technology in terms of scalability and still struggles to handle large number of
transactions [79].

Blockchain also poses socio-economic costs for governments. Some consensus mechanisms,
such as “proof-of-work”, require every node to consume expensive energy resources in the
mining process, causing increasingly high-energy costs. In order to reduce these costs, other
consensus mechanisms have been proposed, such as “proof-of-stake”, where validators prove
their “stake” in the system through economic contributions that create disincentives for them
to misbehave [90]. Several other mechanisms have been presented, but many of them still lack
sufficient maturity for implementation on a mass scale [84]. Today, switching recording
systems to a blockchain and scaling them to the level required to serve large populations could
become expensive and damaging to the environment [75]. Another socio-economic cost
involves the necessity of high capital investment. Previous studies focused on local applications
of blockchain conclude that the current technological cost of switching to a blockchain might
not outweigh the added security it provides [75]. In fact, the total initial capital investment is
hard to estimate [84].

Finally, the introduction of blockchain as a trust mechanism also represents a risk. Although
blockchain may offer many benefits for government, it cannot be considered an entirely trust-
free system. In other words, blockchain is not a substitute for institutional trust and institutional
infrastructure [71]. In fact, countries with higher degrees of good quality public and civil
services adopt blockchain earlier and more successfully [78].

B. CIVIL SERVANTS

Civil servants have received, to date, much less attention than governments and citizens in the
literature regarding the implications of blockchain in public services [85]. In our systematic
review, we find only eight records (10% of total) that mention benefits of blockchain from the



point of view of civil servants. Most of these records focus on transformations of the tasks and
increased coordination. Additionally, we find eight records (10% of total) that describe costs or
risks of the use of blockchain in public services from their point of view. Table 4 shows the
distribution of records according to the specific implications. These records focus mainly on
the lack of necessary skills that staff have as the main potential cost/risk of blockchain.

TABLE Iv

MAIN BENEFITS, COSTS AND RISKS FOR CIVIL SERVANTS DISCUSSED IN THE LITERATURE
Civil servants Number of records
Benefits
Reduction of paperwork 5 (5%)
Reduction of every-day human errors 3 (3%)
Coordination improvements 3 (3%)
Costs and risks
Lack of knowledge and skills 6 (6%)
Cultural change 2 (2%)
Reduction of jobs 2 (2%)

BENEFITS

One of the main benefits of blockchain for civil servants is associated with the transformation
and automatization of the tasks carried out. Several documents focus on the effect that the use
of blockchain in public services may have on the time-saving effect of the reduction of
paperwork and bureaucratic interventions for administrative processes [27], [46]. Tasks
conducted by civil servants may also benefit from the reduction of every-day human errors
resulting from the automated means of storing data provided by blockchain [45]. Once
blockchain is introduced, the tasks of civil servants in certain public services would change,
and focus on developing, maintaining and governing the blockchain application. However,
whilst the literature clearly states the benefits in terms of time and economic efficiency this may
bring to governments, [85] highlight there are no in-depth analyses on how these changes may
affect administrative processes and organizations. Neither do analyses report on how the nature
of civil servants’ tasks may change as a consequence of the introduction of blockchain in public
services.

Another significant benefit for civil servants is the increasing possibilities for coordination.
On the one hand, blockchain could be used to enhance inter-agency coordination systems
through a shared ledger of administrative documents. On the other hand, the use of blockchain
may enhance communication and coordination between civil servants and other actors involved
in public service co-production and provision. For instance, in the field of healthcare,
blockchain may enhance direct communication between physicians and pharmaceutical
staff/professionals [34], as well as between physicians and their patients [40].

COSTS AND RISKS

A lack of necessary skills of civil servants is identified as the major cost for civil servants
identified the literature. Clearly, all stakeholders will require training on blockchain technology
for its successful application [30]. However, blockchain is a complex technology, and
blockchain literacy constitutes a challenge not only for citizens-as-users, but also for civil
servants as managers and providers of public services. Given that blockchain is a new
technology, the number of experts, programmers and developers familiar with it and its
possibilities for public services is limited [32]. Most civil servants do not have this sort of
knowledge and experience, and public entities would need to train and hire technical experts
and skilled personal in order to develop the application of blockchain technology [71].
Moreover, the requisites for implementing successful training on blockchain technology would



not be easy to accomplish, and would be limited to a few organizations, mainly at the national
level.

Another related drawback is the cost associated with change in the organizational structure.
Bureaucratic administrative systems governing any large institution are characterized by pre-
defined processes and organized hierarchies [45]. It has been argued that these hierarchical
structures are organized in order to facilitate the centralization of power in the hands of a few
top civil servants [86]. The civil servants that benefit from the status quo will probably oppose
internal resistance to the adoption of blockchain [50]. This cultural change constitutes another
potential cost and risk of the use of blockchain in public services.

Finally, another significant potential cost of the implementation of blockchain for civil
servants could be a reduction of jobs. The promise of blockchain to automatize many
bureaucratic processes represents a threat to many civil servant jobs [87] and is likely to be
highly uneven geographically and according to gender [6]. Jobs made redundant by the use of
blockchain will be replaced by automated tasks and virtual labour. Low-skilled workers will be
probably more intensively affected by this process. However, the transformation and
consequences of blockchain for employment is an under-researched topic. Given the interest of
this issue, this constitutes one of the major gaps on the literature on the use of blockchain in
public services.

C. CITIZENS

The most relevant benefits, costs and risks for citizens identified in the literature are listed in
Table 5. According to the literature, the most important benefits of the use of blockchain in
public services for citizens are related to data security and transparency. The costs and risks for
citizens associated with the use of blockchain in public services are diverse. The most important
one, according to the literature, is related to potential security threats for blockchain data,
discussed in 13 records (14% of total).

TABLE v
MAIN BENEFITS, COSTS AND RISKS FOR CITIZENS DISCUSSED IN THE LITERATURE

Citizens Number of
records
Benefits
Security 40 (43%)
Transparency 36 (39%)
Self-sovereign of data 15 (16%)
Disintermediation 11 (12%)
Privacy 11 (12%)
Citizen participation 8 (9%)
Costs and risks
Security threats 15 (16%)
Lack of flexibility of small contracts | 11 (12%)
Not inherently trustworthy 7 (8%)
Risk of reidentification 7 (8%)
Minority rule 6 (6%)
Lack of knowledge and skills 6 (6%)

Lack of resources 4 (4%)




BENEFITS

The most important benefits of the use of blockchain in public services for citizens in the
literature are related to security and transparency. The benefits for citizens related to security
brought about by blockchain are derived primarily from the immutability of data. Immutability
means that blockchains are based on an append-only data structure. Blockchain verifies every
transaction through a consensus mechanism between nodes ensuring no single party has the
unique power to alter it. As soon as a new block of data is verified and introduced in the chain,
it is almost impossible to modify or remove this [68]. Additionally, the decentralised
characteristic of blockchain is fundamental for guaranteeing the integrity of information. Since
data is not stored centrally, blockchain is not vulnerable to single security breaches [33].
Furthermore, the process is developed transparently and accountable by every node [88].
Hence, technologically speaking, cybersecurity must arguably be a key advantage for citizens
in countries that adopt blockchain technology.

As regards the benefits for citizens related to transparency, blockchain technology creates a
new form of trust, allowing the public to easily monitor all actions taken inside the network
[56]. Transparency of blockchain, in addition to blockchain’s properties of security and
traceability, enables the public to track every item included in the blockchain back to its original
inclusion, and is an open for validation of authenticity [101]. Additionally, in a transaction
between citizens, it is very easy to verify whether one participant in the network is in possession
of an exact and unmodified copy of the historical data stream. The trust based on a secure and
transparent distributed ledger eliminates the need to hire, pay and trust a third-party entity to
supervise transactions, allowing a further disintermediation of processes [74].

Another benefit of blockchain is associated with the idea that individuals will be able to exert
greater control over their personal data. Blockchain is designed to give the owner of data a
unique ID to access it over the blockchain network and the ability to share specific pieces of
data they wish to share [77]. Furthermore, all these personal records can be preserved in the
same system so that every individual will have a comprehensive digital identity, including all
their personal records, which contains reliable and secure personal information. When used in
this way, blockchain could facilitate the authentication of personal identity as well as, when
necessary, the provision of personal information, such as education certificates or health status.

Data inside the blockchain are encrypted in different manners, in order to assure the privacy
of users. Some of the data of government departments and public services providers are closely
related to citizens’ personal information. The merging of data from multiple sources may be
used to form a “full profile” of each citizen, which clearly affects privacy [28]. Using
blockchain, different protocols can be used to encrypt the data and anonymise it, in order to
avoid this risk [89]. As a result of trust in the technology, the nodes in the system can exchange
data without knowing each other's identity and personal information, so the privacy of each
participating node is protected [64].

COSTS AND RISKS

Though security is a major benefit blockchain may bring, it also poses the most important costs
and risks, according to the literature. At least one cost and one risk are identified. Recently,
consensus mechanisms are being adopted other than “proof-of-work”, with the aim of reducing
energy and computational resources the blockchain network needs.

However, this solution comes at a cost, since it undermines the security of the network, as
these alternative consensus rules are less strict. In fact, several successful attacks have already
occurred in blockchains [90]. Additionally, hackers could take advantage of breaking points
caused by poor coding [40]. Moreover, a risk exists that the “key” of the blockchain system is
stolen, or that malicious coordinated attacks are made to the network [57]. The possibility of
stealing the key of the blockchain system exists, and may become grow in the future, depending
on the development of computation.

Another cost of blockchain comes from the fact that, in an early stage of development, it
lacks sufficient flexibility to adapt to distinct situations [80]. While immutability is a benefit



for certain public services, it is also a cost for citizens. Blockchain data cannot be easily deleted
or changed. However, a judicial authority could demand that certain information should be
deleted from the server, due to right-to-be-forgotten laws [74]. Copyright materials may face
similar problems when published in a blockchain without authorization. However, while a
“hard fork” (a unilateral change of internal rules by the system managers) would be able to
change the validity status of data blocks, it cannot actually remove them from the internet, and
still would not satisfy certain laws such as GDPR [27]. Furthermore, the use of “hard forks”
may end up challenging the credibility and trust on the blockchain, since it debunks the
horizontality principle.

In addition, blockchain relies upon the data that has been validated by the nodes, and thus, it
is not inherently trustworthy, since the technology does not guarantee information quality, but
only the accuracy of the procedure. The quality and usefulness of the blockchain technology is
“as good as its users” [39]. Therefore, substituting human (or multiple human) supervision by
a blockchain in processes that demand high levels of accuracy represents an important cost.

Although encryption is useful to increase the privacy of blockchain users, the risk of
reidentification is still present. Though each user in blockchain is linked to a public
pseudonymous address, due to transparency of blockchain, the transactions are available to the
public, and information is explicitly visible by all network participants [84]. An increasing
amount of research suggests it is possible to de-anonymize individuals by using transactions
details [58]. The more transparent the blockchain is, the bigger the risk of reidentification [46].

Blockchain is still a complex technology that requires specialized knowledge for creation
and management. A minority of experts dictate the rules of the system and how it is governed:
this constitutes an additional risk for citizens. Only a few individuals can modify the code, and
the design of the system will likely represent their interests [6], [85]. Depending on the nature
of the blockchain, sudden “hard-forks” can transform the way the network works, making it
mandatory for the users to comply with the new rules. This position of power threatens the
promises of decentralization and horizontal decision-making of blockchain. In the case of
permission-based blockchains, private companies usually play a fundamental role in shaping
how a blockchain infrastructure functions. Therefore, they could hold dominating powers,
diminishing the capacity to integrate enough checks and balances into the blockchain network
[48].

Moreover, the “usability” of blockchain technology is still a crucial barrier for mainstream
adoption [46]. The term usability refers to the degree of ease with which products such as
software and other technological applications can be used to achieve required goals effectively
and efficiently. Lack of knowledge and technical skills impede several social groups of citizens
to immediately benefit from the use of blockchain. Thus, it is imperative to improve intuitive
blockchain interfaces and to assure some degree of blockchain literacy before it is introduced
to the wider public. Finally, blockchain models and proposals require having access to internet
connectivity and digital devices. which is not always the case of most citizens in certain
contexts, especially in less developed countries [38], [58].

VII. CONCLUSIONS AND RECOMMENDATIONS FOR FUTURE RESEARCH
Blockchain is considered one of the most important disruptive technologies as regards its
potential to transform business and society in the near future, including the provision of public
services. Even though blockchain is still a nascent technology, scholarship on the consequences
of blockchain adoption is growing.

A. CONTRIBUTIONS OF THIS WORK

The major contribution of this work consists of providing the first systematic review of the
literature on the use of blockchain in public service provision, analysing the specific benefits,
costs and risks of the three key agents of the innovation process: governments, civil servants
and citizens. The systematic review follows the PRISMA criteria, through clearly stated
objectives and an eligibility criterion to identify studies. We provided a systematic presentation



of our findings. We identified 92 published records from journals and books that cover
blockchain applications on public services. Among them, we classify 79 as theoretical papers
and eight of them as empirical, while another five were systematic reviews on related topics.
The articles are broadly distributed by field and area of study, which shows that blockchain
applications is being currently addressed from a multidisciplinary perspective.

We found blockchain applications are broadly distributed across a range of public services.
We identified 16 different public services potentially affected by the introduction of blockchain.
The public service that concentrates the greatest number of studies is public records
management, which is addressed in 9 records. Blockchain is bringing to this public service
efficiency improvements regarding time and costs and a more secure infrastructure, even
though several uncertainties related to regulation arise in the process. The second most
discussed public service is healthcare, where blockchain could improve the system through
traceable tools, accountable transactions and more control over personal data. Other public
services identified in this systematic review and discussed in more than two records are
international trade and customs, voting processes, environmental protection systems, public
procurement, food safety, digital identities, energy and social protection.

We propose an organizational approach to the benefits, costs and risks of blockchain in public
services, by classifying the actors of society involved in the innovation process. We observe,
first, that two actors concentrate the bulk of attention in the literature: governments and citizens.
Civil servants receive less attention. Next, we analyse the implications of the use of blockchain
in public services for each of these actors. For governments, we find that the most important
benefits of blockchain are associated with efficiency and traceability, whilst the most significant
costs and risks are related to regulatory uncertainty (interoperability and standardization, legal
recognition of data, incompatibility with laws, jurisdiction requirements and accountability),
and scalability. For civil servants, the literature discusses benefits associated with the
transformation of tasks carried out and increased possibilities for coordination, while the most
important costs and risks cited are linked to the lack of necessary skills, the change in
organizational structure and jobs cuts. Finally, the literature on the impact for citizens focuses
especially on benefits of blockchain related to security and transparency, whilst also a range of
different costs and risks (in particular, those related to potential security threats) are discussed.

Several implications can be extracted as regards blockchain applications in public services,
from the point of view of benefits, costs and risks for governments, civil servants and citizens.
In the case of governments, blockchain has the potential to improve the economic efficiency of
bureaucratic processes and data management. For example, blockchain-based land title registry
in Georgia, where the registration of extract is now 400 times faster and the reduction of costs
is over 90%, is an example of a successful case [92]. Estonia is another successful example of
the use of blockchain as part of its e-government strategy on registries and administrative
procedures, which have improved processes around tax, judicial, health and commercial code
systems [93]. Moreover, services mainly focused on notarization that utilize blockchain as an
append-only registry are close to market maturity. However, other disruptive services that make
the most of the shared database and the traceability feature of blockchain still face many
hurdles. Regulation is a major challenge, including setting recognizable standards, regarding
the applicability of blockchain for these cases. A key implication, then, is that there is an urgent
need to establish an initial set of methods, common practices, as well as technological and legal
semantics at the highest administrative level, in order to ensure legal certainly for future
blockchain applications. In addition, as identified in our paper, government itself needs to enact
a transformation of existing processes and structures in order be prepared for the disruptive
potential of blockchain. This task will require dialogue and coordination from stakeholders in
the network which will best be led by governments and, ideally, international institutions. The
EU Blockchain Observatory & Forum is a promising example of this sort [94].

In the case of civil servants, reduction of red tape, paperwork, and every-day errors, are the
main benefits blockchain applications will bring to public services. Additionally, improved
coordination between agencies implies a reduction in the time employed by civil servants on



tedious tasks through easier and faster access to information already uploaded to the
administration network. Consequently, the quality of jobs could also increase. However,
blockchain applications face several risks as regards its impact on civil servant jobs. Scholars
have suggested disruptive technologies, including blockchain, artificial intelligence and
machine learning, may pose a threat to unemployment without the support of appropriate public
policy [95]. The need for reskilling to accommodate the new technology implies that substantial
investments will be required. Potential rejection of new technology may need to be overcome
with ensuring technology is human-centric as regards its design, including simple interface and
easier ways of resolving and reporting potential errors [96].

From the point of view of citizens, the main benefits identified regarding the adoption of
blockchain in public services are data security, transparency of public administrations and
greater control of personal data. The use of blockchain for national land registries, healthcare
systems and digital identities, are positive examples of how blockchain can eliminate excessive
bureaucracy and physical displacement to the city hall in favour of remotely digital alternatives.
Moreover, having a greater control over their personal data allows citizens to preserve their
own privacy in a more effective manner and enhance their trust in the service provider. The
COVID-19 pandemic has increased the attention paid to blockchain for supply chain
management in times of uncertainty [97]. However, because blockchain-based services are
mostly in a pilot phase, or operate on a small scale, these gains are only starting to be made
visible. Despite recent progress, much more needs doing on the technical side regarding data
security and flexibility of smart contracts. Finally, it is important to note that blockchain is just
another piece of the digitalization strategy of public services. Thus, the added value of
blockchain for citizens does not depend on blockchain alone, but from the successful
articulation of the different technologies and functionalities in a whole system for public
services of the future.

B. LIMITATIONS

The main limitations of this review are determined by the very infancy of the literature on
blockchain in public services. One of the major shortcomings of the literature is a lack of
empirical analyses on blockchain in public services [85]. As the application of this technology,
particularly in public services, is still at a very early stage, most of the analyses are abstract or
theoretical: most of them focus on discussing potential benefits, costs or risks of blockchain in
public services without entering into specific cases already implemented, or focus in case
studies without including sufficient empirical evidence. Clearly, until there are large scale
implementations in government, there will be a lack of empirical research on real-world
applications.

Regarding this article, even though the search and screening process has been carried out in
great detail including three major datasets and recommendations of specific records from field
experts, there is a possibility that some high-quality work has been left out. Additionally, the
screening and reading processes inevitably carry with it a dose of subjectivity. Therefore, both
potential selection and information extraction bias could be identified. Finally, this paper
focused on the use of blockchain application from the social and economic perspective, leaving
aside the more technical and computational aspects.

C. RECOMMENDATIONS FOR FUTURE RESEARCH

We have identified four specific issues which are neglected in the current literature and deserve
further attention in the quest to develop a more coherent picture of blockchain for public
services.

Recommendation 1: From theoretical to empirical analyses. As the number of projects and
applications of blockchain increase, research on the use of blockchain in public services needs
to move from descriptive/theoretical studies to empirical analyses of actual implementation and
assessments based on real cases, in order to provide policymakers with ready-to-use material.



Hence, it is important that researchers track developments and collect a greater amount of
qualitative and quantitative data on blockchain applications to provide rigorous analysis of the
benefits, risks and costs of blockchain in public services. In order to frame the initiative, two
aspects should be carefully analysed. First, the internal validity of the case, consisting of an
evaluation of whether the blockchain has provided a satisfactory and adequate solution to the
initial problem and a comparison of this with different previously potential options, needs to be
completed. Secondly, the external validity of the analysis needs to be verified, meaning whether
the specific characteristics of the context makes this a comparable example for other
technological, socio-economic, legal and cultural contexts. A rigorous evaluation of use cases
based on these two aspects will lead to a better understanding of the potential of blockchain in
public service provision.

Recommendation 2: Diversity of empirical methods. We also encourage more cross-
sectoral designs to expand our understanding of the differences in the use of blockchain
between private and public sector organizations and between different public policy sectors.
Further cross-national research can shed light on the antecedents and pre-conditions of public
administrations for blockchain adoption. Finally, although there is no guarantee that the
quality of external evaluation is better than internal reports [98], an over-representation of
the latter can cause biased results. Thus, a greater number of external evaluations of the
innovation process are needed.

Recommendation 3: Address major technical barriers. Much work remains for researchers
to do in the technical field. Even though recent progress of the technical aspects of blockchain
has been made, the development of blockchain technology is still at an early stage when
comes to large-scale applications. Scalability is still one of the main constraints surrounding
blockchain initiatives for public services. In the future, less computational demanding
consensus algorithms are necessary, particularly when the blockchain aims to manage a large
number of users and transactions. Energy consumption requirements also need to be reduced
and transaction costs need to be low and predictable, otherwise public initiatives will be very
hard to justify. In this regard, diverse technical and governance specificities need to be
available, since different problems will be addressed by different sorts of blockchain.
Moreover, technical experts and research institutions need to coordinate interoperable
standards, which are essential to assure that all the technical advances take advantage of
indirect effects and economies of scale.

Recommendation 4: Differentiate between types of blockchain. Future studies need to adopt
a simple shared scheme and identify which is the preferable type of blockchain given the
specificities of the specific public service and the problem addressed. Literature on
blockchain for public services has paid very little attention to how the different characteristics
of blockchain infrastructure might be implemented to achieve different policy objectives.
This represents a major flaw in analysing blockchain for public services, since the specific
characteristics of permissioning and infrastructure governance have important political and
economic implications, such as transaction costs, performance, privacy, incentives and
control of the network [5]. A public-permissioned network, where citizens and entities must
identify themselves, and where there are no artificial barriers of entry for citizens, seems to
be a promising proposal for a blockchain-based infrastructure for many public services in the
European Digital Single Market [99-100]. However, this might not be the case where
established institutions are not sound, or where the legal requirements due to the
characteristics of the information shared or the existing regulations are lax. Finally, in this
respect, another useful avenue for research will be the analysis of the implications of potential
DApps for public services developed in Ethereum and other decentralized platforms.

Recommendation 5: Focus on consequences for civil servants. While the existing literature
on the use of blockchain in public services has focused on consequences for governments and
citizens, research on the consequences for civil servants — the individuals responsible for
public service provision — have been under-researched. New studies on the impact of a
disruptive technology such as Al on the future on jobs are emerging [101]. In the case of



(3]

[4]
(3]

[7]

(8]

(9]

blockchain, some of the key questions that still need to be adequately researched are the
following: the consequences of blockchain on job displacement and job quality; the role of
policy in shaping the consequences of new technology on jobs [95]; and the new skill sets
that are required in order to manage the infrastructure, governance and organizational
structures of transformed public services. To this end, a wide range of research methods will
be useful, including case studies, comparative analysis, structured and semi-structured
interviews and survey methods, and the use of quantitative data to measure macro-effects.

APPENDIX
Supplemental material S1: PRISMA Checklist. Supplemental material S2: Classification of
records included in the systematic literature review.
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